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This pap er presen ts a system arc hitecture for supp orting

ubiquitous computing for mobile users across di�eren t en vi-

ronmen ts b y transparen tly p erforming con text-based disco v-

ery and binding of resources. A ubiquitous computing en-

vironmen t is view ed as collection of collab orativ e activities

among mobile users, system services, and sensors/resources

em b edded in the ph ysical en vironmen t. An activit y de�nes

a namespace and w e presen t here di�eren t p olicies for bind-

ing resources to names in this space. W e also presen t here

a role based sp eci�cation mo del for de�ning activities. In

this mo del users as w ell as system-lev el activ e en tities are

represen ted as collab orating agen ts.

1. INTRODUCTION
With the In ternet supp orting ubiquitous connectivit y across

the glob e and a gro wing dep endence of our da y-to-da y ac-

tivities on globally net w ork ed computing resources, a p erson

requires his or her computing en vironmen t to b e accessible

from di�eren t lo cations. A user's activities generally include

collab orativ e tasks in di�eren t en vironmen ts in v olving in ter-

actions with other users and system services.

In our approac h, a p erv asiv e/ubiquitous computing en vi-

ronmen t is view ed as a collab oration space in v olving mobile

users, system services, and em b edded computing resources

and sensors in the ph ysical space. A mobile user's comput-

ing tasks are view ed as collab orativ e activities in this space.

F or this, our approac h extends the middlew are framew ork

for secure distributed collab oration [11] to include supp ort

for con text-based securit y p olicies for resource access b y mo-

bile users. Moreo v er, w e allo w mobile users as w ell as system

lev el services to b e represen ted as collab orating agen ts. W e

term this as ubiquitous 
ollaboration.

The fo cus of this pap er is on p olicies for resource access

in ubiquitous and con text-a w are p erv asiv e computing en vi-

ronmen ts. In this pap er w e de�ne the resource access mo d-

els in suc h en vironmen ts and presen t a sp eci�cation mo del

for ubiquitous activities. The goal of our w ork is to sup-

p ort construction of computing en vironmen ts for unobtru-

siv e mobilit y of users b y pro viding secure as w ell as transpar-

en t access to resources and services for the user's con text-

based computing needs. The en vironmen t should b e able

to proactiv ely disco v er and transparen tly bind the resources

required b y the user. The en vironmen t should b e able to

negotiate the securit y p olicies sp eci�ed b y the user and the

securit y p olices asso ciate with the resources. Mobile users

in a new en vironmen t are reliev ed from the burden of p er-

forming complex actions to disco v er resources needed in that

en vironmen t. Our goals are similar to man y of the curren t

researc h activities in the �eld of p erv asiv e computing [2, 5,

7, 8, 4].

There are sev eral imp ortan t securit y issues that need to

b e addressed to w ards the ab o v e goals.� A user's access privileges for services and resources ma y

need to b e determined based on the user's role in collab-

orativ e activities. Suc h privileges ma y need to b e further

constrained based on the ph ysical con text of the user.� Authen tication and authorization of access based on a

user's con text is required for prop er enforcemen t of the re-

quired p olicies.� As a user ma y not fully trust a foreign en vironmen t,

access as w ell as visibilit y of certain sensitiv e resources in

the user's nativ e en vironmen t ma y need to b e forbidden for

priv acy and safet y concerns. Moreo v er, in disco v ering lo cal

service/resources in an en vironmen t, the user ma y need to

ensure that the requested service/resource is b eing managed

b y a trusted en tit y and meets certain securit y requiremen ts.� Similarly , an en vironmen t ma y need to imp ose restric-

tions on a visiting user's access to lo cal services and re-

sources.

An imp ortan t asp ect of our approac h is to build ubiq-

uitous and con text-a w are applications and computing en vi-

ronmen ts from their high lev el sp eci�cations coupled with a

p olicy-driv en middlew are. A n um b er of other pro jects ha v e

tak en this kind of approac h [3, 12]. In con trast most of the

other pro jects ha v e used metho ds of custom design, imple-

men tation, and in tegration of services and comp onen ts to

realize a sp eci�c en vironmen t.

2. ISSUES IN SECURE RESOURCE ACCESS
A mobile user's access to resources in a domain are con-

trolled b y the p olicies de�ned at sev eral di�eren t and inde-

p enden t lev els.� A user sp eci�es discretionary p olicies con trolling con text-

based visibilit y and access of his/her resources.� A resource/service manager sp eci�es the access con trol

p olicies for mobile users. Suc h p olicies sp ecify if the

resource can b e accessed from foreign domains and the

con text under whic h the access should b e p ermitted.� A collab orativ e activit y sp eci�es the p olicies de�ning

conditions and con text under whic h a user should b e

allo w ed to access a resource. Suc h p olicies ma y also

con trol dynamic binding of a resource-name to a dif-

feren t resource when the con text c hanges, suc h as the

user mo v es from one domain to another.



All suc h p olicies need to b e in tegrated in a coheren t fash-

ion at run time. Asso ciated with eac h user is the notion of a

resource namespace as describ ed b elo w:� Name items in this space represen t abstractions for

v arious en tities suc h as resources, services, activities,

and user roles in an activit y . This namespace is hi-

erarc hical as eac h activit y de�nes its o wn namespace,

and activities ma y b e nested.� Asso ciate with eac h name item is a des
riptor con tain-

ing functional attributes and securit y p olicies required

for the en tit y to b e b ound to this name.

Similar to a user's namespace, eac h domain also has a

namespace represen ting v arious en tities suc h resources, ac-

tivities, and services. W e refer to this as the domain resour
espa
e. The resource disco v ery and binding proto cols bind a

name item to an en tit y in the domain resource space. The

binding of a name to a resource ma y c hange with time as the

user's con text c hanges. A user's con text could b e de�ned in

terms of a n um b er of di�eren t kinds of attributes, suc h as

the user's curren t lo cation, organizational/securit y domain

in whic h the user is curren tly presen t, activities in whic h

the user is curren tly participating, user's role in an activit y ,

or devices through whic h the user is in teracting with the

en vironmen t.

A name descriptor con tains the follo wing items:� F unctional attributes expressed in sc hema based on

WSDL (W eb Services Description Language) and RDF

(Resource Description F ramew ork).� Securit y and priv acy p olicies ma y require that only a

subset of the en tities in the user's namespace ma y b e

visible to the user in a giv en con text. This w e refer

to as the the user's \view" of the namespace in that

con text. A user's view is determined b y the access

con trol p olicies at v arious lev els as noted ab o v e. Theview a

ess 
ontrol directiv es in the name descriptor

determine in whic h con text the name is visible.� Sp eci�cation of con text-based binding p olicies is giv en

along t w o orthogonal dimensions as noted b elo w:{ The binding of a resource name could b e sp eci-

�ed either as permanent binding or 
ontext-basedbinding. A p ermanen t binding nev er c hanges af-

ter initial binding is p erformed, unless explicitly

c hanged b y the user. A con text-based binding

requiremen t sp eci�es the con text-c hange ev en ts

that w ould cause implicit in v o cation of resource

disco v ery and rebinding of the name to a di�eren t

resource.{ Another binding directiv e w ould sp ecify if a name

item in a shared namespace should re
ect a sharedbinding or a private binding. In case of shared

binding, all users w ould access the same resource

using that name. In con trast, a priv ate bind-

ing means that for eac h user the disco v ery and

binding op erations are p erformed indep enden tly .

Th us the same name ma y b e b ound to di�eren t

resources.

The name descriptor could also include the domains where

the resource is needed to b e accessed b y the user applica-

tions. This information is then used during resource dis-

co v ery to ensure that the resource pro vider's p olicies p ermit

access from those domains. Additionally , a descriptor ma y

also sp ecify if a resource could b e cac hed or replicated in

other domains. The name descriptors are de�ned to b e ex-

tensible to include new p olicy requiremen ts.

3. ARCHITECTURE FOR CONTEXT-BASED
RESOURCE ACCESS

Here w e brie
y describ e the system arc hitecture for con text-

based resource access to supp ort v arious securit y p olicies

and binding requiremen ts. This arc hitecture is based on the

Ajan ta mobile agen t system [10] and our middlew are for se-

cure collab oration [11].

Figure 1 sho ws an example of ho w a user's view c hanges

when the user mo v es from one organizational domain to an-

other. This �gure sho ws t w o domains and their system lev el

namespaces; it sho ws a user's namespace view of some activ-

it y when the user mo v es from domain A to B. In domain A,

the user's view con tains sev eral resources. This �gure also

sho ws the binding p olicies for the resources sho wn in theview. The p olicy for a prin ter named OÆ
ePrinter, giv en

as Permanent, indicates that the binding should b e done

only once and it should not c hange ev en if the user mo v es

to another domain. Its view access con trol p olicy , ViewACL, sp eci�es that that this name should b e visible in all

domains. The descriptor for Lo
alPrinter sp eci�es that it

should b e rebinded whenev er the domain c hanges. When

the user mo v es from domain A to B, Lo
alPrinter is b ound

to the prin ter named B:Printers:PSPrinter. The name F1 is

b ound to a lo cal �le, and the cac hing directiv e causes a cop y

of the �le to b e created in domain B. The View ACL for the

name F2 sp eci�es that the �le is visible only in Domain A.

In this arc hitecture, a user's con text-based view for an

activit y's namespace is managed indep enden t of other ac-

tivities of the user. This is b ecause the user ma y b e partic-

ipating in v arious activities through di�eren t con texts.

In the user's en vironmen t, a view manager and a 
on-text manager are asso ciated with eac h activit y as sho wn in

Figure 2. The con text manager is resp onsible for detecting

the con text c hange ev en ts and deliv ering suc h ev en ts to the

view manager. The view manager sp eci�es the ev en t detec-

tion p olicies for the con text manager. The view manager is

resp onsible for managing and up dating the view based on

the c hanges in the underlying con text. The view manager

in teracts with the resource disco v ery services to �nd the re-

sources matc hing the requiremen ts in name descriptors.

Figure 2 illustrates the di�eren t w a ys in whic h the con text

underlying a view could c hange, th us causing view up dates

and rebinding of names. The user is executing an applica-

tion on a desktop, sho wn as View 1. He no w mo v es this

application en vironmen t to a laptop. The con text manager

informs the view manager of this \device con text" c hange.

The view manager up dates the view, based on the con text-

based binding p olicies, to rebind certain names. The new

view is sho wn as View 2. No w supp ose that the user mo v es

from domain A to B along with this laptop. Once again the

view manager is informed of suc h c hanges b y the con text

manager.

Our arc hitecture utilizes mobile agen ts for con text-based
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view managemen t functions for lo w p o w er devices to con-

serv e their resources. The view managemen t task is o�-

loaded from the device to an agen t executing on some host

in the infrastructure. This is sho wn in Figure 2 View 4. This

agen t p erforms all the necessary con text-dep enden t disco v-

ery and binding actions and reliev e the device from these

tasks. The agen t main tains a cop y of the view, up dates it

when necessary , and then informs its view manager on the

device of an y c hanges. The view manager informs its agen t

of an y signi�can t con text related ev en ts.

4. SPECIFICATION MODEL FOR UBIQUI-
TOUS ACTIVITIES

W e ha v e dev elop ed a role based sp eci�cation mo del for

activit y and securit y sp eci�cation in ubiquitous collab ora-

tion en vironmen t. In our sp eci�cation mo del, co ordination

and securit y p olicies are sp eci�ed using roles. In our earlier

sp eci�cation mo del [11] for collab oration systems, w e ha v e

extend traditional RBA C [6] to supp ort sp eci�cation and en-

forcemen t of v arious securit y p olicies suc h as \separation of

duties" and dynamic access con trol. The sp eci�cation mo del

is extended for ubiquitous en vironmen t to include concepts

suc h as activ e en tities, resource descriptions, resource bind-

ings, and view access con trol. Our roles are de�ned in the

con text of an activit y . Examples of con text sensitiv e roles

include T eam Based Access Con trol(TMA C) [9]. Lik e oth-

ers [1], roles in our mo del are not limited to represen t priv-

ileges, tasks, or obligations of h uman users but also those

of activ e en tities in teracting with ubiquitous en vironmen t,

suc h as a ro om-con troller.A
tivity Spe
i�
ation: In our sp eci�cation mo del, an a
-tivity, whic h is an abstraction of a collab oration session, pro-

vides a protection domain and scop e for roles, ob jects/resources,

and privileges. An activit y can b e structured hierarc hically ,

consisting of m ultiple nested concurren t activities. Ob jects



can b e passed in to nested activities and users in roles from

a paren t activit y can join roles in nested activities.

An a
tivity template sp eci�es a reusable in teraction pat-

tern among a set of roles using some shared ob jects. Activ-

ities are instan tiated from templates. Besides the roles in

an activit y , there are sev eral meta-roles, suc h as 
reator andowner, to manage activities.Role Spe
i�
ation: Users and other activ e en tities in an

en vironmen t are represen ted b y their roles, and roles are as-

signed privileges to p erform certain tasks. W e term these

role sp eci�c tasks as operations. Op erations can b e metho d

in v o cations on shared ob jects, sync hronization actions, or

managemen t related actions. A role op eration can also re-

sult in a sequence of in teractions b et w een the in v ok er and

a set of shared ob jects. This represen ts a session in the

con text of that role op eration. Role op erations ma y ha v epre
onditions to co ordinate users' actions. Users acquire

privileges to p erform tasks in the collab oration b y joining

or b eing admitted to roles. F or roles with h uman users, roleadmission 
onstraints sp ecify the conditions that need to b e

satis�ed when a user joins a role. When a role op eration's

precondition is satis�ed, a mem b er in that role can in v ok e

that op eration.

T o supp ort the construction of smart environments, a

v arian t of the operation construct called rea
tion is de�ned.

In con trast to an op eration, whose execution in v olv es in ter-

action with one of the participan ts in a role, a rea
tion is

executed sp on taneously when its precondition b ecomes true.

Ev en for the roles whic h represen t h uman en tities, the ex-

ecution of a reaction do es not in v olv e a h uman user unless

sp eci�ed. In suc h cases, a reaction executes on b ehalf of the

role o wner.Event Spe
i�
ation: Ev en ts and ev en t coun ters are used

for sp ecifying in teractions, con text c hanges, and securit y re-

quiremen ts. Ev en ts fall in to three broad categories. The

�rst is the class of ev en ts that are de�ned b y the applica-

tion programmer. Suc h ev en ts are explicitly signaled in a

role op eration or reaction using the NotifyEvent primitiv e.

The second category of ev en ts are implicitly generated b y

the system, and these ev en ts corresp ond to instan tiation of

activities, execution of role op erations, admission of users

in roles etc. Related to eac h op eration are three t yp es of

ev en ts: request, start, and �nish. Our mo del also facili-

tates inclusion of application-sp eci�c data, in the form of a

generic 
ontext ob ject asso ciated with eac h suc h ev en t. The

third category of ev en ts corresp ond to the underlying ph ys-

ical and run time en vironmen t, and they are used for con-

structing \smart" en vironmen ts. Examples of suc h ev en ts

include user-presence detection, con text c hanges and noti�-

cation of resource utilization status. A sp eci�cation explic-

itly declares suc h ev en ts b eing \imp orted" from the under-

lying middlew are supp orting the run time en vironmen t.

In the sp eci�cation mo del, m ultiple o ccurrences of a giv en

ev en t t yp e | suc h as m ultiple executions of an op eration

| are represen ted b y a list. The expression (eventName)
returns the list including all the instances of this t yp e of

ev en t. W e pro vide a coun t op erator # on lists. One can

also de�ne a �ltering predicate on an ev en t list based on

certain ev en t attributes to obtain a subset of the ev en ts. F or

example, for a role op eration execution, w e can de�ne a �lter

based on in v ok er id, suc h as opName.start(invoker=Ali
e).

The OÆ
eLo
kManager as sho wn in Figure 3 pro vides an

example of our ev en t based p olicy sp eci�cation. In the ex-

ample, a smart o�ce en vironmen t de�nes a OÆ
eLo
kMan-ager role for automatically op ening and lo c king the do or to

the o�ce ev eryda y at a sp eci�ed time, after ensuring that

no emplo y ees are still in the o�ce. T o facilitate this, en-

vironmen t ev en ts EmployeeArrival and EmployeeDeparture
are imp orted from the underlying ph ysical system.Import: EmployeeArrival, EmployeeDeparture;Role Offi
eLo
kManagerRea
tion Lo
kDoorPre
ondition:#(EmployeeDeparture) - #(EmployeeArrival) = 0& time > 16:30:00& #(OpenDoor.finish) - #(Lo
kDoor.start) > 0Rea
tion OpenDoorPre
ondition:#(EmployeeArrival) - #(EmployeeDeparture) > 0& time > 8:30:00& #(OpenDoor.start) - #(Lo
kDoor.finish) = 0Figure 3: Spe
i�
ation for OÆ
eLo
kManagerExample Spe
i�
ations: W e use t w o examples to illustrate

some of the requiremen ts of ubiquitous collab oration en vi-

ronmen ts. Our sp eci�cations are expressed in XML. Ho w-

ev er, in this pap er w e use a notation that is simple to read

and conceptually easy to follo w.� Figure 4 sho ws a Meeting activit y template, con tain-

ing three roles: A

ountant, Manager and Sta�. The activ-

it y needs a Room ob ject whic h pro vides access to certain

resources within the meeting ro om suc h as the proje
tor,printer, and light, and also supp orts queries to detect user

presence. A DisplayFinan
ialData op eration is de�ned for

the A

ountant role, whic h allo ws the accoun tan t to displa y

the �nancial data on the pro jector's displa y . The op era-

tion's preconditions ensure that the accoun tan t can p erform

this op eration only when the participan t and a manager are

presen t in the meeting ro om. The function members(role) is

a role mem b ership function, whic h returns the list of mem-

b ers in a role.� Figure 5 represen ts a RoomController activit y to mo del

a smart ro om en vironmen t. The LightController role is de-

�ned to automatically switc h the ligh ts on/o� based on pres-

ence of users in the ro om or dim the ligh ts when there is a

user in the ro om and the proje
tor is on. The appropri-

ate Room ob ject is b ound to the activit y at the time of its

creation to pro vide a access to the light ob ject.

The ab o v e t w o are indep enden t activities, ho w ev er they

ma y share the same Room ob ject.Context-Based Se
urity Poli
ies: In the sp eci�cation mo del,

en vironmen t related queries are used to sp ecify con text sen-

sitiv e co ordination and securit y p olicies, e.g. detection of

presence of a sp eci�c user in a ro om. Similarly , ev en ts re-

lated to the c hanges in a user's con text, suc h as those related

to domain, device, lo cation, and net w ork connection supp ort

con text sensitiv e p olicies. In Figure 4, to detect that the ac-

coun tan t and a manager are presen t in the meeting ro om

when the accoun tan t tries to displa y the �nancial data, the

ro om ob ject queries for user presence information. More-

o v er, b y computing the in tersection of the Manager role's

mem b ers with the set of all users presen t in the ro om, the

presence of a manager is detected.Resour
e Des
ription: T o b e able to use the same ac-

tivit y template in di�eren t en vironmen ts, the sp eci�cation

mo del includes a description of the en vironmen t related re-



A
tivityTemplate Meeting fObje
tType Ro om fComponents:
Pro jector pro jector f... g
Ligh t ligh t f... g
Prin ter prin ter f... gMethods:
Bo olean isPresen t(userId)

List presen tUsers()g
as ro om;Role Accoun tan t fOperation Displa yFinancialData fPre
ondition

ro om.isPresen t(thisUser)

& #(ro om.presen tUsers()\ mem b ers(Manager)) > 0A
tion pro jector.displa y(data)gRole Manager f.... gRole Sta� f.... ggFigure 4: Context aware 
ollaboration a
tivity

A
tivityTemplate Ro omCon troller

( Obje
tType Ro om ro om) fRole Ligh tManager fRea
tion Switc hOnLigh t fPre
ondition
#(ro om.presen tUsers()) > 0A
tion ro om.ligh t.switc hOn()gRea
tion Switc hO�Ligh t fPre
ondition
#(ro om.presen tUsers()) = 0A
tion ro om.ligh t.switc hO�()gRea
tion Dim fPre
ondition
#(ro om.presen tUsers()) > 0

& ro om.pro jector.on()A
tion ro om.ligh t.setLev el(LO W)ggg
Figure 5: Smart Room a
tivity

sources needed b y the activit y . Suc h descriptions are pro-

vided in XML based on WSDL and RDF. These include

the follo wing: (1) The desired attributes and comp onen ts

of the resource. F or example, in Figure 4 the template for

the Room ob ject pro vides the necessary comp onen ts of the

ob ject, based on whic h the resource is disco v ered and b ound

when the activit y is created. (2) A View ACL whic h lists all

domains in whic h the resource should b e visible in the user's

namespace. (3) Ca
hing Dire
tives - that list the domains

where the resource, if visible, could b e cac hed.

F rom the activit y sp eci�cation, w e deriv e namespace de-

scriptors. The view mangers asso ciated with the users' en vi-

ronmen ts p erform the required resource disco v ery and bind-

ing functions.

5. CONCLUSIONS
The w ork presen ted in this pap er extends our previous

w ork on sp eci�cation based construction of secure collab ora-

tion systems to supp ort ubiquitous and p erv asiv e computing

en vironmen ts. In this pap er, w e ha v e presen ted a mo del for

secure resource access in p erv asiv e computing en vironmen ts

based on di�eren t lev els of p olicies, suc h as user require-

men ts, resource/service managemen t p olicies, and require-

men ts in collab orativ e activities. This w ork demonstrates

that the notion of collab orativ e activities is a natural ab-

straction for sp ecifying and building p erv asiv e computing

en vironmen ts.A
knowledgment This w ork w as supp orted b y National
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