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Abstract

Our goal is to construct secure distributed collabora-
tion systems by coupling their high-level specifications with
a policy-driven middleware. This paper addresses three
problems related to decentralized management of collabo-
ration systems by a middleware. To correctly enforce secu-
rity and coordination policies, the middleware determines
which nodes can be trusted for enforcing policies related to
different aspects of a collaboration system. Secondly, the
middleware ensures consistency in evaluation of coordina-
tion constraints. Lastly, security and integrity of event com-
munication is addressed. Moreover, we present the steps for
building collaboration systems using our middleware.

Keywords: Distributed collaboration, CSCW, Middle-
ware, Process coordination, Role based access control, Se-
curity policy specification.

1 Introduction

The goal of our work is to realize distributed collabo-
ration systems from their high level specification capturing
coordination and security policies. In this paper, we ad-
dress the problems that arise in enforcing these policies in
decentralized management of distributed collaboration sys-
tems. Policies are used to manage various dynamic aspects
of collaboration systems: new users, whose identity may
not be known a priori, may join the collaboration; new arti-
facts may be introduced at runtime; or cooperating partici-
pants may need to change their coordination policies. Other
than coordination constraints, a collaboration specification
in our model also captures various security constraints, such
as “separation of duties”, “history based constraints”, and
dynamic or context-sensitive access control policies [12].
In collaboration systems, coordination constraints are often
weaved with access control concerns, which is also evident
in task based access control (TBAC) [9]. For example, in
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an examination activity, students can only view the ques-
tion after the examiner has released it and only during the
exam-session. Although this resembles a coordination con-
cern, it is also an access control constraint.

In Internet-wide collaboration, users and shared objects
are inherently distributed, and users from different organi-
zations or administrative domains need to cooperate. There
are several motivations for decentralized management of
collaboration systems. Other than the well-known moti-
vations of scalability and elimination of “single point of
attack”, collaboration systems need decentralized manage-
ment as no single organization, site, or user could be trusted
with all the management aspects of these systems. In our
collaboration model, all users are not equally trusted. Even
within the scope of a collaboration activity, participating
users may compete to maximize their personal gains. A
user can only be trusted to maintain integrity of collabora-
tion entities, i.e., properly enforce policies associated with
the entities, if he/she has vested interest to do so.

We have developed a role-based collaboration specifica-
tion model and have implemented a prototype middleware
[11]. From the specification of a collaboration, policy mod-
ules for coordination, security, and management aspects of
the collaboration are derived. The middleware automates
the realization of the collaboration system by integrating
these policy modules with generic managers. In this pa-
per, we present the solutions that we have developed and
incorporated in the middleware to address the following se-
curity problems that arise in decentralized management of
collaboration systems.

1. Not being able to trust any single node for all manage-
ment tasks imposes constraints on the middleware in
supporting the security requirements of access control,
authentication, confidentiality, and non-repudiation.
Mechanisms are required to find appropriate nodes,
which can be trusted to enforce various security poli-
cies derived from the collaboration specification.

2. In decentralized management of a collaboration, cor-
rect enforcement of coordination constraints is an im-
portant problem as the system state is distributed and



a node’s view of it may be incomplete or stale. As
dynamic access control policies are closely tied to co-
ordination constraints, security of the system requires
consistency in evaluation of such constraints.

3. Security of event communication requires that events
are not tampered with, are generated by correct noti-
fiers, and only received by authorized subscribers. Im-
portantly, when roles or shared objects are maintained
in different trust domains, the middleware needs to en-
sure that events are not falsified or omitted, i.e., the
occurrence of an event can be trusted.

Compared to our work, only a few systems, such as
COCA [4] and DCWPL [1], have taken the approach of
building a collaboration environment by coupling its high
level specifications with a middleware. In contrast to our
work, coordination rather than security is the main concern
of these systems, and at the implementation level most of
these systems use centralized solutions.

The following section presents an overview of our role
based collaboration model. In Section 3, we present a trust
model to select nodes for secure decentralized management
of a collaboration system. Section 4 presents rules for en-
suring correctness in decentralized enforcement of coordi-
nation constraints. Section 5 discusses the trust and in-
tegrity issues in event communication. Section 6 discusses
the steps in constructing a collaboration system from its
specification. Sections 7 and 8 present the related work and
conclusions.

2 RoleBased Collaboration M odé

Here we give a brief overview of our role based collabo-
ration model [10].

Roles: In our collaboration model, users are represented
by their roles, and roles are assigned privileges to perform
certain tasks. We term these role specific tasks as opera-
tions. Operations can be method invocations on shared ob-
jects, synchronization actions, or management related ac-
tions. Role operations may have preconditions to coordi-
nate users’ actions.

Users acquire privileges to perform tasks in the col-
laboration by joining or being admitted to roles. Role
admission constraints specify the conditions that need
to be satisfied when a user joins a role. Role validation
constraints specify the other roles in which a participant
should or should not be present for that participant’s
membership in this role to be valid. Lastly, activation
constraints for a role specify the conditions that are
common preconditions for all operations defined for the
role. Every time a user performs a role operation the acti-

vation constraints and validation constraints are checked .
These constraints facilitate dynamic access control policies.

Activities: An activity is an abstraction of a collaboration
session, which provides a protection domain and scope
for the roles, objects, and privileges in the collaboration.
An activity can be structured hierarchically, consisting of
multiple nested concurrent activities. Objects can be passed
into nested activities and users in roles from the parent
activity can be statically or dynamically assigned to roles
in nested activities. An activity template specifies a generic
collaboration pattern among a set of roles using some
shared objects. Activities are instantiated from templates.

Event-based Specification Model: Operation precondi-
tions and other role related constraints are expressed in
terms of event count based predicates [7], role membership
predicates, and their connectives. Events correspond to the
execution of role operations. Related to each role opera-
tion are three types of events: request, start and finish [7].
A count operator # on events returns the number of occur-
rences of a given event type. An event list can be filtered
based on event attributes. For example, the following oper-
ation related event is filtered based on the invoker’s identity:
#opName.start(invoker = John).

We define role membership functions: member(user,
role) returns true if the user is a member of the specified
role, and members(role) returns the list of all the members
in that role. The operator # on the list returns member-
count. Our specification model uses terms, such as this-
User, thisRole and parentActivity, to facilitate context sen-
sitive policy specification.

In our middleware, events can be subscribed in the form
of primitive events, event counts, event based predicates, or
role membership predicates. Use of predicates instead of
primitive events reduces event communication.

An Example Specification: We present here the example
in Figure 1 to give an overview of our specification model.
The example is based on the one discussed in [11], to show
some additional features of the specification language and
to motivate a trust model for decentralized management of
entities in a collaboration. In Figure 1, we illustrate a tem-
plate for an Examination activity containing three roles:
Grader, Examiner, and Student. “Static separation of du-
ties” constraints specified on these roles ensure that a par-
ticipant of any of these roles is not a member of the other
two roles. Each student creates an instance of a nested Ex-
amSession activity template to take the exam. An exam ses-
sion activity contains two roles: Candidate and Checker.
The Examination activity instance has multiple concurrent

1Role validation constraints and activation constraints do not apply for
role management related operations, such asjoin and leave.



exam-session activity instances initiated by different partic-
ipants of the Student role. Only the student creating an exam
session activity can be admitted to the Candidate role. Two
members of the Grader role can join the Checker role to
grade that exam session. The Examiner role creates the Ex-
amPaper object, passing it to nested exam-session activity
instances. Moreover, the Candidate role creates an Answer-
Book object in an exam-session. The specification of the
nested ExamSession activity template is shown in Figure 2.

ACTIVITY_TEMPLATE Examination Owner=Convener

[ ROLE Grader} [ ROLE Exami ner} [ ROLE Student}

\
[

N

ACTIVITY_TEM P\LA\TE ExamSession E)famPaper h

Owner=Grader S < '
[ROLE Checke,} [ ROLE Candidate]

Owner =Examiner

AnswerBook Owner=Candidate
Owner=Checker (after submit)

***** * User Assignment — Object passing

Figure 1. Example of an activity template

ActivityTemplate ExanBSessi on( Owner G ader,
Objects ( Cour se. ExanPaper exam)) {
TerminationCondition #( Checker . Grade. fi ni sh) >0
Role Candi date {
Conceal (participant-id, (Checker))
AdmissionConstraints
nmenber (t hi sUser, parentActivity. Student)
& nenber (thisActivity. Creator, thisUser)
& #menbers(thisRole) <1
ActivationConstraints
date > DATE(Mar, 22, 2002, 8:00)
& date < DATE(Mar, 22, 2002, 11:00)
Operation St art Exam {
Precondition #( Start Exam start)=0
Action { ans=new OBJECT( Answer Book)
exam r eadPaper () }
Operation Wite {
Precondition #( St artExam finish) >0 }
Action ans. writeAnswer (data) }
Operation Submit {
Precondition #(Wite.finish)>0
Action ChangeOwner(ans, Checker) }

}
Role Checker {
AdmissionConstraints
#menber s(thi sRol e) <2
ValidationConstraints
menber (thi sUser, parentActivity. G ader)
Operation Grade {
Conceal (participant-id, (Candidate))
Precondition #( Candi date. Submi t. finish)=1
Action ans. set Grade(data) }

Figure 2. Specification of ExamSession activ-
ity template

3 Trust Model for Secure Management of
Collaboration

In a collaboration system, though participants are coop-
erating, they can not be equally trusted to maintain shared
objects or enforce coordination and security policies. Par-
ticipants may be from different administrative domains, and
they may not trust any one particular domain with all the
management tasks. In our model, policies for entities — ac-
tivities, roles, and objects — need to be enforced at trusted
nodes. We consider a node to be trusted for managing an
entity, if the administrator of that node has vested interest in
enforcing the collaboration policies specific to that entity.

In our model, a meta-role, Owner, for each collaboration
entity specifies which users can be trusted to manage that
entity. An entity is managed at a server that is trusted by its
owner. The owner of an entity possesses certain privileges.
The owner of a role can add or remove users from the role.
An object’s owner can modify the object’s access control
policies.

The requirements that arise in selecting a role as the
owner of an entity are discussed below. We relate these
requirements with the example in Figure 1 to present the
motivations for designating owners in a collaboration sys-
tem.

1. Generally the role creating a nested activity may be al-
lowed to manage the activity. In some situations, the
creator may not be trusted to manage the activity it cre-
ates. In our example, a student may not be trusted to
enforce various security policies of the exam session
activity that he/she creates.

2. It may not always be possible to trust an activity’s
owner to manage all the roles within its scope, as par-
ticipants in these roles may be from domains other than
that of the owner.

3. An object within a collaboration may need to be man-
aged by a role which is trusted by all roles sharing the
object. In the example, the exam paper object needs to
be managed by a role trusted by the Examiner, Candi-
date, and Checker roles.

4. Asingle entity may not be trusted to manage an object
throughout its life-cycle. In the exam-session activity,
an answer book is created and initially managed by the
candidate; however, after the submission of the answer
book the candidate cannot be trusted to manage it.

5. In our collaboration model, several types of confiden-
tiality constraints for a role’s participant-related at-
tributes can be specified:
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Figure 3. Entities in Figure 1 managed by different owners’ trust domains

(a) A role may need to hide its participants’ identi-
ties from other roles. This implies that events gener-
ated by the role cannot contain the participants’ iden-
tities, and no membership related queries are allowed.
In the specification of Figure 2, such a constraint that
the Candidate role participant’s identity should not be
known to the Checker is specified using the Conceal
primitive.

(b) Inaless restricted situation, a role may allow mem-
bership related queries but hide participants’ identities
in role operations. The specification in Figure 2 pro-
vides such a constraint that the Checker role must hide
the identities of the participants performing the Grade
operations using the Conceal primitive.

3.1 Ownership of Collaboration Entities

Based on the security requirements expressed in a col-
laboration specification, the middleware derives trust rela-
tionships among all the collaboration entities using the fol-
lowing ownership assignment rules. The runtime system as-
signs a trusted node for managing an entity based on owner
assignments.

1. The activity definition, i.e. activity template, may in-
dicate which role is the owner of an entity. The role
designated as the owner must exist when the entity is
created. (a) For an activity, a role in the scope where
the activity is defined or in the outer scope may be des-
ignated as its owner. (b) Same rule applies to an object.
Moreover, ownership changes can be specified. (c) For
arole, the owner must be a role in its outer scope.

2. If the owner of an entity is not specified, the default
ownership rules apply. For an activity, the owner of the
parent activity becomes its owner. A Convener role is
defined as the owner of the top level activity instance.
The default owner of a role is the owner of the activity
in which it exists, and the default owner of an object is
the role which creates it.

In our model, the confidentiality requirements have an
implication on owner assignments. For example, the confi-
dentiality requirement that the Checker role must not know

participants’ identities of the Candidate role imposes a re-
striction — any role whose members may be admitted to
the Checker role, can not be specified as the owner of the
Candidate role. If this restriction is not imposed the con-
fidentiality requirement can be violated. For example the
Grader role could be specified as the owner of the Candi-
date role. In that case, a member of the Checker role also
being a member of the Grader role could access the Candi-
date role’s membership information.

Figure 3 shows the entities managed by different own-
ers in their trust domains. These owners are designated
based on the specification and the ownership assignment
rules. For the top level Examination activity, the Convener
role is the owner. By the default rule, the Convener is also
the owner of the Grader, Examiner, and Student roles. The
Grader role is specified as the owner for nested ExamSes-
sion activity instances, satisfying requirement 1. By the
default rule, the Examiner is the owner of the ExamPaper
object. This satisfies requirement 3. Similarly, the Candi-
date being the creator of an AnswerBook object is its owner.
However, when the answer book is submitted, the owner-
ship is transfered to the Checker role, as specified by re-
quirement 4. Assigning the Examiner as the owner of the
Candidate role satisfies requirement 5(a). This also shows
an example of requirement 2, when the owner of the Ex-
amsSession activity is not trusted with its nested Candidate
role.

3.2 Trusted Server Selection

In the collaboration environment, each participant has
highly available trusted servers, which provide manage-
ment functionalities and object storage facilities. Each role
also has a trusted server, which is trusted to manage enti-
ties owned by the role. A trusted server for a role is not
the server where the role itself is managed, rather where the
role manages the entities that it owns. There can be meta
policies, which govern how a trusted server is selected for a
role.

1. The default rule for selecting a role’s trusted server is
to select its owner’s trusted server.

2. The collaboration definition can explicitly specify that



the role’s trusted server must be selected from trusted
servers of its participants. Different policies can be
employed to assign the trusted server. For example,
the server of the first member admitted to a role, a
common server from participants’ trusted servers, or
a server which is trusted by the largest number of par-
ticipants.

4 Consistency Issuesin Decentralized Coor-
dination

In our model, collaboration entities may be managed at
different nodes. In such situations, there is no single node
that has a complete view of the system state. Our specifica-
tion model, on the other hand, assumes a centralized view of
the system state with serialized evaluation of operation pre-
conditions 2. In ensuring correctness in decentralized en-
forcement of coordination constraints, our goal is: to allow
only those sequence of operations that would be permitted
by a centralized controller.

Entities at different nodes may evaluate their operation
preconditions concurrently. As some of these preconditions
may be inter-dependent, inconsistencies may arise in pre-
condition evaluation due to the following reasons:

e Events are communicated using either the query (pull)
or notification (push) model. Due to delays in event
notification, a role may have a stale view of the state
of another entity on which its precondition depends.

e While a role’s operation precondition is being evalu-
ated, the state of other entities, on which it depends,
may change.

Consider the following example, showing the specifica-
tion of two role operations, only one of which may be per-
formed.

Role r1: Operation opl
Precondition #(op2.start) = 0 Action ....
Role r2:  Operation op2

Precondition #(opl.start) = 0 Action ....

With a centralized coordinator, the evaluation of the con-
ditions is serialized ensuring that as soon as either of the op-
eration is started, the precondition of the other operation be-
comes false. In case of decentralized management of roles,
where rl and r2 are managed on different nodes, delay in
the notification of the start event may result in both roles
evaluating their preconditions to true resulting in an incon-
sistent collaboration state. The problem is aggravated by
the fact that preconditions can be complex with dependen-
cies involving a large number of operations of other roles.

2Evaluation of an operation’s precondition and increment of its start
event is atomic

Note that a role is always completely managed at one node.
Therefore inter-dependencies among operations of the same
role will not cause inconsistencies in precondition evalua-
tion.

To enforce consistent precondition evaluation, we must
ensure that when an operation’s precondition evaluates to
true, the state of other entities on which it depends, does
not changing concurrently in a way as to make it false. A
simple solution to the consistency problem is to enforce mu-
tual exclusion in precondition evaluation among all entities,
allowing only a single entity to evaluate operation precon-
ditions at a time. However, this is too restrictive as it limits
any concurrency in the system. A less restrictive solution
is that while a role is evaluating its precondition, we block
only the evaluation of those operations’ preconditions that
may potentially affect its consistency. We refer to this set
of operations as the dependency set of that operation. This
set includes all those operations whose events appear in its
precondition.

Our goal is to maximize concurrency in decentralized
evaluation of coordination constraints while ensuring that
the collaboration state is consistent. We therefore define the
minimal dependency set for an operation as a subset of the
dependency set containing only those operations that can
change its precondition from true to false. An operation’s
minimal dependency set signifies the operations that must
be blocked while its precondition is being evaluated.

To find this minimal dependency set for an operation,
we identify those operations with respect to which the pre-
condition is either independently consistent or dependently
consistent as described below:

Independently Consistent: The operation’s precondition
is said to be independently consistent with respect to an
operation from its dependency set, if any events generated
by that operation cannot change the precondition from true
to false. Consider the following example of the bounded
buffer problem with buffer size N:

Role producer: Operation put

Precondition #(put.start) - #(get.finish) < N
Role consuner: Operation get

Precondition #(put.finish) - #(get.start) > 0

The put operation’s precondition cannot change from
true to false as the count of put.start cannot increase during
its own precondition evaluation, and the get.finish count is
monotonically increasing. In this case the put operation’s
precondition is independently consistent with respect to the
get operation.

Dependently Consistent: If the precondition evaluates to
true, and if it can be guaranteed that an operation on which
it depends can not concurrently change its state, we say
the precondition is dependently consistent with respect to



that operation. The following example specifies two opera-
tions that must be performed in strict alternation. Therefore,
when the precondition of one operation is true, that of the
other is false, ensuring that its state does not change while
the first operation’s precondition is being evaluated.

Role r1: Operation opl
Precondition #(opl.start) - #(op2.finish) = 0
Role r2:  Operation op2

Precondition #(opl.finish) - #(op2.start) > 0

To arrive at the minimal dependency set of an operation,
we remove from its dependency set those operations with
respect to which its precondition is either independently or
dependently consistent.

Similar to precondition evaluation, admission constraints
may require blocking mechanisms when specifying such
policies as “static separation of duties”. Consider the fol-
lowing example where a user cannot join both the roles rl
and r2.

Role r1: Admission Constraints ! menber (t hi sUser, r2)
Role r2:  Admission Constraints ! menber (t hi sUser, r1)

Here, rl’s admission constraint depends on the user’s
membership in r2, and vice versa. To ensure that a user can-
not join both the roles, when evaluating a role’s admission
constraints for a specific user, the evaluation of the other
roles admission constraint for that specific user is blocked.

We use a model checking tool, SPIN, in conjunction with
the high level specification expressed in XML to determine
the minimal dependency sets for role operations. The de-
pendency set is further pruned dynamically when a pred-
icate in an operation precondition becomes stable at run-
time. A predicate is stable when its value can not change
any further. For example, once the predicate #(op.start)<5
becomes false, it cannot become true as event counts are
monotonically increasing.

Once the minimal dependency set for a role’s operation
is determined, we need to ensure mutual exclusion in pre-
condition evaluation. We find an entity that can be trusted
by that role and all roles whose operations appear in the
minimal dependency set and assign it the responsibility of
arbitrating mutual exclusion. In our collaboration model,
dependencies among role operations are confined within an
activity ensuring that an operation precondition does not de-
pend on an operation defined in other activities. Moreover,
the owner of an activity has a vested interest in ensuring
coordination consistency within the activity. The activity
owner is therefore designated as the arbitrator for mutual
exclusion in the evaluation of its roles’ operation precondi-
tions.

5 Trust Issuesin Event Based Coordination

Correct enforcement of security policies depends on the
integrity of the events exchanged among the distributed

entities. The middleware derives two event related policies
from the collaboration specification for all collaboration
entities.  Event subscription policy specifies the valid
subscribers of an event generated by an entity. Event notifi-
cation policy specifies the valid notifier for each subscribed
event. Authenticating the notifier cannot guarantee that
the notifier is not falsifying or omitting events. That is,
the notifier may not be trusted for a received event or may
not send an event when it may be to its advantage. In
this section, we discuss trust issues related only to events
generated by role operations. In our trust model, a role
is always trusted for its membership information. In our
middleware, event communication is based on Java RMI,
which ensures synchronous delivery of events.

Interaction Model: As all tasks within our collaboration
model are specified as role operations, a user may not need
to know which objects are invoked as part of a role oper-
ation. To maintain the consistency of roles’ state in the
execution environment, we impose the restriction that all
the interactions among users and objects must be initiated
through arole. A role operation can result in a method invo-
cation, or initiation of a “user-object session” through which
a user can have extended interactions with the object. Fig-
ure 4 represents the interaction model in our collaboration
systems, where a user invokes a role operation (arrow 1),
which may invoke an object (indicated by dashed arrows 2,
3). Completion, failure, or initiation of a “user-object ses-
sion” for this operation is notified to the user (arrow 4). If
a “user-object session” is initiated, user can have multiple
direct interactions with the object (arrow 5). 3
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Figure 4. Interaction model

Event Generation: The issue related to event generation
is: which entity can be trusted to generate an event. When
a role operation does not invoke an object method, only the
role can generate the start and finish event for the operation.
When the operation accesses an object, either the role can
generate the start event after confirmation from the object
or the object can generate it. The finish of the operation
is generated by the object when a “user-object session” has
been initiated. Following scenarios show when events re-
ceived from an entity cannot be trusted without corroborat-
ing events.

3In this paper, for simplicity of discussion related to trust issues, we
generalize that each operation only interactswith asingle object. Thisgen-
eralization can be extended for multiple object interactions, as an adapter
object can be constructed to handle issues related to multiple objects’
method invocations.



Example 1 A start or finish event generated by a role oper-
ation, which invokes an object method, can be falsified.
In the following example, operation opl invokes an
method on the object obj1. Participants of role r2 can
perform operation op2, only if opl has been started.

Role r1:
Role r2:

Operation opl Action obj 1. met hod()
Operation op2 Precondition #(opl.start) > 0

Consider roles rl, r2, and object objl are main-
tained by distinct owners. Role rl can generate event
#(opl.start)=1, even though obj1 has declined to per-
form the action associated with op1. If the responsibil-
ity of generating start event is assigned to the object,
the issue still remains the same — obj1 can generate the
event without rl performing opl.

Example 2 In our model, role operation related events can
be causally dependent. An untrusted role may falsely
generate an event thereby violating such causality. In
the following example, role r2’s operation op2 de-
pends on rl’s role operation opl, and the operation op3
can be performed only if op2 has been performed once.

Role r1: Operation opl Precondition . ...
Role r2:  Operation op2 Precondition #(opl.start) = 1
Role r3:  Operation op3 Precondition #(op2.start) = 1

Here, r2 may send r3 the event #(r2.op2.start)=1 even
though op2’s precondition has not been satisfied.

Example 3 When there are more than one subscribers for
an event, the notifier may strategically omit sending
the event to some targeted subscribers for its own ad-
vantage.

Ensuring Trust in Event Communication:  Here, we
present solutions adopted by our distributed middleware for
the above three cases:

The security issue in Example 1 is introduced because
the subscriber trusts a single entity for the start event, when
the event actually signifies two facts: the role has invoked
the operation and the object has started it. In our middle-
ware, for a role operation with an associated object action,
subscribers receive a request event from the role and a start
event from the object. All operations requested may not
be started resulting in more request events than start events.
The general problem for the subscriber is to find that there is
a request event corresponding to the operation’s start event.
This correspondence is facilitated by the middleware, which
supports signed event notification. In the case of finish
events, a similar problem arises, which is solved by sub-
scribing corroborating start events.

The problem in Example 2 occurs as role r3 wrongfully
trusts role r2 for enforcing its operation op2’s precondition.

In our middleware, if such trust cannot be conferred, a role
enforces all other role operations’ preconditions on which
its precondition depends. In Example 2, consider that r1,
r2, and r3 are in different trust domains. Then r3 has to
subscribe: events on which op2’s precondition depends, i.e.,
events from opl; any events on which opl’s precondition
depends; and so on. However, if rl and r2 are in the same
trust domain, r3 does not need to subscribe events related to
op2’s precondition.

The third problem of tactical event omission, as dis-
cussed in Example 3, is comparatively harder to solve in
an efficient manner, however, it can be solved by any dis-
tributed agreement protocols. If there are more than one
subscribing domains for an event, they need to agree on a
common trusted notifier. Our owner assignment rules create
a trust hierarchy among the entities in the collaboration. In
the hierarchy, as an entity trusts its immediate predecessor,
for a given set of entities, there is always an entity, which
can be entrusted with this specific responsibility.

6 Construction of Collaboration Environ-
ments

Figure 5 illustrates the steps in building the runtime col-
laboration environment using our middleware. Tools are
provided to collaboration designers for developing collab-
oration specifications. These tools perform various consis-
tency checks on the specification: such as unreachable op-
erations. Ownership assignments are checked for any con-
flicts with specified security constraints such as confiden-
tiality, access control, and role related policies. Addition-
ally, coordination dependencies are analyzed to determine
the minimal dependency sets for role operations, and it is
checked whether a trusted entity can be found to arbitrate
mutual exclusion in evaluating operation preconditions.

In the next step, various policy templates are derived
from the specification for object access control, event sub-
scriptions and notifications, role management, and meta
policies like ownership management. The middleware pro-
vides generic managers for roles, activities, and objects.
Protocols for secure interactions among users and these
managers are supported by the middleware. When an ac-
tivity is instantiated, policy modules are created from the
corresponding policy templates. Managers for the activity
and its nested entities are constructed by integrating these
policy modules with generic managers, and these managers
are securely distributed to their owners’ sites.

7 Reated Work

In groupware environments, an access control model for
shared-view based GUI interface control has been presented
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Figure 5. Steps in building the collaboration
environment

in [2]. In workflow, database oriented security is prevalent.
These systems, including COCA [4] and DCWPL [1], do
not address secure management of the runtime systems. Se-
curity and privacy risks in distributed systems caused by
protocol dependency in partial order time is addressed in
[8], where to ensure event causality, a hardware based solu-
tion using “Sealed Vector Timestamp” is provided. In [6],
several algorithms to prevent event forgery and denial of
events by manipulation of event causality have been pre-
sented. In contrast, we identify nodes that can be trusted
for various management functions and event generation. A
distributed and decentralized management of role member-
ships in a distributed service model is presented in [3]. In
comparison, we construct collaboration systems from spec-
ifications and assign management tasks to trusted entities at
runtime based on a trust model. In [5], a suit of mechanisms
are provided to support security policies related to group
session security requirements. In contrast, we address the
requirements of coordination, access control, confidential-
ity, and secure management of collaboration systems.

8 Conclusion

The focus of our work is on automated realization of dis-
tributed collaboration systems from their high level specifi-
cation of security and coordination polices. In this paper,
we have addressed several security issues that arise in de-
centralized management of collaboration systems and have
presented the solutions that we have implemented in our
policy driven middleware. We have developed a trust model
to select appropriate nodes to enforce various policies con-

cerning access control of shared objects, user assignment to
roles, activity creation, and other management related tasks.
Our earlier specification model [11] has been extended to
support confidentiality requirements and fine grained own-
ership assignment at entity level. As dynamic security poli-
cies are tied to coordination constraints, we have presented
a mechanism for ensuring correctness in decentralized en-
forcement of such constraints. Our middleware prevents
falsification and omission of events by identifying events
whose sources cannot be trusted and subscribing corrobo-
rating events in such cases. Tools and middleware function-
alities required for the construction of collaboration systems
from their high level specification have been presented.
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