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Abstract

In this pap er w e presen t a framew ork for building p olicy-based autonomic distributed agen t

systems. The autonomic mec hanisms of con�guration and reco v ery are supp orted through

a distributed ev en t pro cessing mo del and a set of p olicy enforcemen t mec hanisms em b edded

in an agen t framew ork. P olicies are ev en t-driv en rules deriv ed from the system's functional

and non-functional requiremen ts. Agen ts in the net w ork monitor the system state for p olicy

violation conditions, generate appropriate ev en ts, and comm unicate them to other agen ts for

co op erativ e �ltering, aggregation, and handling. A set of agen ts p erform p olicy enforcemen t

actions whenev er ev en ts signifying an y p olicy violation conditions o ccur. P olicies are de�ned

using a sp eci�cation framew ork based on XML. The p olicy enforcemen t agen ts in terpret the

p olicies giv en in XML. W e illustrate the utilit y of this framew ork in the con text of an agen t-

based distributed net w ork monitoring application. W e also presen t an exp erimen tal ev aluation

of our approac h.

Keyw ords: Agen t Based Systems; Distributed Ev en t Pro cessing; Autnomic Systems; P olicy-Based

System Managemen t

1 INTR ODUCTION

Managemen t of large-scale soft w are systems to ensure resilien t op erations is a c hallenging task.

W e presen t here an approac h for autonomic managemen t [16] of large-scale agen t-based distributed

systems that is based on p olicy-driv en mec hanisms for con�guration and reco v ery . The approac h

is presen ted in the form of a framew ork, called Konark [30 , 33], whic h is a m ulti-agen t system for

programming distributed ev en t-based applications. The framew ork pro vides essen tial mec hanisms

for p olicy-based autonomic managemen t of agen t-based distributed systems. This p olicy-cen tric

approac h ev olv ed through our exp eriences in building and exp erimen ting with an agen t-based dis-

tributed system for ev en t monitoring in net w ork computing en vironmen ts.

Our approac h is based on agen t-based in tegration of comp onen ts and services in building dis-

tributed systems. Agen ts are the basic building-blo c ks in our approac h as they pro vide an ideal

foundation for p olicy-based comp onen t in tegration. An agen t is an activ e ob ject encapsulating

other comp onen ts [29, 18]. It acts as a con tainer for its em b edded comp onen ts and p ossesses cer-

tain securit y privileges. T ypically an agen t has certain functional role { it ma y w ork on b ehalf

of a user requesting services from other agen ts, or it ma y act as a service pro vider. A service

ma y b e implemen ted b y a group of co op erating agen ts. Moreo v er, agen ts and comp onen ts ma y b e

transp ortable in the net w ork, th us pro viding additional capabilities for their remote installation.
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P olicy-based mec hanisms presen ted here address the need of autonomic op erations in a wide

class of distributed systems that are based on service-orien ted arc hitectures. Examples of suc h

systems include distributed monitoring systems, p erv asiv e computing en vironmen ts, and In ternet-

based infrastructures and services. Suc h systems op erate as a federation of a large n um b er of

distributed comp onen ts and services. These systems also tend to b e dynamic: new comp onen ts

or services are frequen tly in tegrated in to the system, or existing ones are remo v ed due to failures

or administrativ e p olicies. Ev olutionary gro wth is an essen tial feature of suc h systems, requiring

frequen t installation of new services and comp onen ts. Mobilit y of users and their computing devices

is another asp ect of the dynamic nature of suc h systems.

In managing large-scale systems, con tin uous in terv en tion and sup ervision b y h uman adminis-

trators is not feasible due to the scale of op erations with a large n um b er of distributed resources.

Moreo v er, in a large system, comp onen t failures cannot b e eliminated. Therefore, suitable mec h-

anisms are needed for autonomic op erations that supp ort con�guration managemen t and reco v ery

to deal with failure conditions.

In our approac h, p olicies for autonomic managemen t are deriv ed from an application's functional

and non-functional requiremen ts. P olicies represen t constrain ts and requiremen ts on con�guration

of agen ts and the in ter-agen t in teraction. Based on p olicies, enforcemen t rules are deriv ed, em-

b o dying the p olicy enforcemen t actions that are required to b e executed when some signi�can t

ev en ts o ccur. P olicies act as a glue in creating a dynamic con�guration of the system in order to

satisfy the functional and non-functional requiremen ts. Monitoring of p olicy violations through the

detection of p olicy-events and p erforming p olicy-actions to ensure that the application-lev el and

system-lev el requiremen ts are not violated forms the basic design principle in this approac h.

W e demonstrate the utilit y of this approac h through the design of a system for monitoring

net w ork computing en vironmen ts, whic h w e implemen ted using the Konark framew ork [31 , 33].

A net w ork monitoring system for a large computing en vironmen t has sev eral requiremen ts. The

system should b e dynamically extensible to supp ort installation of new monitoring functions at

a host or mo di�cations of existing functions. It should b e p ossible to de�ne an y desired ev en t

subscription/noti�cation relationships among distributed agen ts. These relationships ma y need to

b e established dynamically based on the attributes of ev en ts and agen ts. These requiremen ts are

addressed through the p olicies for agen t comp osition, agen t in teractions, agen t failure monitoring,

ev en t detection, and subscription/noti�cation of ev en ts among agen ts.

A distributed ev en t monitoring application is programmed in Konark as a collection of co op er-

ating mobile agen ts. A mobile agen t represen ts an activ e ob ject capable of migrating in the net w ork

to p erform certain designated tasks at one or more no des [15 ]. An agen t t ypically con tains a n um b er

of ev en t detector and handler ob jects. The functionalit y of an agen t can b e dynamically altered b y

adding or remo ving its comp onen ts in a secure manner. An agen t pro vides a con v enien t mec hanism

to transp ort co de to a host to autonomously p erform a desired set of monitoring functions. Mobile

agen ts are sen t to con tin uously monitor no des in a net w ork, detect and generate ev en ts, execute

ev en t handlers to pro cess ev en ts, and send ev en t noti�cations to other agen ts. The distributed

ev en t pro cessing mo del forms the basis for implemen ting the p olicy based approac h presen ted here

for autonomic managemen t.

There are four main con tributions of this pap er. First, w e presen t an agen t-based mo del for

programming distributed ev en t pro cessing applications requiring collection and correlation of dis-

tributed ev en t streams. Second, w e presen t p olicy-based approac h for building autonomic mec h-

anisms for con�guration and reco v ery in distributed agen t systems. The basic concepts of this

approac h w ere dev elop ed in [32]. Third, w e presen t here an XML based sp eci�cation framew ork for

expressing p olicies for a system. W e demonstrate the utilit y of this approac h through a net w ork
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Figure 1: Agen t Arc hitecture

ev en t monitoring application. F ourth, w e ev aluate p erformance of these p olicy-based autonomic

mec hanisms and presen t design guidelines for their scalable implemen tation.

In Section 2 w e presen t the details of the agen t arc hitecture and agen t based ev en t pro cessing

mo del. They form the basic building blo c ks of p olicy-based autonomic managemen t. In Section 3

w e giv e an o v erview of the Konark based net w ork ev en t monitoring application. In Section 4 w e

presen t examples of some of the p olicies used in the net w ork monitoring system and describ e the

basic elemen ts of the XML based p olicy sp eci�cation framew ork. Section 5 presen ts our approac h

of p olicy-based autonomic managemen t in large-scale distributed agen t systems. In Section 6 w e

ev aluate the p olicy-based design of net w ork ev en t monitoring application and p erform detailed

scalabilit y analysis of autonomic mec hanisms for con�guration and reco v ery in Konark.

2 A GENT BASED DISTRIBUTED EVENT PR OCESSING MODEL

In this section w e presen t the agen t arc hitecture and the agen t-based distributed ev en t pro cessing

mo del of the Konark framew ork. This framew ork also serv es as the basis for implemen ting our

p olicy-driv en approac h for autonomic managemen t in agen t based systems.

2.1 Agen t Arc hitecture

Figure 1 sho ws the arc hitecture of an agen t in the Konark framew ork. An agen t con tains three t yp es

of basic comp onen ts: ev en t detectors, ev en t handlers, and ev en t dispatc hers. An agen t pro vides

a framew ork for dynamic in tegration of these comp onen ts supp orting an ev en t-based execution

mo del. It also pro vides interfac es for remotely installing comp onen ts on the agen t or establishing

ev en t subscription/noti�cation relationship b et w een agen ts.

Comp onent Management Interfac e allo ws to remotely add, remo v e, or mo dify the detectors

and handlers in the agen t. Using the Subscrib er Interfac e , remote agen ts register their in terest in

subscribing to certain t yp es of ev en ts. An agen t receiv es ev en ts from remote agen ts through the

Noti�er in terface.

In teractions b et w een agen ts are con trolled b y the subscription p olicies of the agen ts. The

subscription p olicy of an agen t is related to t w o kinds of requiremen ts. The �rst sp eci�es the agen ts

who are allo w ed to subscrib e to the ev en ts generated b y this agen t. The second sp eci�es the ev en ts
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generated b y other agen ts that this agen t should subscrib e to. An Outstanding Subscription List

is main tained b y eac h agen t, listing other agen ts with whom it should register ev en t subscriptions.

The agen t also con tains a thread called Subscription Manager , whose function is to ensure that this

agen t's ev en t subscriptions at other remote agen ts are prop erly established during initialization or

reco v ery .

The agen ts in the Konark framew ork are programmed using Ajan ta [28 ], whic h is a Ja v a-based

mobile agen t programming system. The Ajan ta system pro vides facilities to build customizable

servers to host mobile agen ts, primitiv es for the creation and managemen t of mobile agen ts, and

a global naming service. Eac h agen t in Ajan ta is iden ti�ed with a unique Ajan ta de�ned URN

(Uniform Resource Name) [23], whic h is a lo cation-indep enden t name. In ter-agen t comm unication is

based on RMI. Ajan ta pro vides a Name Registry in whic h all the agen ts in the domain are registered.

The Ajan ta Name Registry pro vides APIs for mapping an agen t's URN to the corresp onding RMI

URL. This facilit y is used for establishing ev en t subscription/noti�cation relationships b et w een

agen ts. Ajan ta pro vides securit y mec hanisms for authen ticated in ter-agen t comm unication and

enforcing p olicies for con trolling admission of agen ts at serv ers [33]. The publish/subscrib e mo del

for ev en t comm unication b et w een agen ts builds up on the RMI-based in ter-agen t comm unication

abstraction pro vided b y Ajan ta. Dynamic extensibilit y of applications through installation of new

detectors and handlers at agen ts is supp orted through the remote installation mec hanisms pro vided

b y Ajan ta.

2.2 Agen t based Distributed Ev en t Mo del

The ev en t-based execution mo del for an agen t is sho wn in Figure 2. The functions of the �v e stages

in v olv ed in the pro cessing of ev en ts within an agen t are detailed b elo w.

2.2.1 Event Delivery

Ev en ts are deliv ered to an agen t through its subscrib er/noti�er in terface. This in terface supp orts

authen ticated comm unication and it can b e used to sp ecify the agen ts who are authorized to send

ev en ts to this agen t, and the t yp es of ev en ts that can b e accepted from a giv en agen t.

2.2.2 Event Dete ctors

An agen t is launc hed with a v ariet y of ev en t detectors for monitoring application-de�ned condi-

tions. The detectors encapsulated in eac h agen t ha v e v ery sp eci�c tasks. They observ e some system

attribute and generate an ev en t when the sp eci�ed condition is detected. An ev en t is a Ja v a ob ject,

and ev en ts are related in a class hierarc h y . A detector is in v ok ed based on the o ccurrence of some
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sp eci�ed t yp es of ev en ts, whic h are called triggering events of that detector. Eac h ev en t class de�ni-

tion sp eci�es the triggering ev en ts for its detector ob ject. Suc h relationships b et w een detectors and

ev en t t yp es are called trigger dep endencies . A detector is implemen ted as a single-threaded ob ject,

whic h con tin uously w aits for trigger ev en ts and executes its ev en t detection function whenev er a

trigger ev en t is deliv ered to it. The detector function is giv en the triggering ev en t as an argumen t,

th us a detector can p erform some �ltering op erations on it to detect a sub class of the triggering

ev en t. F or example, a user-lo gin ev en t ma y trigger the r o ot-lo gin ev en t detector to simply c hec k if

the giv en login ev en t corresp onds to the sup er-user.

A detector in an agen t can b e triggered b y a lo cal ev en t generated b y another co-lo cated

detector, or b y a remote ev en t that the agen t receiv es from another agen t. The detector execution

ma y result in the generation of one or more ev en ts of a giv en t yp e.

2.2.3 Event Hand lers

In an agen t, a handler ob ject is asso ciated with eac h ev en t t yp e. Multiple ev en ts of a particular

t yp e are handled sequen tially b y the ev en t handler. When an ev en t is detected or receiv ed b y an

agen t, it is giv en to the handler. The handler ob ject p erforms the required pro cessing action, suc h

as storing ev en ts in lo cal or remote databases, sending alerts to system administrators, creating

and launc hing new agen ts, and mo difying an existing agen t b y installing or remo ving detector or

handler ob jects. After the pro cessing b y the handler, the ev en t is giv en to the T rigger Dep endency

Hand ler and the Event Disp atcher .

It is p ossible for an agen t to ha v e only the handler ob ject for an ev en t and not to ha v e an y

lo cal detector for that ev en t t yp e. In suc h a case, the handler is used for pro cessing the ev en ts that

are detected and noti�ed b y remote agen ts. It is also p ossible for di�eren t agen ts to ha v e di�eren t

kinds of handlers for a giv en ev en t t yp e. A handler ma y also sp ecialize its actions based on the

attributes of the ev en t b eing pro cessed.

2.2.4 T rigger-Dep endency Hand ler

After pro cessing of an ev en t b y the appropriate handler in the agen t, it is giv en to the trigger-

dep endency handler, whic h is resp onsible for triggering other lo cal detectors according to the trigger

dep endencies. T rigger dep endencies iden tify the triggering relationship b et w een the ev en t detectors.

A detector can b e triggered b y b oth lo c al and r emote ev en ts. Lo cal and remote ev en ts that trigger

a detector are separately sp eci�ed for eac h detector. The classi�cation of the trigger ev en ts as lo c al

and r emote is required when one needs to handle a giv en t yp e of ev en t di�eren tly based on its lo cal

or remote origin. This separation also helps in ensuring that no useless pro cessing of certain kinds

of ev en ts is p erformed when they are lo cal.

2.2.5 Event Disp atcher

The ev en t dispatc her sends the ev en t to all the remote subscrib er agen ts registered for that ev en t

t yp e. Multiple ev en ts are handled sequen tially b y the ev en t dispatc her. Eac h ev en t t yp e ma y ha v e

p olicies asso ciated with it, suc h as: an ev en t should not b e sen t bac k to its originator and an ev en t

should b e disp osed o� after certain n um b er of hops. The ev en t dispatc her ev aluates suc h ev en t

p olicies b efore forw arding the ev en ts to the remote subscrib ers. Suc h ev en t p olicies are essen tial

to limit inde�nite ev en t circulation in the system and th us main tain system stabilit y . It is also

p ossible for the ev en t dispatc her to determine at run time the set of subscrib ers for an ev en t based

on its attributes.

5



LoginEvent FtpEvent SshEvent TelnetEventRLoginEvent

SyslogEvent

Event

FileSystemEvent

ConnectEvent XdmEvent FileChangedEvent FileAddedEvent FileDeletedEvent

Figure 3: Ev en t hierarc h y

3 DESIGN OF A NETW ORK EVENT MONITORING SYSTEM

USING K ONARK

In this section w e presen t an o v erview of the net w ork ev en t monitoring system that w e ha v e de-

v elop ed using the Konark framew ork. The design of this net w ork ev en t monitoring system ev olv ed

through t w o design phases. Our initial design mainly concen trated on v alidating the use of mobile

agen ts for p erforming net w ork monitoring. P olicy based con�guration and managemen t w as not

the cen tral goal in this initial design. Ho w ev er our subsequen t design approac h w as completely

based on p olicy based con�guration to address the shortcomings of our initial design.

In our design, one agen t called System Management A gent (SMA) is used for managing the sys-

tem con�guration, whic h includes creating, con�guring, and launc hing agen ts according to system-

lev el monitoring goals. An SMA t ypically runs on secure hosts and remotely con trols agen ts de-

plo y ed in the system. System administrators in teract with SMA through a GUI console to ol. SMA

subscrib es critical ev en ts from other agen ts and displa ys them on the GUI console. The high lev el

goals of this net w ork ev en t monitoring system are to monitor hosts in a net w ork for v arious kinds

of ev en ts. Examples of ev en ts include user logins, program executions on a host, �le mo di�cations,

and net w ork tra�c patterns related to in trusions.

3.1 Detectors and Handlers

Detectors deplo y ed on an agen t p erform the host monitoring functions suc h as: pro cessing log

�les at eac h host, v erifying c hec ksums of system �les for in tegrit y , �ngerprin ting host con�guration

including daemon services and routing table, monitoring pro cesses running with ro ot privileges,

runa w a y pro cesses or those consuming resources o v er prede�ned thresholds, failure of system-lev el

services suc h as termination of daemons, and execution of malicious programs suc h as pac k et sni�ers,

and passw ord crac k ers. Detectors generate ev en ts corresp onding to ab o v e activities. Ev en ts are

related in a class hierarc h y . A class higher in the hierarc h y represen ts a general ev en t t yp e and its

sub classes are ev en ts represen ting sp eci�c conditions within that general t yp e. Ev en ts higher in

the hierarc h y are detected �rst and then passed to the detectors at the lo w er lev els. This enables

selectiv e triggering of detectors at lo w er lev els in the hierarc h y . Figure 3 sho ws an example ev en t

hierarc h y . The Syslo gEvent class represen ts the ev en ts generated from the system log �les. The

Conne ctEvent class represen ts v arious kinds of connections to a host. Its sub classes are ev en ts

corresp onding to SSH, FTP etc. Th us the L o ginEvent detector is triggered only when an ev en t of

t yp e Conne ctEvent is determined to ha v e o ccurred based on the �ltering of Syslo gEvent . It is also

p ossible to p erform net w ork-wide correlation of ev en ts to �nd attac ks, suc h as abnormal ro ot login
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activit y in the domain, user's switc h to m ultiple accoun ts, and login from blac k-listed domains.

Figure 4 sho ws trigger dep endency for the A bnormalR o otL o gin detector. The primary function

of this detector is to monitor system-wide abnormal ro ot login activities. In eac h agen t, a p erio dic

timer ev en t triggers the execution of the Syslo gEvent detector. This detector generates ev en ts based

on new log en tries in the system log �les. A Syslo gEvent triggers executions of the Conne ctEvent

detector, whic h �lters and generates an y login related ev en ts. This ev en t triggers detectors for

sp eci�c kinds of login, suc h as SSH, T elnet, and rlogin. These detectors are �lters whic h c hec k if

a giv en connection ev en t b elongs to a sp eci�c class. These ev en ts trigger execution of the lo cal

R o otL o gin ev en t detector, whic h c hec ks if a giv en login ev en t corresp onds to the sup er-user. The

R o otL o gin ev en ts, b oth lo cally and remotely generated, trigger the A bnormalR o otL o gin detector.

T ypically , just one agen t in the system is needed to ha v e this detector to monitor and correlate

all R o otL o gin ev en ts in the en vironmen t. The function of this detector/agen t is to monitor for an y

abnormal ro ot login activities, suc h as a ro ot login originating from a foreign domain or a large

n um b er of ro ot login activities in v olving m ultiple hosts in a short p erio d. In trigger-dep endency

graph of Figure 4 this detector is mark ed to b e triggered b y b oth lo cal and remote login ev en ts.

A trigger dep endency mark ed only as lo c al implies that the triggering ev en t detector m ust b e co-

lo cated in the same agen t with the triggered detector. Similarly , a dep endency mark ed only as

r emote implies that the triggering ev en t m ust originate from a remote agen t.

Another example illustrating the distinction b et w een the lo c al and r emote trigger dep endencies

is sho wn in Figure 5. T o detect failures of agen ts in the en vironmen t, eac h agen t p erio dically

generates A gentA live heart-b eat ev en ts. The A gentA live detector in an agen t is triggered b y a lo cal

TimerEvent . The agen t resp onsible for detecting the failures of another agen t subscrib es to these

heart-b eat ev en ts from that agen t. F or this purp ose it con tains the A gentF ailur e detector. Eac h

failure detector agen t ma y also itself generate A gentA live ev en ts, to rep ort its o wn status to some

other agen t resp onsible for detecting its failures. W e require that the A gentF ailur e detector in an

agen t should only b e triggered b y remotely generated A gentA live ev en ts and not b y the lo cal ones

b ecause doing so is useless. This is sp eci�ed in the de�nition of the A gentF ailur e detector that it

should only b e triggered b y the lo cal TimerEvents and remotely generated A gentA live ev en ts. This

is sho wn in Figure 5.
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3.2 System Managemen t Agen t (SMA)

In our original design the SMA's functionalit y included creation and con�guration of agen ts ac-

cording to system-lev el con�guration sp eci�ed b y the administrators. The con�guration of the

monitoring system w as sp eci�ed through a set of c on�gur ation �les . The con�guration �les com-

pletely sp eci�ed the detectors/handlers to b e installed in eac h of the agen t. Moreo v er, they also

sp eci�ed the ev en t subscription/noti�cation relationships for eac h of the agen ts. T o install a giv en

con�guration, SMA consulted the con�guration �les and created agen ts with the appropriate detec-

tors/handlers. It then dispatc hed agen ts to the appropriate hosts. The system administrator had

to create the con�guration �les according to the system-wide monitoring goals. SMA main tained a

con�guration database to store the con�guration of eac h agen t presen t in the system. This database

information w as used to restart an agen t after its failure.

There w ere three main dra wbac ks of the design discussed ab o v e. First, the SMA b ecame a

b ottlenec k when large n um b er of agen ts had to b e deplo y ed in the domain. Second, the SMA's

kno wledge ab out the detectors/handlers deplo y ed in an agen t and the agen t's ev en t subscrip-

tion/noti�cation relationship w ere main tained in a set of con�guration �les. These �les had to

b e c hanged for p erforming an y mo di�cation to the net w ork monitoring con�guration suc h as:

adding new agen ts in the domain, adding new detectors/handlers to an agen t, or c hanging the

ev en t subscription/noti�cation relationship b et w een agen ts. Third, SMA also had to c hec kp oin t

the con�guration of eac h agen t for failure reco v ery .

P olicy-based design of the monitoring system o v ercomes these dra wbac ks as w e sho w in the

follo wing sections. In the p olicy-based design, SMA is no longer required to launc h agen ts. The

agen t serv er on eac h host creates and starts the monitoring agen t on its host. The agen t then

informs the SMA ab out its arriv al. Second, the SMA is giv en the system-lev el p olicies in the form

of ev en t/action rules. These p olicies are triggered when the SMA receiv es noti�cation of agen t

arriv als or failures. The p olicy handling action of SMA consists of con�guring the agen ts with

appropriate detectors and handlers as dictated b y the p olicy rules. SMA also pro vides eac h agen t

with p olicies for establishing ev en t subscription/noti�cation relationships with other agen ts in the

domain. F unctionalit y of the SMA is k ept at a minimal lev el in this p olicy-based approac h. Also,

the system b ecomes scalable, as agen ts are no longer launc hed from the SMA.

4 SMA DESIGN F OR POLICY-BASED A UTONOMIC MAN-

A GEMENT

An agen t-based system's functional and non-functional requiremen ts iden tify the high lev el goals

that should b e ful�lled b y the system. These goals are used to de�ne the system level p olicies of

the agen t en vironmen t. P olicies are represen ted as rules that sp ecify execution of certain actions

when the ev en ts (called p olicy-events ) a�ecting the p olicies o ccur. These p olicies include functional

requiremen ts suc h as whic h agen ts or comp onen ts should b e installed for the required functionalit y ,

ho w man y instances of v arious agen ts are required, ho w these agen ts should in teract with eac h other,

and what t yp e of agen t should b e installed on a host. These p olicies also include non-functional

requiremen ts suc h as failure monitoring and timely reco v ery of agen ts in the system.

In order to satisfy the system level p olicies , comp onen ts with v arious functionalities ma y need

to b e installed on agen ts in the domain. The c omp onent inte gr ation p olicies iden tify the constrain ts

and requiremen ts for installing a comp onen t within an agen t. A comp onen t when installed within

an agen t ma y require co-lo cation of other comp onen ts in that agen t. Comp onen ts ma y dep end on

ev en ts generated b y comp onen ts lo cated in remote agen ts. An agen t needs to in teract with other
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agen ts in order to satisfy the ev en t subscription/noti�cation requiremen ts of its comp onen ts.

In this approac h, it is imp ortan t to monitor p olicy violations and p erform p olicy enforcemen t

actions. As new agen ts and comp onen ts are deplo y ed in suc h an en vironmen t, they need to b e

con�gured according to the system-lev el p olicies. Similarly , when an agen t/comp onen t is remo v ed

from the system, due to failures or administrativ e reasons, appropriate recon�guration actions are

needed to b e executed to preserv e the in v arian ts implied b y the p olicies. Therefore, arriv als and

departures of agen ts need to b e monitored. System lev el services and mec hanisms are required to

monitor p olicy-ev en ts and execute the appropriate p olicy enforcemen t actions, whic h ma y in v olv e

execution of con�guration con trol functions.

In the p olicy-based design of the net w ork monitoring system, SMA p erforms enforcemen t of

system lev el p olicies. The system lev el p olicies determine an agen t's functionalit y and in teraction

relationships with the existing agen ts. High lev el net w ork monitoring goals are translated in to

p olicies and giv en to the SMA in the form of ev en t handlers for v arious kinds of p olicy-ev en ts.

The SMA is resp onsible for ev aluating p olicies and enforcing them when critical c hanges o ccur

in the system state. P olicy enforcemen t actions ma y require SMA to install/remo v e comp onen ts

on agen ts in the system. The SMA main tains a con�guration database for obtaining information

ab out agen ts. V arious agen t-related queries can b e p erformed on this database. Examples of suc h

queries are, �nding all agen ts in the system ha ving a particular attribute or �nding an agen t ha ving

certain sp eci�c set of attributes.

Agen t serv ers rep ort creation or arriv al of new agen ts to the SMA. The p olicy enforcemen t

action corresp onding to the agen t arriv al ev en ts consists of deplo ying appropriate detectors and

handlers according to these p olicies. Eac h agen t is also deplo y ed with appropriate ev en t subscrip-

tion/noti�cation p olicies for establishing ev en t relationships with other agen ts in the system. The

p olicy enforcemen t action ma y also require the SMA to inform some of the existing agen ts ab out

the arriv al of a new agen t, th us facilitating ev en t subscription from the newly deplo y ed agen t.

Another t yp e of p olicy-ev en t in the system corresp onds to the failure of an agen t or its comp o-

nen ts. The mec hanisms for failure detection are discussed in the next section. T o restart a failed

agen t, the SMA creates, con�gures and relaunc hes the agen t to an appropriate host, according

to the system lev el p olicies. The autonomic mec hanisms for restoring a restarted agen t's ev en t

subscription/noti�cation relationships are detailed in the follo wing section. In our approac h, an

imp ortan t design principle is to require eac h restarted agen t to p erform its o wn state reco v ery , so

that the SMA is minimally in v olv ed in main taining an y information ab out an agen t's state. Simi-

larly , comp onen ts within an agen t should b e designed to reconstruct their execution state, through

c hec kp oin ts or other mec hanisms suc h as soft-state [6, 3].

Belo w w e presen t examples of some of the p olicies used in the net w ork monitoring system whic h

are deriv ed from the high lev el monitoring goals. In general, the p olicies deriv ed from a giv en set

of high lev el requiremen ts re
ect a sp eci�c design approac h to ac hiev e those requiremen ts.

4.1 Requiremen t 1:

One of the robustness requiremen ts of the net w ork monitoring system is that all the agen ts in the

system should b e monitored for failures. Eac h agen t should con tain a heart-b eat monitor comp onen t

and should send A gentA live ev en ts to an agen t con taining the A gentF ailur e detector. The follo wing

p olicies are deriv ed from the ab o v e requiremen t. These p olicies re
ect a sp eci�c design approac h in

whic h a set of agen ts is resp onsible for detecting the failures of all other agen ts. Some other design

approac h w ould result in a di�eren t set of p olicies.

1. All agen ts should b e deplo y ed with the A gentA live detector.
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2. There should b e at least t w o agen ts deplo y ed with A gentF ailur e detector. These agen ts will

act as failure detector agen ts for all other agen ts in the system and also for one another.

3. All agen ts should send lo cally generated A gentA live ev en ts to the failure detector agen ts.

SMA enforces the ab o v e p olicies b y p erforming the follo wing actions. On receiving agen t-arriv al

noti�cation, SMA installs A gentA live detector on the agen t. The �rst t w o agen ts arriving in the

system are designated as the failure detector agen ts (FD As) for all other agen ts. FD As establish

ev en t subscriptions with all other agen ts for A gentA live ev en ts. If one of the failure detector agen t

fails, the SMA designates another agen t for p erforming the failure detection function. The new

failure detector agen t subscrib es A gentA live ev en ts from all the agen ts presen t in the system.

4.2 Requiremen t 2:

One of the net w ork monitoring goals is to detect abnormally high n um b er of ro ot-login activities

(successful/unsuccessful attempts) in the en tire domain in a sp eci�ed in terv al of time. This goal is

translated in to follo wing p olicies.

1. All agen ts in the system should con tain the L o ginDete ctor .

2. All the comp onen ts required to detect the R o otL o gin ev en t should b e installed on the agen t

monitoring a host. These comp onen ts corresp ond to the detectors presen ted in Figure 4.

3. A t least one agen t should b e deplo y ed with A bnormalR o otL o gin detector in the system. This

is the ro ot-login correlator agen t.

4. All the agen ts should send lo cally detected ro ot-login ev en ts to the ro ot login correlator agen t.

SMA enforces ab o v e p olicies b y p erforming the follo wing actions. On receiving agen t-arriv al

noti�cation, SMA installs on the agen t all the necessary detectors for ro ot login detection. It also

designates the �rst arriving agen t as the ro ot login correlator agen t. This ro ot login correlator agen t

subscrib es R o otL o gin ev en ts from eac h subsequen tly arriving agen t. If the ro ot login correlator agen t

fails, the SMA designates another existing agen t as the ro ot login correlator agen t. The new ro ot

login correlator agen t then subscrib es to R o otL o gin ev en ts from all the agen ts in the system.

4.3 Requiremen t 3:

One of the goals of the net w ork monitoring system is to con tin uously monitor the lo cal net w ork

tra�c in v olving the proto cols and the p orts listed in the alerts p osted in the kno wn attac k v ectors

on the CER T w ebsite

3

. The follo wing p olicies are deriv ed from this requiremen t.

1. There should b e a monitoring agen t in the system that con tin uously monitors the CER T w eb-

site to �nd new alerts listed on the site. This agen t generates CER T alert ev en ts corresp onding

to an y new (proto col, p ort) app earing in an y new alerts listed on the CER T w ebsite.

2. There should b e at least one agen t monitoring the net w ork tra�c in v olving vulnerable p ort

n um b ers app earing in the alerts p osted on the CER T w ebsite. This agen t should subscrib e

to the CER T alert ev en ts generated b y the agen t monitoring the CER T w ebsite. On receiving

suc h an ev en t, it should appropriately up date its rules for monitoring the net w ork tra�c. On

detecting suc h tra�c, it should generate an appropriate alarm for the system administrators.

3

h ttp://www.us-cert.go v/c hannels/tec halerts.rdf
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SMA enforces the �rst p olicy b y installing on an y one of the agen ts in the system a detector

that p erio dically monitors the CER T w ebsite. If this agen t fails then one of the other agen ts is

deplo y ed with this detector.

The second p olicy is enforced b y creating and launc hing an agen t that uses the Snort [25 ]

utilit y to monitor the net w ork tra�c with rules that c hec k for tra�c using an y of the vulnerable

(proto col, p ort) pairs listed on the CER T w eb site. There is an administrativ e constrain t in our

domain whic h requires that an y agen t dealing with net w ork tra�c should run only on the host that

also runs Snort [25], a pac k et �ltering application. This constrain t dictates the failure handling

p olicy for this agen t { it can b e restarted only on the hosts that run Snort.

4.4 XML Based P olicy Sp eci�cation F ramew ork

W e ha v e dev elop ed and implemen ted an XML based p olicy sp eci�cation framew ork for describing

system lev el p olicies that are enforced b y the SMA. The design of this XML p olicy sp eci�cation

framew ork has b een driv en b y the requiremen ts for p erforming p olicy-based autonomic managemen t

and is based on the Ev en t-Condition-Action (ECA) mo del [5]. It closely resem bles p olicy languages

suc h as P onder [8 ] and PDL [19 ].

The most imp ortan t functional requiremen t of a p olicy-based system is to b e able to monitor

p olicy violations, and p erform p olicy enforcemen t actions if an y p olicies are violated. A set of p olicy-

ev en ts need to b e iden ti�ed, o ccurrence of whic h ma y signify p olicy violations. P olicy enforcemen t

actions consist of p erforming certain actions on a set of comp onen ts satisfying particular criteria.

4.4.1 P olicy Sp eci�cation

The p olicy de�nition construct is based on the ECA mo del. It de�nes a set of ev en ts that w ould

trigger the ev aluation of the condition that determines if a set of p olicy enforcemen t actions are

needed to b e p erformed. The condition-action part is called the rule of the p olicy . As sho wn in

Figure 6, a p olicy de�nition is enclosed within the POLICY tags. A set of suc h p olicy de�nitions

ma y b e sp eci�ed for a system. Within the ONEVENT tags, one or more trigger ev en ts are de�ned

with the EVENT tag and the R ULE part of the p olicy is de�ned within the POLICY-A CTION tag.

The POLICY-A CTION ma y also con tain de�nitions of sets of agen ts selected from the con�guration

database, satisfying certain prop erties. A set of agen ts is de�ned and selected using the constructs

supp orted b y the DEFINITION and SELECT tags. The condition and action part of the rule can

p erform op erations on suc h a set of agen ts. The R ULE part of a p olicy con tains the CONDITION

and A CTION tags de�ning the condition-action pair, as detailed b elo w. In the con�guration

database, a table named A GENT-SET holds information ab out all the agen ts presen t in the domain

at an y giv en time.

4.4.2 Condition Sp eci�cation

A b o olean condition can b e de�ned for the state of an agen t or a set of agen ts through the CONDI-

TION tag. With the condition construct one can test the attribute of an ob ject or the prop erties

of a set, suc h as set cardinalit y and set mem b ership or subset relationships. A condition de�nition

is used as a part of the R ULE construct to sp ecify the condition for an action execution, and in

the SELECT construct for selecting a set of agen ts from the con�guration database satisfying the

giv en condition. An example of the condition construct with SELECT is sho wn in Figure 7 (lines

3-8). This condition ev aluates to true if the attribute R OLE of the ob ject X has the v alue equal to

FD A .
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1. < POLICY >

2. < ONEVENT >

3. < EVENT NAME=\Ev en t1" / >

4. < EVENT NAME=\Ev en t2" / >

5. < POLICY-A CTION >

6. < DEFINITION OBJECT=\Ob ject-Name" > ...

7. < /DEFINITION >

8. < R ULE >

9. < CONDITION > ...

10 < /CONDITION >

11. < A CTION OBJECT=\Ob ject-Name" >

12. < OPERA TION NAME=\Op eration-Name" ... / >

13. < /A CTION >

14. < /R ULE >

15. < /POLICY-A CTION >

16. < /ONEVENT >

17. < /POLICY >

Figure 6: P olicy Example T emplate

1. < DEFINITION SET=\FD A-SET" >

2. < SELECT FR OM=\A GENT-SET" QUALIFIER=\ALL" OBJECT=\X" >

3. < CONDITION >

4. < EQUAL >

5. < A TTRIBUTE OBJECT=\X" NAME=\R OLE" / >

6. < STRING V ALUE=\FD A" / >

7. < /EQUAL >

8. < /CONDITION >

9. < /SELECT >

10. < /DEFINITION >

Figure 7: FD A Set De�nition

4.4.3 Ob ject De�nition

An ob ject can b e de�ned to represen t a set of comp onen ts selected from the con�guration database,

satisfying certain criteria. A unique name can b e de�ned to refer to suc h an ob ject through the

DEFINITION tag. A SELECT tag can b e used to p erform selection op erations on the con�guration

database. A SELECT tag has three attributes: (1) attribute FR OM to sp ecify the set from

whic h selection should b e done; (2) attribute QUALIFIER to sp ecify the n um b er of comp onen ts

that should b e selected; and (3) attribute OBJECT to refer to eac h individual comp onen t of the

con�guration database. A SELECT tag ma y optionally enclose a CONDITION tag sp ecifying the

condition that needs to b e satis�ed for the comp onen t to b e selected. F or example, in Figure 7 a set

FD A-SET is de�ned to refer to a set created b y selecting al l the agen ts from the set A GENT-SET

that ha v e the R OLE attribute v alue equal to FD A .

4.4.4 P olicy Enforcemen t Action Sp eci�cation

P olicy enforcemen t is sp eci�ed through the R ULE tag in the sp eci�cation framew ork. A R ULE

sp eci�es t w o things: (1) a CONDITION tag sp ecifying the system state denoting a p olicy violation
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condition; and (2) a set of p olicy enforcemen t actions sp eci�ed through a list of A CTION tags.

These actions are p erformed only when the condition is true. A condition can b e empt y in whic h

case it is considered as b eing true .

An A CTION tag ma y sp ecify the name of an OBJECT on whic h one or more op erations are

p erformed. Eac h op eration is sp eci�ed through the OPERA TION tag. Multiple suc h op erations

ma y b e enclosed in a single A CTION tag. P arameters for eac h op eration ma y b e di�eren t and suc h

parameters are sp eci�ed through the attributes of the OPERA TION tag. If the ob ject sp eci�ed

in the A CTION tag represen ts a set of agen ts or comp onen ts, the op erations of the action are

p erformed on eac h mem b er of the set. If no ob ject is sp eci�ed, the op eration name represen ts a

system-de�ned function.

Belo w w e sho w three examples of actions to demonstrate di�eren t asp ects of the A CTION

construct.

(1) An action consisting of installation of A gentA liveEvent detector and handler on an ob ject

named NEW-A GENT is sho wn b elo w:

< A CTION OBJECT=\NEW-A GENT" >

< OPERA TION NAME=\INST ALL" DETECTOR=\Agen tAliv eEv en tDetector"

HANDLER=\Agen tAliv eEv en tHandler" / >

< /A CTION >

(2) An action consisting of setting up ev en t subscription b et w een the ob jects of the set named

FD A-SET and an agen t named NEW-A GENT is sho wn b elo w. The set of op eration attributes

sp eci�ed for this example are di�eren t than the �rst example.

< A CTION OBJECT =\FD A-SET" >

< OPERA TION NAME=\SUBSCRIBE" EVENT=\Agen tAliv eEv en t"

FR OM=\NEW-A GENT" / >

< /A CTION >

(3) An action whic h do es not sp ecify an y ob ject is sho wn b elo w. This action consists of a system-

de�ned op eration for generating an ev en t of a particular t yp e, in this case FD AF ailur eEvent .

< A CTION >

< OPERA TION NAME=\GENERA TE-EVENT" EVENT=\FD AF ailureEv en t" / >

< /A CTION >

4.4.5 Example P olicy Sp eci�cation

In Figures 7, 8, 9, and 10 w e presen t the p olicy sp eci�cation for Requiremen t 1 stated in Section 4.1.

Figure 7 presen ts the de�nition of the set FD A-SET . This set is formed b y selecting all the agen ts

in the domain for whic h the R OLE attribute v alue is equal to FD A . This set is referenced b y all

the three p olicies in Figures 8, 9, and 10. Hence the de�nition of the set is sp eci�ed as a global

de�nition. It is ev aluated in the con text of the p olicy in whic h it is included.

Figure 8 denotes a p olicy that is triggered b y NewA gentA rrivalEvent corresp onding to the arriv al

of a new agen t in the domain. The purp ose of this p olicy is to con�gure the arriving agen t correctly

according to the high lev el requiremen ts. An ob ject with the name NEW-A GENT is de�ned to

refer to the arriving agen t (line 6). The v alue of the attribute URN for the NewA gentA rrivalEvent

is assigned to this ob ject (lines 7-9). The p olicy enforcemen t corresp onding to this ev en t consists of

t w o actions sp eci�ed through the R ULE construct (lines 11-20). First action consists of installing

A gentA liveEvent detector and handler on the newly arriv ed agen t (lines 13-15). Second action
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1. < POLICY >

2. < ONEVENT >

3. < EVENT NAME=\NewAgen tArriv alEv en t" / >

4. < INCLUDE-DEFINITION NAME=\FD A-SET" / >

5. < POLICY-A CTION >

6. < DEFINITION OBJECT=\NEW-A GENT" >

7. < A CTION OBJECT=\NewAgen tArriv alEv en t" >

8. < OPERA TION NAME="GET-A TTRIBUTE" A TTRIBUTE=\URN" / >

9. < /A CTION >

10. < /DEFINITION >

11. < R ULE >

12. < CONDITION/ >

13. < A CTION OBJECT=\NEW-A GENT" >

14. < OPERA TION NAME=\INST ALL" DETECTOR=\Agen tAliv eEv en tDetector"

HANDLER=\Agen tAliv eEv en tHandler" / >

15. < /A CTION >

16. < A CTION SET =\FD A-SET"

17. < OPERA TION NAME=\SUBSCRIBE" EVENT=\Agen tAliv eEv en t"

18. FR OM=\NEW-A GENT" / >

19. < /A CTION >

20. < /R ULE >

21. < /POLICY-A CTION >

22. < /ONEVENT >

23. < /POLICY >

Figure 8: Agen t Arriv al P olicy

1. < POLICY >

2. < ONEVENT >

3. < EVENT NAME=\Agen tF ailureEv en t" / >

4. < POLICY-A CTION >

5. < DEFINITION OBJECT=\F AILED-A GENT" >

6. < A CTION OBJECT=\Agen tF ailureEv en t" >

7. < OPERA TION NAME=\GET-A TTRIBUTE" A TTRIBUTE=\URN" / >

8. < /A CTION >

9. < /DEFINITION >

10. < R ULE >

11. < CONDITION >

12. < ISMEMBER SOUR CE=\F AILED-A GENT" T AR GET=\FD A-SET" / >

13. < /CONDITION >

14. < A CTION >

15. < OPERA TION NAME=\GENERA TE-EVENT" EVENT=\FD AF ailureEv en t" / >

16. < /A CTION >

17. < /R ULE >

18. < /POLICY-A CTION >

19. < /ONEVENT >

20. < /POLICY >

Figure 9: FD A F ailure Ev en t Generation P olicy
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1. < POLICY >

2. < ONEVENT >

3. < EVENT NAME=\NewAgen tArriv alEv en t" / >

4. < EVENT NAME=\FD AF ailureEv en t" / >

5. < INCLUDE-DEFINITION NAME=\FD A-SET" / >

6. < DEFINITION OBJECT=\SOME-A GENT" >

7. < SELECT FR OM=\A GENT-SET" QUALIFIER=\ANY" OBJECT=\X" >

8. < CONDITION >

9. < NOTEQUAL >

10. < A TTRIBUTE OBJECT=\X" NAME=\R OLE" / >

11. < STRING V ALUE=\FD A" / >

12. < /NOTEQUAL >

13. < /CONDITION >

14. < /SELECT >

15. < /DEFINITION >

16. < R ULE >

17. < CONDITION >

18. < LESS-THAN >

19. < A TTRIBUTE OBJECT=\FD A-SET" NAME=\SIZE" / >

20. < INTEGER V ALUE=\2" / >

21. < /LESS-THAN >

22. < /CONDITION >

23. < A CTION OBJECT=\SOME-A GENT" >

24. < OPERA TION NAME=\INST ALL" DETECTOR=\F ailureEv en tDetector"

HANDLER=\F ailureEv en tHandler" / >

25. < OPERA TION NAME=\SET-A TTRIBUTE" A TTRIBUTE=\R OLE"

V ALUE=\FD A" / >

26. < OPERA TION NAME=\SUBSCRIBE" EVENT=\Agen tAliv eEv en t"

FR OM=\A GENT-SET" / >

27. < /A CTION >

28. < /R ULE >

29. < /POLICY-A CTION >

30. < /ONEVENT >

31. < /POLICY >

Figure 10: FD A Regeneration P olicy

consists of setting up ev en t subscription/noti�cation for A gentA liveEvent b et w een this agen t and

the agen ts in the FD A-SET (lines 16-19).

Figure 9 denotes a p olicy that is triggered b y A gentF ailur eEvent . The purp ose of this p olicy

is to �lter the A gentF ailur eEvent to determine if it corresp onds to the failure of a FD A agen t.

Corresp ondingly the ob ject F AILED-A GENT is de�ned that refers to the URN of the failed agen t

(lines 5-9). The p olicy ev aluation rule sp eci�es the condition (lines 11-13) whic h ev aluates to true if

the F AILED-A GENT is a mem b er of the set FD A-SET . The action sp eci�ed for this p olicy consists

of generating the FD AF ailur eEvent (line 15).

The purp ose of the p olicy sp eci�ed in Figure 10 is to con�gure the failure detector agen ts in the

domain. It is triggered b y t w o ev en ts: NewA gentA rrivalEvent (line 3) and FD AF ailur eEvent (line

4). The DEFINITION construct (lines 6-15) creates an ob ject with the name SOME-A GENT that

refers to any agen t from the agen t database for whic h the R OLE attribute v alue is not e qual to

FD A . The R ULE construct (lines 16-28) sp eci�es the p olicy violation condition (lines 17-22) and

the p olicy enforcemen t actions (lines 23-27). The b o olean condition c hec ks if the cardinalit y of the

( FD A-SET ) is less than t w o.
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Three op erations are sp eci�ed to b e p erformed on the agen t iden ti�ed with SOME-A GENT .

First op eration consists of installing F ailur eEventDete ctor and F ailur eEventHand ler on this agen t

(line 24). Second op eration consists of setting the v alue of the attribute R OLE to FD A for this

agen t (line 25). Third op eration consists of setting the subscription for A gentA liveEvent b et w een

this agen t and all the other agen ts presen t in the system (line 26).

F or the �rst t w o agen ts arriving in the domain, the condition sp eci�ed in lines 17-22 is satis�ed.

This will trigger the set of op erations sp eci�ed in lines 23-27. This will cause the newly arriv ed

agen t, iden ti�ed b y SOME-A GENT , to b ecome the F ailur e Dete ctor A gent (FD A) . F or all the

subsequen t agen ts this condition will not b e satis�ed as there will b e t w o FD As already presen t in

the domain.

This p olicy is also triggered b y the FD AF ailur eEvent whic h is generated when one of the FD A

fails. This will cause the condition sp eci�ed in lines 17-22 to b ecome true. Some other agen t

will b e selected to b ecome FD A . The p olicy enforcemen t action in line 26 will ensure that this

new FD A will get A gentA live ev en ts from all the agen ts in the domain, including the other FD A .

Multiple p olicies that are triggered b y the same ev en t are pro cessed in the order in whic h they

are deplo y ed in the domain. In the net w ork monitoring system the p olicy in Figure 8 is deplo y ed

b efore the p olicy in Figure 10. This causes p olicy in Figure 8 to b e ev aluated �rst on the receipt

of NewA gentA rrivalEvent .

5 A UTONOMIC CONFIGURA TION AND RECO VER Y OF A GENTS

W e describ e here the autonomic mec hanisms for con�guration and reco v ery of agen ts. Our design

w as driv en with the goal of p erforming autonomic reco v ery and repair of failed agen ts within a short

time-span, t ypically in the range of a few min utes. The primary ob jectiv e is to p erform reco v ery

and repair of failed agen ts rather than diagnose the failures. This is to ensure con tin ued monitoring

of the infrastructure resources b y minimizing h uman in terv en tion in repairing failures.

Our monitoring system ac hiev es robustness b y incorp orating mec hanisms for self-monitoring and

self-c on�gur ation at di�eren t lev els of the system arc hitecture. The ev en t detection, correlation,

and noti�cation mec hanisms presen ted in the previous sections are used as the basic building

blo c ks for failure detection. The publish-subscrib e mo del is used for notifying failure conditions

to other agen ts that need to participate in reco v ery and recon�guration. Our design relies up on

p erio dic monitoring of an agen t for failure conditions and con tin uous generation of the failure ev en ts

un til either the failed agen t is repaired or the system administrator p erforms explicit con�guration

c hanges to b ypass the failure.

5.1 F ailure Mo des and Reco v ery Requiremen ts

The v arious failure mo des in our system include host failures, agen t serv er failures, agen t failures,

and detector failures within an agen t. Agen t serv ers or hosts ma y crash bringing do wn the en tire

set of monitoring mec hanisms at that host.

The agen ts themselv es could fail in man y di�eren t w a ys, and in man y cases the causes of

the failures w ould b e unpredictable. An agen t ma y completely fail and stop comm unicating with

other agen ts. An agen t ma y also incur partial failures. Eac h detector, whic h runs as a separate

thread within an agen t, could fail and stop p erforming its monitoring functions. In our system, a

failed detector in an agen t can b e remotely un-installed and replaced with a new one b y an agen t

p erforming reco v ery actions. It is also p ossible to remotely terminate a failed agen t and create a

new one in its place.
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The state of an agen t consists of v arious detectors and its ev en t comm unication relationships

with other agen ts in the system. With the p olicy-based approac h, the SMA do es not main tain an y

c hec kp oin ted con�guration state of an y agen t for reco v ery . The goal of the p olicy-based tec hniques

is to appropriately con�gure an agen t on its restart. Moreo v er, an agen t is resp onsible for c hec k-

p oin ting its state that needs to b e preserv ed across a failure and restart. In the net w ork monitoring

system, most of the detectors are either state-less or they main tain soft state [6 , 3], whic h can b e

reconstructed through in teractions with other agen ts during reco v ery . Information ab out an y new

subscriptions registered b y an agen t during its execution is not c hec kp oin ted. This also forms the

soft state, whic h is recreated on restart, as detailed b elo w. The motiv ation for this is to k eep the

c hec kp oin ting o v erhead lo w for the agen ts.

Man y of the detectors in our system generate ev en ts b y p erio dically monitoring the system

log-�les for new ev en ts recorded in them b y the host op erating system. The soft state of a detector

monitoring a log-�le consists of the p osition o�set in the log-�le for the last pro cessed ev en t.

T o restore this state on restart, the detector needs to determine the most recen t ev en t that it

pro cessed from the log-�le. One approac h to determine this information is b y querying the ev en t

subscrib ers. The other approac h is that the detector explicitly stores its curren t p osition o�set in

a lo cal c hec kp oin t �le.

5.2 Agen t-Lev el Self-Con�guration

Self-con�guration mec hanisms of an agen t in v olv e in tegration of detectors/handlers within an agen t,

and registering ev en t subscriptions at remote agen ts.

5.2.1 Agen t Lev el Self-Monitoring

Agen t-lev el self-monitoring is required to ensure that v arious comp onen ts deplo y ed on the agen t

are functioning prop erly . Eac h agen t is equipp ed with an A gentA live detector, whic h p erio dically

c hec ks the in ternal state of the agen t and generates appropriate heart-b eat A gentA live ev en ts to

indicate the health of the agen t. An A gentA live ev en t con tains three items: (1) a list of detectors

whic h are considered to b e correctly functioning in the agen t; (2) the list of its curren t subscrib er

agen ts and the ev en ts whic h they are subscribing to; (3) a curr ent c on�gur ation numb er . Whenev er

an agen t's con�guration is c hanged with the addition/deletion of a detector or a subscrib er, this

n um b er is incremen ted. This n um b er is also incremen ted when an agen t is re-launc hed on reco v ery .

The purp ose of the con�guration n um b er is t w o-fold: �rst, it mak es sure that the subscrib ers of

an A gentA live message b ecome a w are of an y con�guration c hanges, and the failure detector agen ts

are able to ignore an y A gentA live ev en ts related to old con�gurations.

5.2.2 Detector Self-Con�guration

Dete ctor c on�gur ation p olicies iden tify ho w the detectors co-lo cated within an agen t should b e

con�gured. Detectors are required to b e designed to b e self-con�gurable within an agen t, and

eac h agen t pro vides a generic framew ork for self-con�guration of its comp onen ts when created or

restarted. Eac h detector's co de sp eci�es the names of its default triggering ev en ts. When a new

ev en t detector is installed in an agen t, the con�guration dep endencies of that detector are resolv ed

b y the agen t b y establishing ev en t subscription relationships with other agen ts in the system.
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5.2.3 Self-Con�guration of Ev en t Subscriptions

When an agen t is restarted at a host, it do es not ha v e an y information ab out its subscrib er agen ts.

The subscrib ers are required to register themselv es with the ev en t publishers to get the ev en ts of

in terest. Therefore, when an agen t failure is detected, it is required that all of its subscrib ers are

noti�ed of this failure ev en t. T o facilitate this, eac h A gentA live ev en t from an agen t also con tains

the list of its curren t subscrib ers. On detecting an agen t failure, the failure detector agen t sends the

A gentF ailur e ev en t to all the subscrib ers of the failed agen t. On receiving this A gentF ailur e ev en t,

a subscrib er agen t puts the failed agen t's name and the list of subscrib ed ev en ts from that agen t

in the Outstanding Subscription List . Its Subscription Manager thread then p erio dically attempts

to re-register these ev en t subscriptions with the failed agen t, un til successful

5.3 P eer-to-P eer Co op erativ e F ailure Detection and Reco v ery b y Agen ts

An y agen t in the system can p erform the function of detecting the failure of another agen t if it

has an A gentF ailur e detector ob ject. It only needs to subscrib e to the A gentA live ev en ts from the

agen ts it w an ts to monitor. Similarly an y agen t can b e en trusted with the task of p erforming the

reco v ery of a failed agen t if it has the appropriate handler ob ject for the corresp onding A gentF ailur e

ev en t.

The function of the A gentF ailur eDete ctor is to detect an agen t failure condition and generate

an A gentF ailur e ev en t. This ev en t indicates either a cr ash-failur e of an agen t (suc h as due to a

host crash) or a p artial-failur e , indicating failures of a subset of the comp onen ts within an agen t.

The execution of the failure detector is triggered either b y a lo cal timer or b y a remote A gentA live

ev en t, as sho wn in Figure 5. An agen t con taining the A gentA liveDete ctor p erio dically generates

the A gentA live ev en ts. These are sen t to one or more agen ts resp onsible for detecting this agen t's

failure.

An A gentF ailur eDete ctor receiv es these p erio dic A gentA live ev en ts. It also has con�guration

information for eac h agen t, and its function is to pro cess the A gentA live ev en ts and generate failure

ev en ts. Absence of a certain n um b er of consecutiv e A gentA live ev en ts from an agen t indicates a

cr ash-failur e . On the other hand, failure of a detector within an agen t is deduced b y comparing the

list of curren tly presen t detectors rep orted in an A gentA live ev en t with the reference con�guration

for that agen t, whic h is created whenev er the con�guration n um b er in the A gentA live ev en t from an

agen t increases. Based on an y mismatc h detection, a p artial-failur e ev en t is generated con taining

a list of the failed comp onen ts.

An example pattern using the basic mo del for p eer-to-p eer failure detection and reco v ery is

sho wn in Figure 11. Here agen t A is our agent-of-inter est (A OI) , whic h is to b e made resilien t.

Sub ject to the securit y constrain ts and other p olicies, either the con�guration service or agen t

A itself assigns the task of detecting A's failure to agen t B and the reco v ery task to agen t C .

Here B serv es as the failur e dete ctor agent (FD A) and C functions as the r e c overy agent (RA)
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for agen t A . F or implemen ting these in teractions, an A gentA live detector is installed in A, an

A gentF ailur eDete ctor is installed in B, and a handler for A gentF ailur e ev en ts is installed in C.

Agen t B generates A gentF ailur e ev en ts if it stops receiving an y A gentA live ev en ts from A, or if the

rep orted set of functioning detectors in the A gentA live ev en ts deviates from the agen t's reference

con�guration. The A gentF ailur e ev en ts are con tin uously generated at some �xed in terv al till an

A gentA live ev en t from A is once again receiv ed b y the failure detector in B . These failure ev en ts are

b eing receiv ed b y agen t C , in whic h a handler for these t yp es of ev en ts is installed. This handler

p erforms reco v ery of A b y either restarting the agen t or re-installing an y of its failed detectors.

Here it should b e noted that the failure detectors are p ersisten t in con tin uously rep orting failure

ev en ts till reco v ery is completed. This implies that the handler p erforming the reco v ery action

needs to b e designed to p erform the reco v ery action only once ev en when it con tin ues to receiv e

the failure ev en ts during the execution of the reco v ery action. It should also b e noted that this

p eer-based co op erativ e reco v ery is programmed using the basic ev en t-handling mo del presen ted in

Section 2.2. No new or additional mec hanisms are required.

There can b e m ultiple agen ts p erforming the failure detection and reco v ery functions for an

agen t. The ab o v e example can b e further enric hed to mak e the failure detector and reco v ery func-

tions resilien t b y implemen ting them using a group of agen ts as sho wn in Figure 12. In suc h a

con�guration, no co ordination is needed among the failure detector agen ts. All of them indep en-

den tly detect and rep ort an y failure ev en t. Ho w ev er, the reco v ery agen ts need to co ordinate their

actions if an A gentF ailur e ev en t is rep orted. If the reco v ery actions are not idemp oten t, then only

one of the reco v ery agen ts should p erform these actions. F or example the agen ts in a group ma y

follo w the proto col that the agen t with the smallest (or the largest) id executes the reco v ery ac-

tions. The agen ts in a group can main tain the curren t list of group mem b ers using the Konark

ev en t mo del and using A gentA live ev en ts. Di�eren t patterns of in teractions b et w een agen ts and

their failure detectors can b e sp eci�ed as system wide p olicies. Handling of other forms of failures,

suc h as host failures and agen t serv er failures, require man ual in terv en tion. Agen t serv ers can b e

remotely started on a host if the SSH daemon is running on it.

5.4 Reco v ery of System Managemen t Agen t

The robustness of the SMA can b e ac hiev ed b y either replicating it, or p erio dically c hec kp oin ting

the SMA and using another agen t to reco v er the failed SMA. In our design w e used the second

approac h as the state of the SMA gets mo di�ed infrequen tly . Moreo v er, w e w an ted to use the same

mec hanisms to reco v er the SMA as used for the failure reco v ery of the other agen ts in the system.

Figure 13 sho ws the reco v ery of the SMA. One of the agen ts is assigned the function of reco v ering

a failed SMA. This agen t is called SMA R e c overy A gent (SRA). Both SMA and SRA subscrib e to
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eac h other's A gentF ailur e ev en ts from the FD As. These t w o agen ts execute on di�eren t hosts. An y

agen t can p erform the task of the SRA b y appropriately installing the required handler to p erform

SMA reco v ery when it receiv es an A gentF ailur e ev en t for the SMA. This handler creates the SMA

using its most recen t c hec kp oin t �le and launc hes it to another host for execution. T o reco v er the

failed SRA, SMA restarts it exactly as in case of an y other agen t.

6 EXPERIMENT AL EV ALUA TION OF POLICY BASED MECH-

ANISMS F OR A UTONOMIC CONFIGURA TION AND RE-

CO VER Y

In this section w e ev aluate the p olicy-based mec hanisms of Konark framew ork along t w o dimensions.

First, w e ev aluate the p olicy-based design of the net w ork ev en t monitoring application. Second, w e

ev aluate the p erformance of Konark's mec hanisms for autonomic con�guration and failure reco v ery .

In all our exp erimen ts w e use In tel i686 mac hines running Lin ux 2.4.27-5-686-smp for deplo ying

SMA and FD As. Monitoring agen ts are run on 10 SUN sparc mac hines (sun4u sparc SUNW,Sun-

Blade-100/Sun-Blade-1500) running SunOS 5.8. Ev ery exp erimen t, corresp onding to an y giv en

agen t con�guration, w as run up to 10 times to ensure that the 90% con�dence in terv al w as within

10% of the rep orted a v erage v alues.

6.1 Ev aluation of P olicy-based Net w ork Monitoring System

The goal of this ev aluation w as t w o fold: �rst, w e w an ted to ev aluate the practicalit y of p olicy-

based design for agen t-based net w ork monitoring in real w orld en vironmen t. Second, w e w an ted

to ev aluate the p erformance of the p olicy-based approac h in comparison to our non-p olicy based

original approac h. Sp eci�cally , the p olicy-based system could b ecome a practical design option

only if it p erformed at least as go o d as the non-p olicy based design. With these ob jectiv es, w e

p erformed the exp erimen t of deplo ying the complete con�guration in our testb ed en vironmen t using

b oth p olicy-based and non-p olicy based approac h.

The net w ork ev en t monitoring system is used for monitoring 20 hosts in our Departmen t's Grad-

uate Lab en vironmen t. These mac hines are monitored for the follo wing critical ev en ts: runa w a y

pro cesses, pro cesses running with ro ot privileges, abnormal ro ot logins from outside the domains,
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m ultiple ro ot logins within a sp eci�ed in terv al on an y host, m ultiple ro ot logins within a sp eci-

�ed time on more than one host, and correctly running daemon services. Detectors and handlers

corresp onding to these monitoring requiremen ts are deplo y ed on agen ts running on eac h host.

In our initial design, the SMA w as pro vided with this information through a set of con�guration

�les. It created, con�gured and launc hed agen ts to all the hosts. F or robustness requiremen t eac h

agen t w as also deplo y ed with A gentA live detector. One agen t w as deplo y ed with A gentF ailur e

detector. It receiv ed A gentA live ev en ts from other agen ts. This agen t sen t the agen t failure ev en ts to

the SMA, who in turn launc hed the agen ts to the appropriate hosts. Observ ed times for con�guring

the en tire system, consisting of 20 agen ts eac h deplo y ed with 10 detectors, w ere in the range of t w o

to three min utes.

In the p olicy-based design, the high lev el net w ork monitoring goals remain the same. The

p olicy-based design di�ers from the earlier design in the w a y agen ts are con�gured and launc hed in

the en vironmen t. In this design, agen t serv ers on eac h host start the agen ts and notify their arriv al

to the SMA. These agen t arriv al noti�cations are the p olicy-ev en ts in the system. SMA handles the

p olicy-ev en ts b y deplo ying detectors and handlers corresp onding to the ab o v e men tioned monitoring

requiremen ts. Th us in the p olicy-based design, the participation of the SMA is k ept at a minimal

lev el.

Av erage time for con�guring the en tire system, consisting of 20 agen ts eac h deplo y ed with

10 detectors, in the p olicy-based approac h w as 29.38 seconds (standard deviation 0.99). This

impro v emen t in the system con�guration time for the p olicy-based design o ccurs b ecause the SMA

is no longer required to con�gure and launc h agen ts in the en vironmen t. Extending the con�guration

of the system is also straigh tforw ard in the p olicy-based approac h. An y new agen t that needs to b e

deplo y ed in the system needs to kno w only the URN of the SMA. Once the agen t con tacts the SMA,

it is con�gured correctly according to the system-wide p olicies. Th us no mo di�cations are required

in an y of the con�guration �les making the task of adding a new agen t extremely straigh tforw ard.

6.2 P erformance Ev aluation of Autonomic Mec hanisms for Con�guration and

Reco v ery

W e ev aluate the p erformance and scalabilit y of the mec hanisms for autonomic con�guration and

failure reco v ery b y seeking answ ers to the follo wing questions related to Konark's p erformance.

1. What is the c ost of c on�guring lar ge numb er of agents? Con�guration cost is a k ey information

that is useful in making con�guration design decisions for large agen t systems. With this

information, a system administrator can design di�eren t clustering strategies to satisfy the

con�guration constrain ts corresp onding to the system monitoring goals. W e consider the

case of 
ash-arrival of agen ts in the exp erimen ts. This corresp onds to large n um b er of agen ts

arriving within a short p erio d.

2. What is the p erformanc e of autonomic me chanisms for failur e dete ction and r e c overy? F ailure

of an agen t/comp onen t can lead to a p oten tial p olicy violation. F ailure detection and reco v ery

cost pro vides an indication ab out the dela y in taking correctiv e actions corresp onding to the

p oten tial p olicy violations b ecause of the failure. W e consider the case of 
ash-cr ash of agen ts

in the exp erimen ts. This corresp onds to a large n um b er of agen ts failing together.

6.3 Autonomic Con�guration

W e ran a single SMA in the domain and v aried the arriving agen t p opulation from 200 to 1000

agen ts b y v arying the n um b er of agen ts started on eac h mac hine b et w een 20 and 100 for eac h
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successiv e exp erimen t. Tw o FD As w ere run at a kno wn lo cation in the system. Eac h injected

agen t w as pro vided with the lo cation information of the SMA. Eac h agen t rep orted its arriv al to

the SMA. On receiving arriv al noti�cation from an agen t, the SMA deplo y ed A gentA live detector

and handler on that agen t. Eac h agen t w as con�gured to generate A gentA live ev en ts at a p erio d

of 10 seconds and send these ev en ts to the FD As. Eac h unique A gentA live ev en t receiv ed b y FD As

w as time-stamp ed for p erformance measuremen ts. System con�guration time for agen t p opulation

of a giv en size w as measured as the di�erence b et w een the receipt of �rst agen t arriv al noti�cation

b y the SMA to the receipt of the last unique A gentA live ev en t at the FD As.

Eac h arriving agen t has to lo ok-up the Ajan ta Name Registry to translate URNs of the SMA

and the FD As to their resp ectiv e URLs. Similarly the SMA has to translate the URN of the

incoming agen t to its URL in order to deplo y comp onen ts on the agen t. The system con�guration

time is measured as the time from the �rst agen t arriv al till the reception b y the FD A of the

�rst A gentA live ev en t from the last agen t created in the system. This includes the time sp en t b y

the arriving agen t and the SMA in the translation pro cess within the Name Registry . Our initial

exp erimen ts indicated that the the Ajan ta Name Registry w as the p erformance b ottlenec k due to

the costs imp osed b y the authen ticated comm unication.

The goal of this exp erimen t w as to measure the autonomic con�guration p erformance and aid

system administrators in dev eloping suitable clustering strategies for deplo ying large scale agen t

systems. Corresp ondingly w e compared p erformance of the system deplo y ed with one and t w o

clusters. All the agen ts b elonging to a single Ajan ta namespace are part of one cluster. Tw o clusters

w ere created b y creating t w o separate Ajan ta namespaces managed b y t w o di�eren t Ajan ta Name

Registries. Figure 14 sho ws the v ariation of agen t p opulation con�guration time for di�eren t agen t

p opulations for the one and t w o cluster systems.

This agen t con�guration b eha vior can b e used as a guideline for satisfying the high lev el p er-

formance goals related to the con�guration of large agen t systems. F or example, consider a system

that consists of 600 agen ts and has a high lev el goal that the system con�guration time should not

exceed 50 seconds. F rom the Figure 14 w e see that this constrain t can b e satis�ed b y creating t w o

clusters. On the other hand, a single cluster is able to handle only 300 agen ts within the sp eci�ed

p erformance constrain t.
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6.4 Autonomic F ailure Reco v ery

In the second set of exp erimen ts, w e ev aluated failure reco v ery c haracteristics. Eac h agen t w as

con�gured to rep ort A gentA live ev en ts to the FD As after ev ery 10 seconds. FD As generated �rst

A gentF ailur e ev en t on missing three consecutiv e A gentA live ev en ts from an agen t. This A gentF ailur e

ev en t w as sen t to the SMA whic h then created and relaunc hed the agen t to the appropriate agen t

serv er. After the agen t is relaunc hed it con tacted the SMA to indicates its arriv al in the domain.

SMA then con�gured it with the A gentA live detector and handler.

F ailure detection and reco v ery time is measured as the di�erence of time b et w een the reception

of the �rst failure ev en t and the �rst A gentA live ev en t from the last restarted agen t after the �rst

failure ev en t has o ccurred. The p erio d of A gentA live ev en t generation and the threshold n um b er of

missed A gentA live ev en ts leading to A gentF ailur e event generation, can a�ect the failure detection

time. Hence w e measure reco v ery time after receiving the �rst A gentF ailur e ev en t so that it is

indep enden t of these factors.

A driv er program w as used for remotely terminating agen ts running on an agen t serv er with-

out terminating the agen t serv er itself. This driv er program used the remote agen t termination

API pro vided b y the Ajan ta system. Figure 15 plots the failure reco v ery time for di�eren t agen t

p opulations con�gured as one and t w o cluster systems.

The e�ect of clustering on the failure reco v ery p erformance is clearly seen from these exp er-

imen ts. The Ajan ta Name Registry is in v olv ed in the follo wing steps of failure reco v ery pro cess.

First, the driv er program has to obtain the agen t references for killing the agen ts. Second, the SMA

has to obtain the references of the agen t serv er on whic h the failed agen ts need to b e relaunc hed.

Third, eac h restarted agen t needs to con tact the SMA and FD As according to the agen t arriv al

proto col. When the system w as deplo y ed as a single cluster system, the system w as able to handle

failure reco v ery of only 600 agen ts within the sp eci�ed time limit of 10 min utes. On the other hand,

with t w o clusters the system is able to handle failure reco v ery of 1000 agen ts in 7 min utes and 18

seconds.

This agen t failure reco v ery b eha vior can b e used as a guideline for satisfying the high lev el

p erformance goals related to the failure reco v ery of large agen t systems. F or example, consider a

system that consists of 600 agen ts and has a high lev el goal that the failure reco v ery time should

not exceed three min utes. F rom the Figure 15 w e see that this constrain t can b e satis�ed only b y
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con�guring the system as t w o cluster system. With t w o clusters, the system is able to reco v er 600

agen ts in 165 seconds. On the other hand, a single cluster can handle failure reco v ery of only 200

agen ts within the sp eci�ed p erformance constrain t.

Comparing Figure 14 and Figure 15 w e see that the failure reco v ery time for a giv en agen t

p opulation is greater than the corresp onding agen t p opulation con�guration time. In our design,

the failure reco v ery time con tains t w o comp onen ts: time required for creating and launc hing the

agen t b y the SMA after receiving failure noti�cation and the time required for remotely con�guring

the agen t, once the agen t has b een deplo y ed in the system. The agen t con�guration time is same

in b oth the cases: initial con�guration and con�guration after failure reco v ery . Additional time

incurred b y the failure reco v ery pro cess corresp onds to the time tak en b y the SMA to remotely

launc h failed agen ts.

Eac h FD A k eeps on generating the A gentF ailur e ev en ts till it receiv es A gentA live ev en t from

the restarted agen t. Suc h p ersisten t generation of A gentF ailur e ev en ts can lead to lot of pro cessing

o v erhead at the SMA. There is a tradeo� b et w een con tin uous generation of A gentF ailur e ev en ts and

the timely restarting of the failed agen t. A t one extreme only single A gentF ailur e ev en t can b e gen-

erated b y the FD A. But if this ev en t gets lost in comm unication then the agen t will not b e restarted

at all. Suc h a tradeo� is a matter of robustness p olicy within the domain. In our exp erimen ts w e

implemen ted the p olicy of exp onen tially dela ying the generation of successiv e A gentF ailur e ev en ts.

Figure 15 plots the n um b er of A gentF ailur e ev en ts generated during the failure reco v ery in the t w o

cluster system. Av erage n um b er of A gentF ailur e ev en ts generated during failure reco v ery of 1000

agen ts w as 36668. During the failure reco v ery pro cess agen ts that are launc hed early start sending

A gentA live ev en ts to the FD A. F or the 1000 agen t con�guration, the a v erage n um b er of suc h A gen-

tA live ev en ts generated during the failure reco v ery p erio d w as 3525. Th us a total of 40193 ev en ts

w ere generated during the failure reco v ery of 1000 agen ts. On the other hand, the a v erage n um b er

of A gentA live ev en ts generated in the same amoun t of time for 1000 agen t con�guration with no

agent failur es w as 29002. Th us there w as 38% increase in the total n um b er of ev en ts generated

during the failure reco v ery pro cess.

7 Related W ork

Agen t based systems ha v e b een prop osed as a suitable soft w are engineering paradigm for building

large scale soft w are systems [12]. The application of agen t based designs for building complex

con trol systems are elab orated in [13 ] with sp eci�c concerns for diagnosis and repair functions

needed in suc h systems to ensure robust op erations. Managemen t asp ects of op en m ulti-agen t

systems ha v e b een addressed through a three lev el mo del of organizational rules, organizational

structures and organizational patterns in [35] and through the law governe d inter actions in [21 , 22].

P olicies used in this pap er de�ne rules of agen t in teractions similar to the or ganizational rules

or the laws . Similar notions ha v e also b een prop osed in the con text of normative multi-agent

systems [20, 14 ]. Other researc hers ha v e also considered using p olicy-based approac h for building

agen t systems [7 ]. In their approac h p olicies related to roles, agen t authorizations, and agen t

obligations are expressed through the P onder p olicy language and are enforced through an agen t-

based middlew are.

P olicy based managemen t of net w ork ed systems is a w ell-established �eld with considerable w ork

done in the dev elopmen t of p olicy sp eci�cation languages [8, 19]. IETF has de�ned a common

terminology [2 ] and an information mo del for net w ork monitoring p olicies [1 ]. The XML based

p olicy framew ork presen ted in this pap er follo ws these e�orts b y expressing the p olicies as Ev en t-

Condition-Action (ECA) rules. Our p olicy sp eci�cation framew ork is con�ned to agen t based
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systems and closely follo ws the arc hitectural mec hanisms pro vided in the Konark framew ork. The

p olicy sp eci�cation framew ork is not general purp ose as other p olicy sp eci�cation languages suc h as

P onder [8 ] or PDL [19 ]. An adv an tage of using XML based approac h is that the p olicy sp eci�cation

sc hema can b e easily extended with constructs corresp onding to ev olving requiremen ts.

Konark's dynamic comp onen t in tegration mo del and ev en t subscription/noti�cation mec hanism

supp orts dynamic con�guration of p eer-to-p eer failure monitoring agen ts, ECA based p olicy ex-

pression and enforcemen t, and 
exible in ter-agen t comm unication. Ev en t based publish/subscrib e

systems ha v e matured and are b eing used as the standard comm unication mec hanism in distributed

systems [9, 4, 26 , 24]. W e em b ed suc h an ev en t subscription/noti�cation mec hanism within a mobile

agen t paradigm. W e use soft-state approac h [10 ] for failure reco v ery . In this approac h eac h agen t

is required to main tain minimal amoun t of information necessary for reco v ery . This corresp onds to

the lo cation of the SMA in the system. Suc h an approac h a v oids complexit y of replica main tenance

required in replication based agen t fault tolerance [11].

Konark framew ork pro vides capabilities for realizing the vision of autonomic computing sys-

tems [16 ]. An arc hitectural reference mo del for autonomic computing, consisting of comp onen t

in terfaces for monitoring, testing, addition/mo di�cation of p olicies, negotiation, and binding, is

presen ted in [34 ]. Em b o dimen t of these concepts in to a w orking protot yp e system is presen ted

in [27]. They use go al driven p olicies [17] to enable appropriate autonomic actions b y the agen ts

in the system. High lev el functional and non-functional requiremen ts presen ted in Section 4 are

similar to the notion of goals in go al driven p olicies . W e translate these high lev el requiremen ts

in to action p olicies [17] whic h are enforced b y the SMA.

8 Conclusions

In this pap er w e ha v e presen ted an approac h for building p olicy-based autonomic mec hanisms for

con�guration and reco v ery in agen t-based systems. In this approac h p olicies are de�ned based

on the Ev en t-Condition-Action (ECA) mo del and they are expressed in XML. The distributed

ev en t pro cessing mo del of the Konark framew ork is used for p olicy enforcemen t b y the System

Managemen t Agen t (SMA). Distributed agen ts are used to monitor the en vironmen t for ev en ts that

ma y signify p oten tial violation of p olicies. Suc h ev en ts are comm unicated to SMA for enforcemen t

actions. W e ha v e successfully in tegrated these autonomic mec hanisms in a distributed agen t based

net w ork monitoring application built using Konark. Exp erimen tal ev aluations using this system

demonstrate b oth, the feasibilit y and the scalabilit y of this p olicy-based approac h for building

autonomic and robust agen t based systems.
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