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Abstract:

This paperintroducegheMinnesotadntrusionDetectionSystem(MINDS), whichuses
asuiteof datamining techniquego automaticallydetectattacksagainsttomputemet-
works andsystemsWhile the long-termobjective of MINDS is to addressll aspects
of intrusiondetectionthis paperfocuseson two speci ¢ contributions: (i) anunsuper
visedanomalydetectiortechniquehatassigns scoreto eachnetwork connectiorthat
re ects how anomalougheconnectioris, and(ii) anassociatiompatternanalysishased
modulethatsummarizeshosenetwork connectionghatareranked highly anomalous
by the anomalydetectionmodule. Experimentakesultson live network traf ¢ atthe
Universityof Minnesotashawv thatour anomalydetectiontechniquesrevery promis-
ing and are successfuln automaticallydetectingseveral novel intrusionsthat could
not be identi ed using popularsignature-basetbols suchas SNORT. Furthermore,
giventhe very high volumeof connection®bsened per unit time, associatiompattern
basedsummarizatiorof novel attacksis quite usefulin enablinga securityanalystto
understanéndcharacterizemepgingthreats.
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3.1 Intr oduction

Traditionalmethoddor intrusiondetectionarebasedn extensve knowledgeof attack
signatureghatareprovided by humanexperts. The signaturedatabasdéasto be man-
ually revisedfor eachnew typeof intrusionthatis discosered.A signi cant limitation
of signature-basehethodds thatthey cannotdetectnovel attacks.In addition,oncea
new attackis discoveredandits signhaturedeveloped oftenthereis a substantialateng
in its deployment. Thesdimitations have led to anincreasingnterestin intrusionde-
tectiontechniquesasedupondatamining [3, 4,20,23,25], which generallyfall into
oneof two catgyories:misusedetectionrandanomalydetection.

In misusedetectiongeachinstancen a datasetis labeledas normal’ or “intrusive'
anda learningalgorithmis trainedover the labeleddata. Researchn misusedetec-
tion hasfocusedmainly on detectingnetwork intrusionsusing variousclassi cation
algorithms][3,7,11,20,22,23], rare classpredictve models[13-16,18], association
rules[3, 20,25] andcostsensitve modeling[10, 14]. Unlike signature-baseihtrusion
detectiorsystemsmodelsof misusearecreatecautomaticallyandcanbemoresophis-
ticatedand precisethan manuallycreatedsignatures.In spite of the fact that misuse
detectionmodelshave high degreeof accuray in detectingknown attacksandtheir
variations,their obvious dravbackis the inability to detectattackswhoseinstances
have notyet beenobsened. In addition,labelingdatainstancegsnormalor intrusive
may requireenormoudime for mary humanexperts.

Anomalydetectionalgorithmsbuild modelsof normalbehaior andautomatically
detectary deviationfromit [8,12]. Themajorbene t of anomalydetectioralgorithms
is their ability to potentially detectunforeseerattacks.In addition,they may be able
to detectnew or unusual,but non-intrusve, network behavior thatis of interestto a
network managerA majorlimitation of anomalydetectionsystemss a possiblehigh
falsealarmrate. Thereare two major categoriesof anomalydetectiontechniques,
namely supervisedand unsupervised.In supervisedanomalydetection,given a set
of normaldatato train on, andgiven a new setof testdata,the goalis to determine
whetherthe testdatais "'normal’ or anomalous. Recently there have beenseveral
efforts in designingsupervisedetwork-basedanomalydetectionalgorithms,suchas
ADAM (3], PHAD [24], NIDES [2], and othertechniqueghat use neuralnetworks
[27], information theoreticmeasureg21], network activity models[6], etc. Unlike
supervisedainomalydetectionwvherethe modelsarebuilt only accordingo thenormal
behaior onthenetwork, unsupervisednomalydetectiorattemptgo detecanomalous
behavior withoutusingarny knowledgeaboutthetrainingdata.Unsupervise@nomaly
detectionapproachesre basedon statisticalapproache$29, 31,32], clustering[9],
outlier detectionscheme¢l,5,17,26], statemachineg28], etc.

This paperintroduceshe MinnesotalntrusionDetectionSystem(MINDS), which
usesa suite of datamining techniquego automaticallydetectattacksagainstcom-
puternetworksandsystemsWhile thelong-termobjective of MINDS is to addressll
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aspectf intrusiondetection,in this paperwe presentdetailsof two speci ¢ contri-

butions: (i) anunsuperviseé@nomalydetectiontechniquethatassignsa scoreto each
network connectiorthatre ects how anomaloughe connectionis, and(ii) anassocia-
tion patternanalysidbasednodulethatsummarizeshosenetwork connectionsghatare

rankedhighly anomaloudy theanomalydetectionrmodule.

We alsoprovide an evaluationof our anomalydetectionand associatiorsumma-
rizationschemedn thecontext of reallife network dataatthe Universityof Minnesota.
In the absencef labelsof network connectiongnormalvs. intrusive), we areunable
to provide ary estimateof detectionrate, but nearly all connectionghat are ranked
highly by our anomalydetectionalgorithmsarefoundto beinterestingoy the network
securityanalyston our team. In particular during the pastfew monthsour techniques
have beensuccessfuin automaticallydetectingseveralnovel intrusions.In fact,mary
of theseattackshave beenreportedonthe CERT/CC (ComputelEmeigeng Response
Team/Coordinatioi©enter)list of recentadvisoriesandincidentnotes.Finally, exper
imentson realnetwork datademonstratéhatassociatiompatternanalysisis successful
in creatingusefulsummarie®f mary novel attacksdetectedy our anomalydetection
algorithms.

3.2 The MINDS project

TheMinnesotantrusionDetectionSystem(MINDS) is adatamining basedystenfor

detectingnetwork intrusions. Figure 3.1 illustratesthe procesf analyzingreal net-
work traf ¢ datausingthesystem.nputto MINDS is Net ow version5 datacollected
using o w-tools[30]. Flow-toolsonly capturepacket headeiinformation(i.e., it does
notcapturemessageontent) andbuild oneway sessiong o ws). We areworkingwith

Net ow datainsteadof tcpdumpdatabecausave currentlydo not have the capacityto

collectandstorethe tcpdump. Net ow datafor 10 minute windows, which typically

resultsin 1-2million o ws,arestoredin at les. TheanalystusesMINDS to analyze
theselO-minutedata les in abatchmode.Thereasorthesystemis runningin abatch
modeis notdueto thetime it takesto analyzetheseles, but becausdt is corvenient
for the analystto do so. Runningthe systemon a 10-minute le takeslessthan3

minuteson a typical desktopcomputer Beforedatais fed into the anomalydetection
module,adata ltering stepis performedby the analystto remove network traf c that
the analystis notinterestedn analyzing.For example,data Itered mayincludetraf-

¢ from trustedsourcesor unusual/anomalousetwork behaior thatis known to be
intrusionfree.

The rst stepin MINDS is extracting featuresthat are usedin the datamining
analysis.Basicfeaturesncludesourceanddestination P addressesourceanddesti-
nationports,protocol, ags, numberof bytesandnumberof paclets. Derivedfeatures
include time-windav and connection-windws basedfeatures. Time-windov based
featuresare constructedo captureconnectionswith similar characteristicén the last

seconds.Thesefeaturesare especiallyusefulin separatingsourcef high volume
connectiongerunit time from therestof thetraf ¢ suchasfastscanningactiities. A
similar approachwasusedfor constructingfeaturesn KDD Cup'99 data[20]. Table
3.1summarizeshetime-windavs basedeatures.
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The MINDS System
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Figure3.1: MINDS System
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Table3.1: Time-windav basedeatures
| Featurename || Feature description |

count-dest Numberof o ws to uniquedestinationlP addressemsidethe
network in thelast second$rom thesamesource
count-src Numberof o wsfrom uniquesourceP addressemsidethenet-

work in thelast seconddo the samedestination
count-serv-src || Numberof o wsfrom thesourcelP to thesamedestinatiorport
inthelast seconds

count-serv-desf Numberof o wstothedestinatiorlP addressisingsamesource
portin thelast seconds

“Slow” scanningactiities, i.e., thosethatscanthe hosts(or ports)andusea much
largertimeinterval thanafew secondse.g.onetouchperminuteor evenonetouchper
hour, cannotbeseparatedrom therestof thetraf ¢ usingtime-windav basedeatures.
To do so,we alsoderive connection-windar basedeaturesthat capturesimilar char
acteristicsof connectionsastime-windov basedeaturesput arecomputedusingthe
last connectionsriginatingfrom (arriving at) distinct sourceqdestinations).The
connection-windw basedeaturesareshavn in Table3.2.

After the featureconstructionstep,the known attackdetectionmoduleis usedto
detectnetwork connectionghat correspondo attacksfor which signaturesare avail-
able,andthento remove themfrom furtheranalysis.For resultsreportedn this paper
this stepis not performed.

Next, thedatais fedinto theMINDS anomalydetectiormodulethatusesanoutlier
detectionalgorithmto assignananomalyscoreto eachnetwork connection A human
analystthenhasto look at only the mostanomalousonnectiongo determineif they
areactualattacksor otherinterestingoehavior.

MINDS associatiorpatternanalysismodulesummarizesietwork connectionghat
arerankedhighly anomaloudy theanomalydetectiormodule. Theanalystprovidesa
feedbaclafteranalyzingthe summariecreatecanddecidesvhetherthesesummaries
arehelpfulin creatingnew rulesthatmaybeusedn theknown attackdetectiormodule.
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Table3.2: Connection-windw basedeatures

| Featurename || Featuredescription |
count-dest-conn Numberof o ws to uniquedestinationlP addresse-
sidethenetworkin thelast o wsfromthesamesource
count-src-conn Numberof o wsfrom uniquesourcelP addressemside

thenetworkin thelast o wsto the samedestination
count-serv-src-conn|| Numberof o wsfrom the sourcelP to the samedestina-
tionportinthelast ows

count-serv-dest-conf) Numberof o wsto thedestinationP addressisingsame
sourceportin thelast ows

3.3 MINDS Anomaly DetectionModule

In this section,we only presenthe densitybasedutlier detectionschemeusedin our
anomalydetectionmodule. For more detailedoverview of our researchin anomaly
detectionthereadeiis referredto [19].

MINDS anomalydetectionmodule assignsa degree of beingan outlier to each
datapoint, which is calledthe local outlier factor (LOF) [5]. The outlier factorof a
datapoint is local in the sensethat it measureshe degreeof beingan outlier with
respecto its neighborhood.For eachdataexample,the densityof the neighborhood
is rst computed.The of aspeci c dataexample representthe averageof the
ratiosof thedensityof theexample andthe densityof its neighborsTo illustratethe
adwantage®f the LOF approachgconsidera simpletwo-dimensionabatasetgivenin
Figure3.2. It is apparenthatthe densityof cluster s signi cantly higherthanthe
densityof cluster . Dueto thelow densityof cluster , for mostexamples inside
cluster ,thedistancebetweertheexample andits nearesnheighboris greaterthan
the distancebetweenthe example  andits nearesineighbor which is from cluster

, andthereforeexample  will notbeconsideredsoutlier.

Hence thesimplenearesheighborapproactbasedn computingthedistancesail
in thesescenarios However, theexample  may be detectedasan outlier usingthe
distancedo the nearesineighbors. On the other hand,LOF is ableto captureboth
outliersdueto thefactthatit considerghe densityaroundexamples.

LOF requiresthe neighborhoodcaroundall datapoints be constructed. This in-
volvescalculatingpairwisedistancesetweerall datapoints,which is an pro-
cesswhich makesit computationallyinfeasiblefor millions of datapoints. To address
this problem,we samplea training setfrom the dataand compareall datapointsto
this small set, which reduceshe compleity to where is the size of the
dataand isthesizeof thesample Apartfrom achieving computationaéf ciency by
sampling,anomalousietwork behaior will not be ableto matchenoughexamplesin
the sampleto be callednormal. This is becauseaarebehaior will not be represented
in thesample.
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Figure3.2: 2-D Outlier Example

3.4 Evaluation of MINDS Anomaly Detection Results
on Real Network Data

This sectionreportsresultsof applying MINDS anomalydetectionmoduleon live
networktraf c attheUniversityof Minnesota.Whendescribingesultsonrealnetwork
data,we arenotableto reportthedetectiorrateandfalsealarmratedueto dif culty in
obtainingthe completdabelingof network connections.

The University of Minnesotanetwork securityanalysthasbeenusingMINDS to
analyzethe network traf c sinceAugust2002. During this period, MINDS hasbeen
successfuln detectingmary novel network attacksand emeging network behaior
that could not be detectedusing signaturebasedsystemssuchas SNORT. In general,
MINDS is ableto routinelydetectvarioussuspiciousehaior (e.g.policy violations),
worms, aswell asvariousscanningactivities. In the following, we rst shov how
theanalystanalyzeghe outputof the MINDS anomalydetectionmoduleon a speci ¢
dataset. We thenfollow with few examplesof eachof the differenttypesof attacks
identi ed by MINDS.

Figure 3.3 shaws top ranked connectionsproducedby the MINDS anomalyde-
tection modulefor a 10-minutewindow on January27, 2 days after the Slammer
| Sapphireworm started. The output containsthe original net ow dataalong with
the anomalyscoreandrelative contritutionsof eachof the 16 attributesusedby the
anomalydetectionalgorithm. Note that mostof the top ranked connectionsshavn
belongto the Slammer/ Sapphireworm. This is despitethe factthat for this period
network connectionsdueto the worm were only about2% of the total trafc. This
shaows the effectivenesof the MINDS anomalydetectionschemein identifying con-
nectionsgdueto worms. The connectionglueto theworm arehighlightedin light gray.
It canbeobsenedthatthehighestcontributionsto theanomalyscorefor theseconnec-
tionsweredueto feature® and11. Thiswasdueto thefactthattheinfectedmachines
outsideour network werestill trying to communicatevith mary machinesnside our
network. In Figure3.3,it canalsobe obsenedthatduring this time interval, thereis
anotherscanningactivity (pingscanhighlightedin darkgray)thatwasdetectednostly
dueto features9 and11. Thetwo non-shadedo ws arerepliesfrom “half-life game
seners”,whichwere agged anomalousincethosemachinesveretalkingto only port
27016/udp.For web connectionsit is commonto talk only on port 80, andit is well
representeéh the normalsample.However, sincehalf-life connectionglid not match
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Figure3.3: Mostanomalougonnectiongoundby theMINDS anomalydetectiormod-
ule in a 10-minutewindow, 2 daysafter the “slammerworm” started(January
2003)

ary normalsampleswvith high countson featurel5, they becameanomalous.
Worm detection

On October 2002, our anomalydetectionmodule detectedwo activities

of the slapperworm thatwerenot identi ed by SNORT sincethey werevaria-
tions of an existing worm code. Oncea machineis infectedwith the worm, it

communicatesvith othermachineghatarealsoinfectedandattemptso infect
othermachinesThemostcommonversionof thewormusegport2002for com-
munication,but somevariationsuseotherports. Our anomalydetector agged

theseconnectionsas anomaloudor two reasons.First, the sourceor destina-
tion portsusedin the connectionmay not have beenrareindividually but the
source-destinatioport pairswerevery rare(theanomalydetectordoesnot keep
track of thefrequeng of pairsof attributes;hawever, while building the neigh-
borhoodsof suchconnectionsmostof their neighborswill not have the same
source-destinatioport pairs,whichwill contributeto the distance) Secondthe
communicatiorpatternof the worm lookslik e a slow scancausingthe value of

thevariablethatcorrespond$o thenumberof connectiongrom the sourcelP to

thesamedestinatiorportin thelast connectionso becomdarge. SNORT has
arule for detectingwormthatusesport 2002 (anda few otherports),but not for

all possiblevariations.A singlegeneralSNORT rule canbewrittento detectthe
variationsof theworm atthe expenseof a higherfalsepositive rate.

Scanningand DoSactivities
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On August 2002, CERT/CC issuedan alert for “widespreadscanningand
possibledenial of serviceactiity targetedat the Microsoft-DS serviceon port

445/TCP” as a novel Denial of Service(DoS) attack. In addition, CERT/CC

alsoexpressedinterestin receving reportsof this actiity from siteswith de-

tailed logs and evidenceof an attack! Network connectionsdueto this type

of scanningwerefoundto be the top ranked outlierson August , 2002,by

our anomalydetectionmodulein its regularanalysisof University of Minnesota
trafc. Theport scanmoduleof SNORT could not detectthis attack,sincethe
port scanningwasslow. A rule to catchthis type of attackwasaddedlater in

Septembe002.

On August , 2002,0our anomalydetectiormoduledetectedscanningfor an
Oraclesener” by rankingconnectiongssociatedvith this attackasthe second
highestranked block of connectiongtop ranked block of connectionselonged
to theDoS activity targetedat the Microsoft-DSserviceon port 445/TCP).This
type of attackis dif cult to detectusingothertechniquessincethe Oraclescan
wasembeddeadvithin a muchlarger Web scan,andthe alertsgeneratedby Web
scancould potentially overwhelmthe analysts. On June , CERT/CC had
issuedanalertfor theattack.

Policy Violations

OnAugust  and 2002,ouranomalydetectiontechniquesletectech ma-
chine runninga Microsoft PPTPVPN sener, and anotheronerunninga FTP
seneronnon-standargorts,whicharepolicy violations.Both policy violations
werethetop rankedoutliers.Our anomalydetectormodule agged theseseners
asanomalousincethey arenot allowed,andthereforeveryrare.

On February , 2003, unsolicitedICMP echoreply messageso a computer
previouslyinfectedwith Stacheldractvorm (aDDoSagent)weredetectedy our

anomalydetectiorntechniquesAlthoughtheinfectedmachinehasbeenremoved

from the network, otherinfectedmachinesutsideour network werestill trying

to talk to the previously infectedmachinefrom our network.

3.4.1 SNORT versusMINDS anomaly detectionmodule

In this section,we presenta comparisorof MINDS andSNORT in termsof typesof
attacksthey areableto detect. Particularly, we comparetheir effectivenesson three
catgyoriesof anomalousmetwork behavior:

Content-basedttacks

Scanningactiities

Policy violations
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3.4.1.1 Content-basedattacks

Theseattacksareout of scopefor our anomalydetectiormodulesincethe currentver-

sion of MINDS doesnot make useof contentbasedfeatures. ThereforeSNORT is

superiorin identifying thoseattacks. However, SNORT is ableto detectonly those
content-basedttacksthat have known signatures/rulesDespitethe factthat SNORT

is morecapabldn detectinghe contentbasedattacksijt is importantto notethatonce
a computerhasbeenattacked successfullyits behaior could becomeanomalousand
thereforedetectedby our anomalydetectionmodule,as seenin previous examples.
This type of anomalousehaior will be furtherdiscussedn “policy violations” sec-
tion.

3.4.1.2 Scanningactivities

When detectingvariousscanningactiities SNORT and MINDS anomalydetection
modulemay have similar performancédor certaintypesof scansbut they have very
differentdetectioncapabilitiesfor othertypes.In generatherearetwo typesof scans:
inboundscanswhen an attacler outsidethe network is scanningfor vulnerabilities
within the monitorednetwork, andanoutboundscan whensomeonevithin the moni-

torednetwork is scanningputside.Therearetwo categoriesof inboundscanningactiv-

ities, whereSNORT andour anomalydetectionmodulemight have differentdetection
performance:

Fast(regular)scans
Slow scans

Whendetectingregular inboundscansfrom an outsidesource,SNORT portscan
modulekeepsgrackof the numberof destinationP addresseaccessetly eachsource
IP addressn a given time window (default valueis 3 seconds). Let's denotethis
variablecount-destalreadyde ned in Table 3.1. Wheneer the value of count-dest
is above a speci ed threshold(SNORT default valueis 4), SNORT raisesan alarm,
thusindicatinga scanby the sourcelP addressOur anomalydetectionmoduleis also
ableto assignhigh anomalyscoreto suchnetwork connectionssincefor mostnormal
connectionghe value of count-dests low. In addition,connectiondrom mary types
of scanningactuities tendto have otherfeatureshat areunusual(suchasvery small
payload) which make additionalcontributionsto theanomalyscore.

An inboundscancanbe detectecoy SNORT providedthe scanis fastenoughfor
chosenrtime window (default valueis 3 secondspndcountthreshold(default valueis
4). If ascanningactivity is notfastenoughoutsidespeci edparameters)t will notbe
detectedby SNORT. However, SNORT canstill detectsuchactivities by increasinghe
time window and/ordecreasinghe numberof eventscountedwithin thetime window,
but thiswill tendto increasdalsealarmrate.Ontheotherhand,ouranomalydetection
moduleis moresuitablefor detectingslow scanssinceit considersothtime-windov
basedand connection-windw basedfeatures(as opposedo SNORT that usesonly
time-window basedeatures).

SNORY is unableto detectoutboundscanssimply becausat doesnot examine
them. Contrary our anomalydetectionmoduleis able to detectboth inbound and
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outboundscans. Reversingthe inputsto the portscanmodulewill allow SNORT to
detectoutboundscansaswell. However, this will increasehe memoryrequirements,
andSNORT will still have the sameproblemwith slow outboundscansasit haswith
slow inboundscans.

3.4.1.3 Policy violations

MINDS anomalydetectionmoduleis much more capablethan SNORT in detecting
policy violations (e.g. rogue and unauthorizedservices),sinceit looks for unusual
network behaior. SNORT may detectthesepolicy violationsonly if it hasa rule for
eachof thesespeci c actiities. Sincethe numberandvariety of theseactvities can
be very large and unknown, it is not practicalto incorporatetheminto SNORT for
thefollowing reasonskFirst, processingf all theseruleswill requiremoreprocessing
time thuscausingthe degradationin SNORT performancelt is importantto notethat
it is desirablefor SNORT to keepthe amountof analyzednetwork trafc small by
incorporatingasspeci c rulesaspossible.On the otherhand,very speci c ruleslimit
thegeneralizatiortapabilitiesof atypical rule basedsystemj.e., minor changesn the
characteristicef anattackmight causehe attackto be undetected.
Second,SNORI's static knowledge hasto be manuallyupdatedby humanana-
lysts eachtime a new suspiciousbehaior is detected.In contrast MINDS anomaly
detectionmoduleis adaptve in nature,andit is particularly successfuin detecting
anomaloushehaior originating from a compromisedmnachine(e.g. attacler breaks
into a machine,installs unauthorizedsoftware and usesit to launchattackson other
machines)Suchbehaior is oftenundetectedby SNORT's signatures.

3.5 MINDS Module for Summarizing AnomalousCon-
nectionsUsing AssociationRules

In the pastdecademining associationuleshasbeenthe subjectof extensie research
in datamining. Techniquedor mining associatiorrules were originally developed
to analyzesalestransactiondata, where analystsare interestedto know what items
are frequently boughttogetherin the sametransaction. In general,an association
rule is an implication expressionof the form , where and aresetsof
binary features. An associatiorrule can be usedto predict the occurrenceof cer
tain featuresin a recordgiven the presencef otherfeatures. For example,the rule
indicateghatmostof thetransactionshatcontainbread
andbutter alsoinvolve the purchaseof milk. The setsof itemsor binary featuresare
known asitem setsin associatiorrule terminology
Given a setof records,the objective of mining associatiorrulesis to extract all
rulesof the form that satisfy a userspeci ed minimum supportand mini-
mum con dencethresholds.Supportmeasureshe fraction of transactionghat obey
the rule while con denceis an estimateof the conditionalprobability . For
example, suppose of all transactionsontain breadand butter, and of the
transactiongontainbread,butter, andmilk. For this example,the supportof the rule
is andits con denceis . If the
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minimumsupporthresholds chosertobe  andtheminimumcon dencethreshold
is , thenthis rule would be extractedby the associatiomule mining algorithm. In
this example theset is alsoreferredto asa frequentitem set.

Associationpatternspften expressedn the form of frequentitem setsor associa-
tion rules,have beenfoundto bevaluablefor analyzingnetwork traf ¢ data[3,20,25].
Thesepatternscanbe usedfor thefollowing purposes:

To constructa summaryof anomalousonnectiongetectedoy the IDS. Often
times, the numberof anomalousconnectionsagged by an IDS can be very
large, thusrequiringanalyststo spenda large amountof time interpretingand
analyzingeachconnectionthat hasa high anomalyscore. By applyingassoci-
ation patterndiscovery techniquesanalystscanobtaina high-level summaryof
anomalousonnections For example,scanningactivity for a particularservice
canbe summarizedy afrequentset:

srclP= , dstPort=
If mostof theconnectionsn thefrequentsetarerankedhigh by theanomalyde-
tectionalgorithm,thenthefrequentsetmaybea candidatesignaturor addition
to asignature-baseslystem.

To construcipro le of thenormalnetwork traf c behaior in anomalydetection
systemg3,25]. As previouslynoted,ananomalydetectiorsystenrequiressome
informationabouthow the normalnetwork traf c behaesin orderto ascertain
the anomalousonnections.Associationpatternscanprovide the necessaryn-
formationby identifying setsof featureshatarecommonlyfoundin thenormal
network traf ¢ data. For example,a Web browsing actiity, (almostalwayson
port 80 anduseghe TCP protocolwith a smallnumberof paclets)couldgener
atethefollowing frequentset:
protocol=TCRdstPort= , NumPackets=3..6

In addition,associatiompatterngenerateatdifferenttime framescanbeusedo
studythesigni cant changesn thenetwork traf ¢ atvariousperiodsof time[20]

Recurrenfpatternan normalor anomalousonnectiongansene assecondary
featuresto be augmentedo the original datain orderto build betterpredictive
modelsof thenetwork traf ¢ data.

Mining associatiorpatternsn network trafc datais a challengingtaskdueto the
following reasons:

Imbalancedtlassdistribution. Standaraissociatiompatterndiscoverytechniques
rely on a userspeci ed minimum supportthresholdto eliminate patternsthat
occurinfrequentlyin the data. For network intrusion data, the proportion of
network trafc that correspondgo an attackis considerablysmallerthan the
proportionof normaltrafc. As aresult,onehasto applya very low minimum
supportthresholdio detectpatternsnvolving the attackclass. Thiswill degrade
the performanceof associatiorpatterndiscovery algorithmsconsiderablyand
producesanoverwhelminglylarge numberof patterngor thenormalclass.

Connectionghat have high anomalyscoresare mostly likely to be attacksand
thosewith low anomalyscoresaremostlikely to benormaltrafc. For associa-
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tion patternanalysiswe chooseconnectionghatappeaiin thetop few percent-
ageof anomalyscoresto be the attackclassandthe bottomfew percentagef

anomalyscoresto be the normalclass.Connectionsvith intermediateanomaly
scoreswill beignored. We thenminethe frequentpatterngor eachclasssepa-
rately usingdifferentminimumsupportthresholdsdependingon the numberof

connectionghatbelongto eachclass.If the classis small,thenalow minimum
supportthresholdis chosen. Finally, a vertical associatiorrule mining algo-
rithm [20,33] is appliedto ef ciently discoverfrequentpatternsof eachclass.

Binarizationand groupingof attribute values. The network intrusiondatacon-
tainsseveral continuousattributessuchasnumberof paclets,numberof bytes,
anddurationof eachconnection.Theseattributesmustbe transformednto bi-
nary featuresrst beforeapplyingstandardassociatiorpatternalgorithms.The
transformatiorcanbe performedusinga variety of supervise@andunsupervised
discretizatiortechniquesUsingthe outputscoresf the anomalydetectorasits
groundtruth, MINDS employs a supervisedinningstratey to discretizethe at-
tributes. Initially, all distinctvaluesof a continuousattributeis putinto onebin.
Worstbin in termsof purity is selectedor partitioninguntil the desirednumber
of binsis reached.Gini index is usedto determinethe bestsplit. Binning for a
continuousattributeis illustratedin Table3.3.

Table3.3: Discretizationof a continuousattribute

Class
Anomalous| O 0 2011020 O 0 0 0
Normal 150|100 0 | O | O | 100 | 100 | 150 | 100
binl bin2 bin3

In addition,the sourceanddestinationP addressesanbe groupedtogetherby
applyingvarying sizesof net-masks.For example,the group160.94.* * repre-
sentsthe classB addresdor all IP addressewhose rst two octetsare160and
94. However, by doing so, an IP addresswill now belongto multiple groups,
which maygiveriseto multiple patternslescribingsimilar typesof connections.
For example,if the pattern(SourcelP= , Protocol=TCP)is frequent,then
thepattern(SourcelP= , Protocol=TCPWwhere given
anet-masksize,mustalsobefrequent.

Pruning the redundantpatterns. Although associatiorpatternscan detectsets
of featuresthat occurfrequentlyin the network traf ¢ data,the numberof pat-
ternsextractedcanbe quitelarge,dependingn the choiceof minimumsupport
threshold. Someof the patternsare redundanbecausehey correspondo the
subset®f otherpatterns For example,giventwo frequentsets:
Protocol=TCPDstPort=8888,TCP ags=SYN
DstPort=8888,TCP ags=SYN

the rst oneis moredescriptve thanthe secondlf the supportof thesetwo item
setsis very close,thenthe secondule is redundant.MINDS appliesa e xible
pruning schemeo eliminateredundanfpatternsby comparingthe supportand
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con denceof patternghatsharesimilar features.If the supportandcon dence
of suchpatternsarealmostidentical,the moredescriptve patternis retained.

Finding discriminatingpatterns.Eventually the goal of mining associatiorpat-
ternsis to discover patternghatoccurregularly in the normalclassor anomaly
class,but not both. To do this, we needa measurghat canrank the patterns
accordingto their discriminatingpower. MINDS allows the usersto rank the
discoveredpatternsaccordingto variousmeasuresasillustratedin Figure3.4.
Considera setof features thatoccur timesin theanomalouslassand
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Figure3.4: Measuredor orderingpatterns

timesin thenormalclass.Also,let and bethenumberof anomalousand
normalconnectionsn the dataset. Assumingthatwe areonly interestedn nd-
ing pro les of theanomalouglass theratio to wouldindicatehow
well the patterncoulddiscernanomalougonnectiongrom normalconnections.
If the proportionof samplesn eachclassis the same,i.e., , thenthe
ratio measurds a monotonefunction of precision. Ratio or precisionaloneis
insufcient becausehey often characterizeonly a small numberof anomalous
connectionsin theextremecaseararepatternthatis obsenedonly oncein the
anomalouslassanddoesnot appeaiin the normalclasswill have a maximum
valueof ratio andprecision,andyet, may not be signi cant. To accountfor the
signi cance of a pattern,the recall measurecanbe usedasan alternatve. Un-
fortunately a patternthathashigh recallmay not necessarilyoe discriminating.
TheF1-measureyhichis the harmonicmeanof precisionandrecall,providesa
goodtrade-of betweerthetwo measures.

Groupingthe discovered patterns. It is worth notingthat someof the extracted
patternscan describea similar setof anomalousonnections.For example,a
probeor scanmaygiveriseto multiple patternghatarevery similarto eachother
(e.g.,thesepatterngnayinvolve thesamesourcd P addressndportnumberbut
differentdestinatiorlP addresses)lhus,it is usefulto grouptogethetherelated
patternsheforepresentinghemto theanalysts.

Theoverall architectureof our associatioranalysismoduleis shovn in Figure3.5.
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As previously noted,MINDS would usethe anomalyscoresof the connectiongo de-
terminewhetheraconnectiorbelonggo thenormalor attackclass.In ourexperiments,
we chooseconnectionghat have the top 10% anomalyscoreto be the anomalyclass
andthe bottom 30% anomalyscoreto be the normal class. Connectionswith inter-
mediateanomalyscoresareignored.Next, the associatiorpatterngeneratois applied
to eachclassandthe patternsareranked accordingto the variousmeasureslescribed
above. The extractedpatternscanbe usedto createsummariesandpro les for normal
andanomalougonnectionsOncethepro le for theattackclassis createdafollow-up

Anomaly Scores

iscriminating Association
Pattern Generator

/
R0O01: TCP, DstPort = 1863 -> Anomaly

MINDS

Anomaly
Detection
Module

R100: TCP, DstPort = 80 -> Normal

Y
* Build normal profile

* Study changes in normal behavior
* Create summary for anomalies

® Understand nature of anomalies

Figure3.5: MINDS associatioranalysisnodule

analysisis often performedto studythe natureof the anomalousonnectionsA typi-
cal follow-up analysisinvolvesconnectingvia telnetto the suspectedomputerat the
speci ¢ portandexaminingthereturnednformation. Anotherpossibility of analyzing
the suspectedomputeris to startcapturingpacletson that machineat the particular
portandto investigatehe contentsof the paclets.

3.5.1 Evaluation of attack summarieson real network data

In this section,we reportsomeof the highestranked (mostdiscriminative) patterns
generatedy the our associatiorpatternanalysismodule. Thesepatternsrepresena
summanyof themostfrequentlyoccurringanddiscriminatinganomalousraf c  agged
by MINDS anomalydetectiormodule.
A typical outputof the summarizatiormodulefor a 10-minutewindow on May
is shawvn in Figure3.6. In additionto the informationreportedby the anomaly
detectionmodule,the summarizethastwo additionalcolumns and , which are
usedto evaluatethe quality of rulesdiscovered. Givenarule, denoteshow mary
timesthis rule occurredamonganomalousconnectionswhile  denoteshow mary
timesthis rule occurredin normalconnections.Single network connectionghatare
not partof a summaryhave dashesn thesecolumns.In Figure3.6, light gray colored
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connectionsincludingthe top ranked connectiorwith a scoreof 31.17,correspondo
aUniversityof Minnesotacomputerconnectingo aremoteFTPsener, whichhappens
to berunningon port 5002. Furtherinvestigationof the local machineshovedthatit
is alsorunningmultiple peerto-peerle sharingapplications Theseconnectionsvere
not summarizedecause large numberof similar connectionshadlow scores.The
secondine is asummaryof 150 TCPresetpacletsrecevedfrom 64.156.X.74 Further
analysisndicatedthatthis computetasbeenthevictim of aDoSattack,andwe were
observingbackscattel.e. repliesto spoofedpaclets. The next summaryof 5 connec-
tionson port4729appearso beafalsealarm.Thedarkgraylinesaresummarie®f 72
connectionsnvolvedin an FTP scanfrom a computerin Columbia(200.75.X.2).The
summaryof 12 connectionsnvolving destinatiorport 113represent$DENT lookups,
wherearemotecomputeiis trying to getthe usernamef a user Thenext summaryof
8 connectionsvith destinatiorport 119, correspondso a USENETsener transferring
alargeamountof data.

Figure3.6: Outputof MINDS summarizationrmodule

In the following, we presentsereral additionalassociatiorpatternsfound by the
MINDS summarizatioomoduleon differentdays.

Examplel

srclP=IP1dstPort=80Protocol=TCPFlag=SYN,NumPackets=3,
NumBytes=120..180(c1=256,c2=1)
srclP=IP1,dstIP=IP2,dstPort=80,Protocol=TCPFlag=SYN, NumPackets=3,
NumBytes=120..180(c1=177,c2=0)

The rst rule indicatesthatthe sourceof the anomalousonnectiongoriginates
from IP1,thedestinatiorportis 80, the protocolusedis TCPwith tcp ags setto

SYN, the numberof pacletsis 3, andthe total numberof bytesis betweenl20

and180. Furthermorethis patternis obsened 256 times(c1 = 256) amongthe

anomalougonnectiongndonly once(c2=1)in thenormalconnectionsThere-
fore, it hasa high ratio and precision,which is why it is ranked amongthe top

few patterndoundby the system.

At rst glancethe rst rule indicatesa Web scansinceit appearsnostlyin the
anomalyclasswith a x edsourcelP addressut notwith a x eddestinationP
addressHowever, the secondrule suggestshatan attackwaslaterlaunchedo
one of the speci ¢ machinessincethe patternoriginatesfrom the samesource
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IP addressut hasa speci ¢ destinationP addressaandcoversonly anomalous
connectionsFurtheranalysiscon rms thata scanhasbeenperformedfrom the
sourcelP addressP1, followedby anattackon a speci ¢ machinethatwaspre-
viouslyidenti ed by theattaclerto bevulnerable.

Example2
dstIP=IP3, dstPort=8888Protocol=TCRc1=369,c2=0)
dstIP=IP3, dstPort=8888Protocol=TCPFlag=SYN(c1=291,c2=0)

This patternindicatesa high numberof anomalousTCP connectionson port
8888to a speci ¢ machine. Follow-up analysisof the connectionsoveredby
thepatternindicategpossiblesxistenceof amachineghatis runningavariationof
the KaZaA le-sharing protocol. KaZaA le sharingsoftwareis typically used
for sharingaudio,video,andsoftware les, which arevery oftenillegal copies.

Example3

srclP=IP4 dstPort=27374Protocol=TCPFlag=SYN,NumPackets=4,
NumBytes=189200c1=582,c2=2)

srclP=IP4, dstPort=12345NumPackets=4 NumBytes=189200c1=580,c2=3)
srclP=1P5, dstPort=27374Protocol=TCPFlag=SYN, NumPackets=3,Num-
Bytes=144(c1=694,c2=3)

The patternsabove indicatea numberof scanson port 27374 (which is a sig-
naturefor the SubSeenworm) andon port 12345(which is a signaturefor the
NetBusworm). Furtheranalysishasshavn thatthereareno fewerthan ve ma-
chinesscanningor oneor both of theseportswithin anarbitrarytime window.

3.6 Future Directions

The overall objective of the MINDS projectis to develop on-line and scalabledata
mining algorithmsandtools for detectingattacksand threatsagainstcomputersys-
tems.Althoughourtechniqueslevelopedto datearevery promisingandsuccessfuin
detectingmary computerattackghatcouldnot bedetectedy stateof theartintrusion
detectionsystemsthey needto beimproveddueto variouschallengesFirst, datagen-
eratedrom network traf c monitoringtendsto have very high volume,dimensionality
and heterogeneityandthereis a needfor high performancedatamining algorithms
thatwill scaleto very large network trafc datasets. Second network datais tem-
poral (streaming)in nature,and developmentof algorithmsfor mining datastreams
is necessaryor building real-timeintrusion detectionsystem. Third, low frequeny
of computerattacksrequiresmodi cation of standarddatamining algorithmsfor their
detection.Fourth, cyber attacksmay be launchedrom several differentlocationsand
targetedto mary differentdestinationsthuscreatinga needto analyzenetwork data
from several network locationsin orderto detectthesedistributedattacks.Therefore,
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developmentof a cooperatre anddistributedintrusiondetectionsystemfor correlat-
ing suspiciousventsamongmultiple participatingnetwork sitesto detectcoordinated
attackswill be oneof thekey component®f this project. Finally, corverting network
traf c datainto usefulfeaturesis a complec task. We planto aggrgateinformation
from differentsourceqe.g.,tcpdumpdata,syslogdata,alarmsfrom variousIDSs)in
orderto obtain more comprehensie setof featuresthat will be usedin datamining
algorithms.In additionto thesechallengeshatde ne possibledirectionsin our future
researchMINDS alsowill have avisualizationtool for providing a graphicaluserin-
terfacethatwill helpsecurityanalystgo bettercomprehendhe anomalousventsand
patternsxtracted.

A numberof applicationutsideof intrusiondetectiorhave similar characteristics,
e.g. detectingcredit card and insurancefrauds, early signsof potentialdisasterdn
industrialprocessontrol, early detectionof unusuaimedicalconditions- e.g. cardiac
arrhythmiaetc. We planto explorethe useof ourtechniquego suchproblems.
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