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Abstract. With growing dependenceuponinterconnectednetworks,defending
thesenetworksagainstintrusionsis becomingincreasinglyimportant.In thecase
of attacksthatarecomposedof multiplesteps,detecting theentireattackscenario
is of vital importance.In thispaper, weproposeananalysisframework thatis able
to detectthesescenarioswith little predefinedinformation.Thecoreof thesystem
is the decompositionof the analysisinto two steps:first detectinga few events
in the attackwith high confidence,andsecond,expandingfrom theseeventsto
determinethe remainderof the events in the scenario.Our experimentsshow
that we can accuratelyidentify the majority of the stepscontainedwithin the
attackscenariowith relatively few falsepositives. Our framework can handle
sophisticatedattacksthatarehighly distributed,try to avoid standardpre-defined
attackpatterns,usecover traffic or “noisy” attacksto distractanalystsanddraw
attentionaway from thetrueattack,andattemptto avoid detectionby signature-
basedschemesthroughtheuseof novel exploitsor mutationengines.
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1 Intr oduction

As thethreatof attacksby network intrudersincreases,it is importantto correctlyiden-
tify and detecttheseattacks.However, network attacksare frequentlycomposedof
multiple steps,and it is desirableto detectall of thesestepstogether, as it 1) gives
moreconfidenceto theanalystthatthedetectedattackis real,2) enablestheanalystto
morefully determinethe effectsof the attack,and3) enablesthe analystto be better
ableto determinetheappropriateactionthatneedsto betaken.TraditionalIDSsfacea
majorproblemin dealingwith thesemulti-stepattacks,in thatthey aredesignedto de-
tectsingleeventscontainedwithin theattack,andareunableto determinerelationships
betweentheseevents.

Many alert correlationtechniqueshave beenproposedto addressthis issueby de-
termining higher level attackscenarios[4,6,24, 27,34]. However, if the datathat is
beingprotectedby the network is highly valuable,an attacker canspendmore time,
money, and effort to make his attacksmore sophisticatedin order to bypassthe se-
curity measuresand avoid detection.Attackers, then,may usetechniquesto prevent
their attacksfrom beingreconstructed,suchasmakingtheir attackshighly distributed;
avoidingstandard pre-definedattack patterns; usingcover traffic or “noisy” attacks to
distractanalystsanddraw attentionaway from thetrueattack;andattemptingto avoid



detectionby signature-basedschemesthroughtheuseof novel attacksor mutationen-
gines[38]. In thesemoresophisticatedattacks,many of thesecorrelationtechniques
facecertaindifficulties. In the caseof matchingagainstattackmodels[4] or analysis
of prerequisites/consequences[6,24, 27,34], attackerscan(andoftendo) performun-
expectedor novel attacksto confusetheanalysis.In addition,theinformationfor these
schemesmustbespecifiedaheadof time,andthustheanalystmustbecarefulto specify
completeinformationandnotmissany possiblesituation.

Furthermore,thesecorrelationapproaches,aswell as traditional IDS techniques,
suffer from a fundamentalproblem,in thatthey try to achieve botha low falsepositive
rateanda low falsenegative ratesimultaneously. Thesegoals,however, areinherently
conflicting. If the mechanismusedis setto be too restrictive thentherewill be many
falsenegatives,yet if the mechanismis setto be lessrestrictive, many falsepositives
will be introduced.Also, if signature-basedsystems,suchasSnort[32], areusedwith
many rules, too much time will be spentprocessingeachpacket, resultingin a high
rateof droppingpackets[30]. If thesedroppedpacketscontainattacks,thenthey will
be missed.While someof the approacheshave techniquesto dealwith missedattack
steps[4,24,27], they cannot handletheabsenceof many of thestepsin theattack.

Contrib ution In thispaper, weproposeananalysisframework thataddressesthistrade-
off betweenfalsepositivesandnegativesby decomposingtheanalysisinto two steps.
In thefirst step, theanalysisis performedin a highly restrictive fashion,which selects
eventsthat have avery low false positive rate. In the secondstep, theseeventsare
expandedinto a completeattackscenarioby usinga lessrestrictive analysis, with the
conditionthat theeventsaddedarerelatedsomehow to theeventsdetectedin thefirst
step.We describehow this framework is suitablefor this problemasit addressesthe
tradeoff betweenfalsepositivesandfalsenegatives.In addition,our framework is 1)
flexible, asit allows the analystto exercisecontrol over the resultsof the analysis,2)
designedto bemodularandextensible,andthusmakesit easyto improvetheindividual
componentsof theanalysisandincorporatenew sourcesof data.We alsoimplemented
andevaluatedour framework on a datasetthatcontainedseveralattackscenarios,and
wewereableto successfullydetectthemajorityof thestepswithin thosescenarios.

Organization The remainderof this paperis organizedas follows. In Section2 we
describeourframework. In Section3 wedescribeourimplementationof thisframework
andshow its experimentalresultsin Section4. Next wediscusswhethertheframework
achievesthegoalssetforth in thedesignanddiscussthelimitationsof our approachin
Section5. We thendescribesomeareasof relatedresearchin Section6 anddraw some
conclusionsandoutlinedirectionsfor our futurework in Section7.

2 Framework Design

Thegoalsfor our analysisframework areasfollows: First, thesystemshouldaddress
the inherenttradeoff betweenfalsepositivesand falsenegatives.Second,the system
shouldbeableto detectthemajority of thestepscontainedwithin anattackandmake
connectionsbetweenthesestepsto form theattackscenario.For thisweassumethatat
leastonestepin theattackis visible (if noneof theattackstepsarevisible to any lower
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level IDS, andthustheattackis perfectlystealthy, thenwe will beunableto detectthe
attack).Third, our analysisframework shouldprovide high coverageof attacks(mean-
ing thatmostor all of theattacksaredetected).Finally, thesystemshouldbemodular
by design,thusmakingit simpleto incrementallyimproveourapproach.

Themainchallengefacedin designingthis kind of systemis balancingfalseposi-
tivesandfalsenegatives.To addressthisproblem,ouranalysisframework is composed
of two mainsteps.Thefirst step,Anchor Point Identification, is focusedon detectinga
setof events(anchorpoints)in avery restrictive fashion,suchthatthesetcontainsvery
few falsepositives.However, this will inevitably resultin a largenumberof missedat-
tacksteps.To dealwith this,thesecondstep,Context Extraction, relaxestherestrictions
conditionally;for a (potential)attackstepto beexaminedin this step,it mustmeetthe
lower requirementsassetby the detectionmechanism,andit mustalsobe connected
in someway to aneventcapturedin thefirst step.Theoverall framework is shown in
Figure1.Notethatin Figure1 therearethreesteps,wherethethird step,Attack Charac-
terization, is concernedwith giving semanticmeaningto thestepsin theoverall attack
scenario,asdetectedby thefirst two steps.This stepis out of scopefor this paperand
thusit is not addressedin the descriptionof our framework. In addition,the analysis
schemeincorporatesdomainspecificknowledgeto further refine the results,which it
doesby keepinga humananalystin the loop. The analystcan control the output of
AnchorPoint IdentificationandContext Extractionby specifyingthesensitivity of the
toolswhich they utilize or applyingdomainknowledgein therulesthatareused.

In addition,theanalystcancontrol his view, in thathecanspecifytheeventsthat
heis interestedin seeing.For example,if theanalystis securingaspecificmachinethat
containsimportantdata,hecansetthatmachineto be theanchorpoint andsearchfor
relevantcontext that is relatedto thatmachine;or if theanalystknows abouta certain
activity thatoccurredon thenetwork, or hasa list of known badhostsin a blacklist,he
canspecifythehostsinvolvedin thatactivity.

2.1 Anchor Point Identification

The first phaseof the multi-stepanalysisinvolvesthe identificationof startingpoints
(anchor points) for analysis.This is doneby takinga setof low-level IDS alertsfrom



oneor more(preferablyindependent)sourcesandselectingfrom this seta numberof
anchorpoints,suchthat we have high confidencethat the setcontainsvery few false
positives.This canbedonein many ways.Oneway is to usea singleIDS configured
to operatein a very restrictive manner, resultingin a high confidenceyet incomplete
setof attackevents.Anotherway of doing this is throughcorrelationtechniques.It is
well known that if an alert canbe correlatedwith many otheralerts,we canbe more
confidentthat this alertcorrespondsto a truepositive [24]. Thus,in this manner, alerts
from multiple sourcescan be combinedtogether, whereonly the alertswhich have
high confidenceareselected.However, thereis a differencebetweenthe goal of this
stepandthe goal of traditionalalert correlationtechniques.The differenceis that we
arenot trying to balancefalsepositivesversusfalsenegatives.Instead,Anchor Point
Identificationattemptsto aggressively reducefalsepositives while maintaininghigh
coverageof attackscenarios(wherean attackscenariois considered”covered” if at
leastoneattackevent in the scenariois selectedin this step).The low falsepositive
requirementis neededto ensurethat the subsequentcontext extraction startsfrom a
highly trustedbasethus can focus on reducingfalsenegatives.Becausehigh attack
coveragecanaccommodatehigh falsenegatives,this challengeis a relaxationof the
more stringentrequirementon traditional techniquesthat requirelow falsepositives
andlow falsenegativessimultaneously.

2.2 Context Extraction

Theanchorpointsgeneratedin theprevioussteparecomprisedof eventsin whichthere
is highconfidencethatthey arepartof anattack.TheContext Extractionstepgenerates
a suspiciouscontext aroundtheseanchorpoints,both temporallyand spatially. This
stepdetectseventsrelatedto theanchorpointswhicharealsoanomalousor suspicious,
but notenoughsoto bedetectedby thepreviousstep.Thegoalof thisphaseis to addto
thecontext only thoseactivities thatarepartof theattack,thusfilling in theattacksteps
missedby thepreviousstep,while keepingthe low falsepositive rateachievedby the
AnchorPoint Identification.This is doneby relaxingtherestrictionsconditionally, i.e.
“loweringthebar”, but only for thoseeventsthatareconnectedsomehow to ananchor
point.

Themajorrequirementfor this stepis sometypeof rankingfor eachnetwork con-
nection.Oneway this is accomplishedis by ananomalydetectionsystem.In this type
of system,all connectionsare ranked accordingto how anomalousthey areascom-
paredto all othernetwork connections,and this is typically doneusingdatamining
techniques.Thiscanalsobedoneby building historicalbehavior profilesfor eachhost,
determiningwhichmachinesareserversandclientsfor particularservices.Whenusing
historicalbehavior profiles,connectionswould beaddedto thecontext if they deviated
from the historicalbehavior profiles for the hoststhat they involved, for exampleif a
web server startedinitiating connections,which it hadnever donebefore.This must
bedonecarefully, however, for examplein thecaseof peer-to-peerconnections,which
canbe difficult to profile. If this type of traffic is not carefully profiled thenthe con-
text canexpandrapidly, effectively invalidatingtheresult.Oneway to dealwith this is
to usepeer-to-peerdetectiontechniques[19] andignorethe peer-to-peertraffic when
profiling.



Thisstep alsomakesuseof domainknowledgein theform of rules.Certainbehavior
patternsareknown to besignsof maliciousactivity. For example,attackersoftenscan
a network on a particularport to look for vulnerablemachines.Thesescansmostoften
result in failed connectionattempts,asmostmachineswill not have aserviceon that
port. Thus, thesemachineswill not respond(or will reject the connectionattempt),
andthereforearenotvulnerableto beingattackedonthisport.Thiscanbecapturedin a
rulewhichstatesthatall scansthatdonotresultin afull connection(nosuccessfulreply
from thescannedhost)shouldbeignored,andall scanswhich do receive asuccessful
responseshouldbeincluded.

3 Implementation Details

We implementedour framework to evaluateits effectiveness.Our framework couldbe
instantiatedin many ways,howeverwechoseto implementit usingsimplecomponents,
in orderto seehow the framework performedeven with simplecomponents.As seen
in Section4, even with the simplecomponents,our analysisframework successfully
detectedtheattackscontainedwithin thedataon which we tested.Thesecomponents,
however, leavemuchroomfor improvementand,sincetheframework is designedto be
modular, newerandmoresophisticatedtechniquescanbeeasilydesignedandinserted.
In our implementation,we also utilized certain“primiti ves”, suchas low level IDS
systems.The choiceof thesesystemsweredriven by simplicity andpracticality, and
couldeasilybereplacedby any othersystemthatachievesthesamegoals.

3.1 Data Sources

Our framework requirescertaindatasourcesto bepresentin orderto performtheanal-
ysis. We evaluatedour framework on a specificdataset (which is describedin Sec-
tion 4), andthusmany of thechoicesfor primitivesweredrivenby this dataset.First,
thenetwork traffic wasin tcpdumpformat,whichwe thenconvertedinto anetflow for-
mat [33]. Thusall theanalysiswe performedwasdoneon aggregatednetwork header
information.Also, alongwith the traffic, Snortalertswereincluded.Thus,our imple-
mentationusedthesealertsasonelow-level IDS. In addition,wealsousedourMINDS
anomalydetector[11,12] andMINDS scandetector[10]. Notethatthesechoiceswere
madebasedon practicalreasonsandcouldbereplacedby othersystems.For example,
Snort could be replacedby any other signature-basedsystem,suchas ISS Real Se-
cure[16]. Also, any scandetectorcouldbeusedin placeof theMINDS scandetector,
suchasTRW [18], andthefollowing host/serviceprofiler couldbereplacedby a more
systematic host/serviceprofiler suchasthe port patternanomalydetectorusedin the
EMERALD system[29, 35].

For the context extraction,we implementeda simple historical behavior profiler
(e.g.host/serviceprofiler), which examinesthe network traffic anddetermineswhich
machinesrun which services,andwhich machinesareclients for particularservices.
How it wasusedfor context extractionis describedin Section3.3. It is basedon the
fact that machinestypically exhibit the samebehavior repeatedly. Thus,a web server
might acceptmany connectionson port 80 and443, andrarely have any connection



requestson otherportsor make outgoingconnectionson any ports.The profiler con-
structsa probability distribution of serviceswhich have beenaccessedon eachhost.
Theprobabilityis calculatedfor eachhostby dividing thenumberof connectionsmade
to/from a particularport by the total numberof connectionsto/from that host.If this
probability is greaterthana configurablethreshold,then it is declaredto be a server
(or client, dependingon thedirectionof theconnections)on thatport. In additionthe
profiler only profilesvalid connectionsthathavebidirectionalflows(i.e. incomingflow
andcorrespondingoutgoingflow). This preventsthe profiler from beingskewed, for
exampleby receiving scanpacketson a port on which it doesnot offer any services.
In our implementation,only internalhostswhich have adegreeof connectivity greater
thansomethreshold(e.g.Ts for theserver, Tc for client)areprofiled.Oncetheprofiles
have beengenerated,eachconnectionis examinedandmatchedagainsttheprofile for
thehostinvolved.If it matchestheprofile (e.g.theconnectionin incomingonport80to
amachinethathasbeenprofiledasaserveronport80),thentheconnectionis assigned
ascoreof 0, meaningnormal.If theconnectiondoesnotmatchany profile for thehost,
thenit is assignedascoreof 1, meaninganomalous.

3.2 Anchor Point Identification

TheAnchorPointIdentificationsteptakestheoutputof multiple alertsensorsandpro-
ducesthesetof eventsinvolved in attackswith higherconfidencethanrelying on any
single low-level IDS tool. In order for the alert combinationto be effective, the data
shouldbeasorthogonalaspossible,thusmaximizingtheoverall information.In ourim-
plementation,weachievedthis throughtheuseof SnortalertsandtheMINDS anomaly
detector[11]. Thesetwo IDSsusevastlydifferentmechanismsto flagtraffic, andthusfit
therequirementthatthesourcesbeorthogonal.Wecombinedthesetwo datasourcesin
a simplemanner, selectingSnortalertsto beanchorpointsif eitherthesourceor desti-
nationmachinewasalsoinvolvedin ahighly rankedanomaly. Notethattheanomalous
activity neednot be the sameconnectionthat wasflaggedby Snort.The intuition be-
hind this mechanismto combinethe datais asfollows. If a machineis truly attacked
andcompromised,it is likely that theattacker would usethemachinein a way that it
normally doesnot behave, causinganomaloustraffic to/from this host.The threshold
for determiningif a flow is consideredto behighly anomalousis configurable.Details
on how sensitive this thresholdwasandhow effective this techniquewascanbefound
in Section4.

3.3 Context Extraction

Thenext stepin theanalysisprocessis theContext Extractionstep.Themaingoalof
thisstepis to addeventsfrom thesetof all network traffic thatarerelatedto theattack(s)
representedby theanchorpointsdetectedin thepreviousstep.Themainchallengefaced
by this stepof theanalysisis to properlyrefinethecontext soasto addthemaximum
numberof attackstepsto thecontext, while addingtheminimumnumberof unrelated
events.As notedin Section2.2,wemadeuseof two maintechniques,rulesdrawn from
domainexpertiseandhost/serviceprofiling. The rulesusedareas follows: First, we
ignoredall traffic that wasflaggedasa scanin which the scannedhostdid not reply



(i.e.did notsuccessfullyopenaTCPconnection).Conversely, weselectedall scanning
traffic that did result in a full bidirectionalconnection.Finally, eachconnectionfor
which thepreviousrulesdid notapplywasselectedor ignoredbasedon its host/service
profiling score.If the scorewasabove aconfigurablethreshold,then the connection
wouldbeselectedandaddedto thecontext, otherwiseit wouldbeignored.Notethatfor
aconnectionto beconsideredfor additionto thecontext it mustberelatedsomehow to
theanchorpoints.For our implementationwedefinethisrelationsuchthataconnection
is relatedto theanchorpointsif oneof the IPs in theconnectionis alreadycontained
within thecontext, wheretheinitial context is thesetof anchorpoints.

Oncewe have amethodto definewhich network eventsareto be selectedfor the
context, thealgorithmfor context extractionis quitesimple.Thealgorithmgoesthrough
a seriesof iterations.At the beginning of eachiteration, thereis a list of all the IPs
containedwithin thecontext. During theiteration,eachflow is processed.If oneof the
IPsinvolvedin theflow in containedwithin thecontext already, andif theflow passes
the specifiedrules(andthe flow is not alreadyin the context) thenthe flow is added
to the context (andany IPs not alreadycontainedwithin the context will be added).
The iterationscontinueuntil no moreflows areaddedto thecontext (i.e. thetransitive
closurehasbeenreached).The Context Extractioncould alsobe limited to addonly
a setnumberof flows or distincthoststo thecontext, however this could resultin the
lossof someof theattack.In addition,thethresholdfor thehost/serviceprofiling score
canbe dynamicallyadjusted,to require,for example,that connectionsaddedin later
iterations(andthusmorelooselyconnectedto theoriginal anchorpoints)have higher
profile anomalyscores.

4 Experimental Evaluation

We evaluatedour proposedframework usingdatasetsgeneratedby Skaioncorporation
[1]. Thesedatasetsaresimulatedto bestatisticallysimilar to thetraffic foundin Intel-
ligenceCommunity. Thisdatasethasseveralscenarioswith attacksinjectedthatfollow
differentpatterns.In the following sectionswe first describethe natureof the Skaion
dataset,thendiscussmethodswe usedto evaluateour framework, andfinally we show
our results.As canbeseenin thefollowing results,eventhoughourapproachcurrently
usesonly simpleimplementationsfor eachcomponent,ouroverallanalysiscapturesthe
majorattackstepssuccessfully.

4.1 SkaionDataset

As part of the ARDA P2INGSresearchproject,the SkaionCorporationhasreleased
several setsof simulatednetwork traffic data.This dataincludesvariousscenariosof
multi-stepsophisticatedattacksonresourceswithin aprotectednetwork. Thescenarios
for whichthey havegenerateddataincludesinglestageattacks(asimplescanor exploit
or dataexfiltration scenario),bankshotattacks(whereaninternalhostis compromised
and usedto attackanotherinternal host),and misdirectionattacks(wherea “noisy”
attackis stagedon onepartof thenetwork while the trueattacktakesplacein a more
stealthy mannerin anotherpart of the network). In additionto the main attack,there



areotherbackgroundattacks(noneof which aresuccessful)andscans.To date,they
have released3 datasetsto date,includingmany instancesof thesescenarios.However,
for thesake of space,we will describeour resultson onescenarioin detailandpresent
a summaryof our resultson otherscenarios.Thenetwork topologyin thesescenarios
is comprisedof the following four domains:(i) the target protecteddomain,BPRD
(Bureauof ParanormalResearchandDefense)comprisingof variousserverswhichare
thetypical targetsfor attacks;(ii) asecondaryinternaldomainwhich is notasprotected
asthe protecteddomainandcomprisesof serversaswell asclients.The hostsinside
thisdomainhaveadditionalprivilegesto accesstheprotecteddomain,BPRD;(iii) aset
of externalhostswhich consistsof attackersaswell asnormalusersand(iv) a trusted
domainwhich consistsof remoteusersaccessthe protectednetwork with additional
privilegesoveradialupor aVPN connection.All traffic enteringandleaving theentire
internalnetwork is capturedby tcpdump.Snortalertsarecollectedfor traffic exchanged
betweentheexternalnetwork andentireinternalnetwork.

SingleStageAttacks Thesescenariosarecompromisedof asimpleattackmadeupof
four steps.First, scanningis usedto determinethe IP addressesin the target network
that areactuallyassociatedwith live hosts.Typically in thesescenarios,this is done
by anattacker performingreverseDNS lookupsto seewhich IPshave domainnames
associatedwith them.Thenext stepconsistsof anattacker (or multipleattackers)prob-
ing theselive hoststo determinecertainproperties,suchaswhich OS andversionis
runningon the host.Thenoneof thesehostsis attacked (possiblyby a hostthat was
not involved in any previous steps)andcompromised.Finally, a backdooris opened,
to which theattacker connects,andperformsvariousmaliciousactivities, suchasdata
exfiltration or thedownloadingandinstallationof attacktools.

Bank-Shot Attacks Theseattacksareaimedat avoiding detectionby usingan “in-
sider” host to launchthe actualattack.In this scenario,initial scanningis done,and
thenanattackis launchedagainstahostin theBPRDnetwork.Thisattackfails,andthe
attackerthenscansandcompromisesahostin thesecondaryinternaldomain.Fromthis
server, theattackerscansandlaunchesattacksonhostsin theprotectedBPRDnetwork.
A hostis thencompromised,from whichdatais exfiltrated.

Misdir ection Attacks Theattacker attemptsto draw theattentionof theanalystaway
from therealattack.Hedoesthisby launchinganoisyattack(onewhichsetsoff many
IDS alerts)onaparticularsetof hostsin theprotectednetwork.Thenusingapreviously
compromisedhostin the trusteddomain,heattacksandcompromisesanotherhostin
theBPRDnetwork, from whichheexfiltratesdata.

4.2 Evaluation Methodology

Beforediscussingthe resultsof our experiments,we first describehow we performed
theexperimentsandthemethodswe usedto evaluateour framework. For a givensce-
nario,wefirst ranall low-level IDS toolsto generatethealerts,anomalyscores,etc.For



profiling, weusedtenandfi veconnectionsfor Ts andTc respectively. Thismeansthata
hostwasprofiledasaserveronly if it hadmorethan10inboundconnections.Similarly,
ahostwasprofiledasaclientonly if it hadmorethan5 outboundconnections.In addi-
tion we only profiledportswith morethantwo connections.We thenranAnchorPoint
Identificationusingmultiple rulesfor detectingtheanchorpointsin orderto compare
theperformanceandsensitivity of eachsetof rules.First, we usedSnortalone,where
eachSnortalertwasselectedasananchorpoint.Next, weusedtheMINDS anomalyde-
tectoralone,wheretheconnectionsthatrankedin thetopk%of anomalieswereselected
asanchorpoints.Finally, we combinedSnortandMINDS in themethoddescribedin
Section3.2.TheanchorpointsselectedwerethoseSnortalertsin which at leastoneof
theIPswasinvolvedin a highly rankedanomaly(rankedwithin thetop k% of MINDS
AnomalyDetectoroutput).Theevaluationcriteriafor theanchorpointsis twofold: first,
whetherit coverstheattack(i.e. did it have any truepositives),andsecond,whetherit
haslow falsepositives(thelower thebetter).TheAnchorPointIdentificationstepgen-
eratesasetof events(anchorpoints)which representsaconnectionbetweentwo hosts.
An anchorpoint is relatedto theattackscenarioif theconnectionit representsis a part
of someattackstep.In our resultssection,the resultsof this steparerepresentedby
the numberof attackrelatedhostsdetected(true positives)andnumberof non-attack
relatedhostsdetected(falsepositives).A hostis countedasattackrelatedif it is present
in anattackrelatedanchorpoint (in thiscasewecall it covered,asintroducedin section
2). If a hostis presentonly in non-attackrelatedanchorpoints,it is countedasa false
positive.

Following the Anchor Point Identificationstep,Context Extractionwas run with
eachsetof anchorpointsfoundby differentrulesutilized by AnchorPoint Identifica-
tion. No otherparameterswerevariedfor thisstep,sincetheparametersmainlyconsist
of limiting theexpansion,andfor our experimentsthis stepwasrun until no morecon-
text wasadded.Thegoalfor thisstepis to detectall attackrelatedsteps(with emphasis
onthemoreimportantsteps,e.g.initial scanningis lessimportantthenexploitsor back-
door accesses)while reducingthe numberof non-attackrelatedsteps.Note that there
aretwo typesof non-attackrelatedhoststhatcouldbeaddedto thecontext. First, they
couldbepartof backgroundattacks,which arestill interestingfor theanalyst.Second,
therearereal falsepositives,which arenot a part of the actual attackscenarioor the
backgroundattacks.

All thetablesfor theresultsfollow thefollowing notation:

AS:Attack Steps This representsthehigh level attackstepslike probing(information
gathering),actualexploit, backdooraccess,or dataexfiltration.

AH: Attack-related Hosts This includesall hostsrelatedto theattackscenarioinclud-
ing externalscanners,externalattackers,internalhostsscannedby theattackers for
informationandtheeventualvictims whichgetcompromised.

BA:Background Attack Related Hosts Thisinvolvesall hostsrelatedto thebackground
attacksin thetraffic asattackersor victims.

FP : False Positives This countsall hoststhatarenot relatedto theactual attacksce-
narioor to thebackgroundattacksbut arewronglydetectedby our framework.



4.3 DetailedAnalysis: Skaion Scenario- 3s6

Wepresentourdetailedanalysisononeof thebankshotattackscenarios.Thescenario
weevaluated(called3s6)had122,331connectionsin thetraffic, involving 4516unique
IPs,onwhich therewere6974Snortalerts.
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Theattackgraphfor thescenario3s6isshown in figure2.Thevariousstepsinvolved
(in chronologicalorder)are:

– A1 : O1 (74.205.114.158)scans92hosts(936flows)insidetheBPRDnetwork.
– A2 : O2 (42.152.69.166)attacksinternal server, I1 (100.10.20.4)four times (17

flows) andfailseachtime.
– A3 : O3 (168.225.9.78)portscans(18flows)secondaryinternalhost,S1 (100.20.20.15

alias100.20.1.3).
– A4 : O4 (91.13.103.83)attacksS1 (78 flows)usingApache OpenSSLSSLv2Ex-

ploit [3] andsucceeds.
– A5 : S1 portscans6 serversin theBPRDnetwork (895flows)includingtheeventual

victim, I2 (100.10.20.8).
– A6 : S1 launchesattackson I2 usingIIS IDA-IDQ exploit [2] andsucceeds.It also

browsesthroughthefiles of I2 (4 flows).

The attackerstry to confusethe analystby first scanningandunsuccessfullyattempt-
ing to attackthe internalnetwork (StepsA1 andA2). Most of theattackrelatedSnort
alertsareon this traffic. Anotherattacker thenattacksthesecondarynetwork andcom-
promisesan internalhost(S1). This hostis thenusedto scanthe BPRD network and



Table1. Resultsfor anchorpoint identificationonbank-shotscenario3s6

Config AH FP

Snort 96 169

Topk%-anomalies
0.2 5 5
0.5 8 67
1.0 50 114

Snort+
0.2 93 0
0.5 95 39

Topk%-anomalies1.0 98 83
Table2. Resultsfor context extractiononbank-shotscenario3s6

Config #Iterations AS AH BA FP

Snort 2 5(A1,A2,A4,A5,A6) 24 3 75

Topk%-anomalies
0.2 2 5(A1,A2,A4,A5,A6) 24 3 43
0.5 2 5(A1,A2,A4,A5,A6) 24 3 58
1.0 2 5(A1,A2,A4,A5,A6) 24 3 93

Snort+ Topk%-anomalies
0.2 2 5(A1,A2,A4,A5,A6) 24 3 45
0.5 2 5(A1,A2,A4,A5,A6) 24 3 47
1.0 2 5(A1,A2,A4,A5,A6) 24 3 47

launchesan attackon I2. Sincethis traffic is internal,it is not detectedby Snort.The
resultsof context extractionin Table2 show that theframework succeedsin capturing
a largeportionof theattackscenario(5 outof 6 attacksteps).Thecontext alsocaptures
somebackgroundattackspresentin thetraffic. Thefalsealarmsarisebecauseof follow-
ing reasons- 1) MislabeledFlows- Thesearisebecauseof errorsin thedataconverting
componentdueto which initiating flows might belabeledasrepliesandvice versa.2)
FalsealarmsfromOur Profiler - Host/serviceprofiler hasanassociatedfalsealarmrate
dueto whichsomenon-attackrelatedflowsareaddedto thecontext.

All configurationsfor anchorpoints result in detectinga portion of the scanning
activity by O1 as anchorpoints in Table 1. From theseanchorpoints, the scanning
activity A1 is addedto the context. SinceI1 is scannedby O1, its traffic is analyzed.
Thisresultsin addingthefailedattackattempts,A2 to thecontext. I2 is alsoscannedby
O1. SinceI2 is attackedby S1, thisattackstepA6, is addedto thecontext. Onanalyzing
thetraffic to andfrom S1, thescanningactivity A5 is addedto thecontext. Similarly the
attackstep,A4 on S2 is alsoaddedto thecontext. TheattackstepA3, is not captured
sinceit involvesprobingof S1 onportsonwhich it is aserver. However, wecaptureall
thoseattackstepsfrom whichwecanconstructthecoreattackscenario.

Weobservefrom Table1 thatif weuseacorrelationof AnomalyDetectorandSnort
we get lessnumberof falsepositives asanchorpoints.As we relax the constraintsin
AnchorPointIdentificationstep,wedetectmoreattackrelatedhosts,but thenumberof
falsepositivesalsoincreases.However, from the context extractionresultsin Table2
we observe thatwe still detectthemajorportionof theattackscenarioevenif we start
with a lessnumberof anchorpoints.Moreover, thepresenceof falsepositivesin anchor
pointsresultsin ahigh falsepositive ratefor context extraction.



4.4 Resultsfor Other Scenarios

Theresultsof our analysison otherscenariosaresummarizedin Table3. Theconfigu-
rationusedfor AnchorPointIdentificationwasthecombinationof SnortAlertsandtop
0.5%of MINDS AnomalyDetectorOutput.Fromthetablewe observe thatour imple-
mentationis ableto captureall importantstepsof eachattackscenarioexceptfor the
scenario- FivebyFive (In thiscase,thevolumeof traffic relatedto thevictim hostwas
not enoughto beprofiled, therebythathostwasnot addedto thecontext). Theattack
stepswhich weremissedin all casesinvolved failed attackattemptsor probesbefore
attacks.Our implementationcapturedall theimportantattackevents,suchastheactual
exploit, dataexfiltration for all but onescenariofrom which the coreattackscenario
canbe generated.From the resultswe canobserve that by usingstrict thresholdsfor
AnchorPointIdentification,weareableto detectsomeattackrelatedevents(asanchor
points)while keepingthenumberof falsepositivesverylow. Usingtheseanchorpoints,
we successfullydetectthecoreattackscenarioin all but onescenarioalongwith some
backgroundattackactivity. Sincethe numberof non attackrelatedanchorpointsare
low, thefalsepositivesin thecontext extractionsteparealsovery few.

Table3. Summaryof resultsfor differentSkaionscenarios

Scenario
GroundTruth AnchorPointsContext Extraction

# Conn# Hosts# Alerts AS AH AH FP AS AH BA FP

SingleStage

Naive 1739 581 27 4 10 2 0 4 3 0 0
SimpleTen 12040 2616 114 4 246 4 0 4 6 0 1
Fiveby Five 7853 2101 177 3 13 5 45 0 0 0 5
Tenby Ten 9459 1435 54 4 16 5 11 4 5 0 1

s9 4833 472 53 3 2 2 3 3 2 0 0
s10 4792 582 58 4 3 2 6 3 2 0 0
s14 8915 1210 95 3 2 2 9 3 2 12 4
s16 5711 368 1372 4 3 2 4 3 2 2 3
s24 4334 699 452 6 10 2 4 4 4 1 3
3s10 47490 3084 3150 3 6 5 21 3 6 1 5

Bankshot
s1 45161 12292 10896 6 7 4 32 6 7 11 3
s37 23970 1517 7671 6 5 4 18 6 4 0 0

Misdirection s29 10926 627 451 7 6 5 1 7 6 0 4

A brief descriptionof our resultsoneachscenariois givenbelow:

Naive Attacker All attackrelatedstepsaredetected.The7 attack-relatedhoststhatare
not detectedarethehostsinsideBPRDwhich arescannedby theattacker aspart
of theprobe,but donot replyback.Thusthey donotsupplyany informationto the
externalattackers.

Simple Ten All attackrelatedstepsaredetected.The240attack-relatedhostsnot de-
tectedareagain thescannedhostswhichdonot replyback.

Five by Five We fail to detectany attackstepsor any attackrelatedhosts.In this sce-
nario,thevictim hostinsidethenetwork wasnot involvedin any traffic with exter-
nalworld apartfrom theattackslaunchedby outsideattacker. Therewasnoprofile



generatedfor this hostandhencetheattackscouldnot bedistinguishedfrom nor-
mal traffic. Theattackwould have beendetectedif therewasenoughtraffic which
wouldmeetthethresholdsrelatedto profiling of internalservers.

Ten by Ten All attackrelatedstepsaredetected.11 attack-relatedhostsnot detected
include6 scannedhostswhichdonotreplybackand5 externalscannerswhonever
get a reply backfrom the hostswhich they scan.Thuseffectively, theseexternal
scannersnever get any informationaboutthe internalnetwork andhencedo not
contributeto theactual attackscenario.

s9 All attackrelatedstepsandattackrelatedhostsaredetectedwithout any falseposi-
tives.

s10 Oneattackstepismissedin thisscenario.Themissedstepisafailedattacklaunched
by oneexternalattacker on aninternalhostwhich is not theeventualvictim. Thus
thisstepis notanimportantpartof thewholeattackscenario.

s14 All attackrelatedstepsandattackrelatedhostsaredetected.We alsodetectsome
of thebackgroundattacksin thetraffic. Thefalsepositivesdetectedin thisscenario
arisedue to mislabelledconnections(replies labelledas initiating connections).
Thisoccursduringtheconversionof tcpdumpdatato netflow format.

s16 Oneattackstepis missedin thisscenario.Thereasonfor this is sameasin scenario
s10. We also detecttwo backgroundattacksas a part of the context. The false
positivesarisebecauseof two outsidehostsinvolvedin traffic onrandomhighports
with internalserverswhichdoesnotconformto thenormalprofile of thoseinternal
servers.

s24 In this scenariothreeexternalattackersdid a distributedscanningof the internal
network. Oneof thescannersgot a reply backfrom theeventualvictim while the
other two did not get any repliesfrom the hostswhich they scanned.Thesetwo
scanningstepswhich did not contribute any informationweremissed.The false
positivesoccurredbecauseof thesamereasonasin scenarios16.

3s10 All attackrelatedstepsandattackrelatedhostsaredetected.Wealsodetectsome
of thebackgroundattacksin thetraffic. Thefalsepositivesdetectedin thisscenario
arisedueto mislabelledconnections(replieslabelledasinitiating connections)or
dueto outsidehostsaccessinginternalserverson randomhighports.

s1 All attackrelatedstepsandattackrelatedhostsaredetected.We alsodetectsome
of thebackgroundattacksin thetraffic. Thefalsepositivesdetectedin thisscenario
arisebecauseof externalhostsaccessinginternalserverson randomhighports.

s37 In this scenario,oneof theattackersport scanstwo internalserversbut getsreply
only from onewhich is eventuallyattacked.Theotherserver doesnot supplyany
informationback to the attacker. Only this server is not detectedwhile all other
involvedhostsandattackstepsaredetected.

s29 All attackstepsexcept for oneinitial probe,which did not get any replies,were
detected.Thefalsealarmsoccurfor thesamereasonasin scenarios1.

5 Discussion

In Section2 we describedthemaindesigngoalsfor our system.Thefirst goalwasthat
theanalysisframework shouldaddresstheinherenttradeoff betweenfalsepositivesand



falsenegatives.We addressthis issuein thedesignof our framework by decomposing
theprobleminto two steps.In thefirst, we focuson thereductionof falsepositives,by
selectingnetwork eventsin suchaway thatgivesushighconfidencethattheeventsare
partof anattack.This wasachieved in our simpleimplementation,throughtheuseof
Snortalertscombinedwith theMINDS anomalydetector. Second,wefill in themissed
attackstepsby extractingthe context from the setof anchorpoints.By requiringthat
theanchorpointsbeof high quality (low falsepositives)we canrelax the restrictions
on whatwe addto thecontext if they areconnectedto theanchorpoints.This wasalso
achievedby oursimpleContext Extractionmodule,in thatrelatively few falsepositives
wereaddedto thecontext whentheanchorpointscontainedfew falsepositives.

The secondgoal wasto detectthe majority of attackstepsin the attackscenario.
Evaluatingthis is not completelystraightforward, sincenot all attackstepswould be
consideredequal,and thus a measuresuchas a straightpercentageof attack-related
connectionswould not besufficient. This is dueto thefact thatnot all attackstepsare
of the sameimportance.For example,in the scenariodescribedin Section4.3, if we
haddetectedall of thescansandnothingelse,we would have detectedthevastmajor-
ity of network connectionsthatwererelevant to theattack(95%),but this information
wouldbeuselessto theanalyst.A bettermeasurewouldbeaggregatingtheconnections
togetherinto steps(usingtechniquessuchasthoseproposedin [9,36]), andmeasuring
the numberof attackstepsthat weredetected.In this experiment,however, we man-
agedto detectall major attacksteps(including attacks,internalsteppingstones,and
dataexfiltration) andmany connectionsin thescanning.Thuswe achievedthegoalof
detectingthemajorityof theattacksteps.

The third goal set forth in Section2 washigh coverageof attacks.In the Skaion
scenarios,however, only oneattackwaspresentin eachscenario.Thus,while not fully
tested,this goalwasinitially achieved in the fact thatwe wereableto detectthemain
attackin eachscenario,exceptfor theonewith insufficient profiling information.

The final goal was to make the systemmodularby design.This designgoal was
achievedasseenin Section2. First, thetwo componentsin our framework areindepen-
dentof eachother. Thusthe implementationof onecanbe changedwithout affecting
theother. Context Extractiondoesnot dependon how theanchorpointsarefound,as
longasthey areof highquality. Also, AnchorPointIdentificationis notconcernedwith
how theanchorpointsareused,andthusany algorithmcanbeusedto implementthe
Context Extraction.Also, thesystemis not tied to any low-level IDS system.Noneof
the designof our framework hingeson the typesof alertsavailable.For example,in
our implementationSnortalertswereused.However, any othersignature-basedsystem
couldreplaceit. Theonly restrictionis thattheinformationneededby theparticularim-
plementationof thelaterstagesneedsto bepresentin someform. In addition,wecould
incorporateothertypesof informationthatcouldbeusedto detectintrusions,suchas
systemlogs[14,15] andhostbasedIDS alerts[8,17,20].

5.1 Limitations and Impr ovements

This leadsus to considerthe limitations of our framework. The biggestlimitation is
that it hasgreaterstoragerequirementsthanmostIDSs.Snort,for example,examines
traffic in realtime,andcreatesalertsbasedon whatit finds.All thatneedsto bestored



arethe alerts.However, our systemneedsstorageof both the low-level IDS alertsas
well astheactualnetwork traffic (in someform). Themoredetailedthedataandlonger
time framefor which the datais stored,the betterour systemwill perform.Also, de-
tectingsophisticatedattacksmay requirethe captureof traffic betweeninternalhosts.
Capturingthe traffic betweenevery hostwithin thenetwork would bedifficult, andin
many casesinfeasible.Thisstoragerequirementcanbegreatlymitigatedby storingthe
datain thenet-flow format,whereonly headerinformationis aggregatedandkept. In
the University of Minnesotacampusnetwork, 1 yearof net-flow informationcanbe
storedin 0.5 TB, whereas1 weekof tcpdumpdatarequires2-3 TB of storage.On the
otherhand,if completeforensicanalysisis to beperformed,it would bevery desirable
for the tcpdumpdatato bepresent,andthusour framework would poseno extra stor-
agerequirement.A operationalsystemdesignedto storerelevantraw network datafor
forensicanalysisis describedin [21].

Onelast importantpoint to discussis theeffect of a framingattack,that is, how an
attackercanattacktheanalysisframework itself. If anattackerknows therulesusedby
AnchorPoint Identification,thenhewould beableto generatespuriousanchorpoints.
However, theamountof anchorpointshecangeneratedependsgreatlyupontherules
usedby AnchorPoint Identification.If Snortalertsalonewereused,thentheattacker
could easily generatean arbitrary amountof anchorpoints involving every internal
machine[13, 22].Thiswouldbasicallyreduceourframework to alow-level IDS system
with alow threshold,flaggingmuchof thetraffic aspartof anattack.If therulesusedfor
Anchor Point IdentificationwereSnortcombinedwith the MINDS anomalydetector,
whichwasshown to beeffective in ourexperiments,thentheeffect thattheattackercan
imposeon theanchorpointsis morelimited. Again theattacker cansendpacketsthat
causeSnortalertsto all thehostsin thenetwork,but tobeflaggedasanchorpoints,each
of theseflows mustalsobe in the top tier of anomalies.By thedefinition of anomaly,
all of thesepackets would have to be uniquewith respectto the attributesusedby
the anomalydetectorto rank the network connections.This is a difficult thing to do,
sincetheattacker would have to know a priori whatwill beconsideredanomalousfor
thetimeperiodthatwill beexamined.Also theattackerwouldhave to becarefulnot to
sendtoomany packetswith certainsimilarities,sincewhile they maybeabnormalwhen
comparedto therestof the traffic, they mayform their own clusterandbeconsidered
normal with respectto themselves.Also, if too much abnormaltraffic is sent,there
couldbeenoughabnormaltraffic thattheabnormaltraffic becomesthe“norm”, making
it veryhardto predictwhatwill beflaggedasabnormal.For example,if theattackersent
largepacketsto causetheanomalies,aftertoomany suchpackets,largepacketswill be
considerednormal.In addition,for theSnortandMINDS combination,thereis anupper
limit on thenumberof anomaliesthatwill beusedfor selectinganchorpoints(dueto
the cutoff threshold).Thus,the Anchor Point Identificationstepcan,throughcareful
designand implementation,provide somemeasureof resistanceagainst this type of
attack.Anotherusefulaspectof Anchor Point Identificationis that it is dynamically
configurable(dependingontheavailabledatasources),soif it generatestoomany false
positives,it canberun again with a differentsetof anchorpoint selectioncriteria.This
opensup two linesof futurework on this component.First,we planto investigateand
designbetterapproachesto combinethedatasourcesin orderto selectanchorpoints.



Second,we plan to testthedesignsagainstthesetypesof attacksto betterunderstand
theeffectsthatthey canhaveon theresultsof oursystem.

Context Extractionis lessresistantto this framingattack,especiallywhenusinga
port profiling technique,asit is difficult to causeamachineto actoutsideof its profile,
without actuallycompromisingit (to do this effectively, theattacker would needsome
insiderknowledgeof the port usageof the internalmachines,suchasportson which
the internalmachinesactuallyofferedservicebut hadlow enoughvolumesoasto not
beprofiled).However, Context Extractionwould beaffectedby thefalseanchorpoints
generatedby attackson theAnchorPointIdentificationstep.

6 RelatedWork

Themostrelatedareaof researchto this work is IDS alertaggregationandcorrelation.
Alert aggregationhasto do with takingalertsfrom multiple sensorsandmerging them
into onehigher level alert. Generallythis is doneon singleeventsthat trigger alerts
acrossmultiple sensors.For example,if a subnetwork is setup suchthat traffic going
betweenit andtheoutsideinternetwouldpassthroughtwo Snortsensors,thenanattack
thattriggersaSnortalertwould triggertwo suchalerts.If ananalystis lookingat these
alerts,it is more efficient if the analystonly looks at the alert once.This getsmore
difficult whenthe sensorsarenot the sametype of sensorandreportdifferentsetsof
information,andoftenaprobabilisticapproachmustbetaken[36].

Correlationhastwo mainaspectsto it. Oneis thefusionof differentalertsthatrefer
to differenteventsin an attackbut arehighly related.For example,if thereis a DOS
attack,andeachprobesetsoff analert,therewill bemany alertsfrom a certainsource
IP to a certaindestinationIP. Thusall of thesealertscouldbemergedinto onehigher
level “DOS” alert. This type of fusion canbe achieved by clusteringalertsbasedon
specificfields in thealertcontainingmatchinginformation[28].

Thesecondareaof correlationis in therealmof relatingalertstogetherthatfit into
anattackscenario.This is themostcloselyrelatedwork in correlationto ourapproach.
Much of thework donein this areahasbeendonein matchingprerequisitesandcon-
sequencesof alerts[5,9,23–26].In this approach,theanalystdefinesthesetof actions
that must take placebeforea given alert canoccur (its prerequisites),and thenonce
analerthashappenedwhatactionscansubsequentlytake place(its consequences).By
placingthis informationwith eachalert,a systemcanmatchthemtogether(alongwith
extra informationsuchasIP addressesor time-stamps)to form sequencesof attacks,
or attackscenarios.Onelimitation of this approachis that it requiresextensive expert
domainknowledgeto determineexactly what is requiredfor an action to take place
andwhatits consequencescanbe.In additionto prerequisitesandconsequences,there
have alsobeenprobabilisticmatchingapproachesproposed[7], andmatchingdetected
eventsagainstattackmodels[4].

Therehavebeenmany otherapproachesproposedto correlatingalerts,andmany of
thesehavebeenincorporatedin thecomprehensive systemin [37].



7 Conclusionand Futur eWork

We have shown how the multi-stepanalysisapproachcanbe beneficialin analyzing
network traffic andIDS alertsto discover multi-step,sophisticatedattacks.Oneof the
most importantdirectionsfor future work is to utilize the output of the context ex-
tractionmodulein a way that allows for easyanalysis.This is the taskof the Attack
Characterizationstep,which wasignoredin thedescriptionof the framework. Even if
theoutputof thecontext extractionis 100%accurate,it is still a (potentiallylarge)col-
lectionof raw network traffic data.Presentingthis informationto theanalystin a easy
to useformat,perhapsusingvisualizationtechniques,would bebeneficialto theanal-
ysis,andcouldhelpto reducetheeffect of falsepositivesfrom theContext Extraction.
Thus,we intendto investigatemechanismsto infer semanticmeaningfrom thesecon-
nectionsto determinethefull scopeof theattack.Oneway to accomplishthis is to use
alertaggregationtechniques[9,36]. A secondmechanismthatcouldbeusefulis attack
graphs[31], which arepossiblepathsof attackandaregeneratedbasedon vulnera-
bility assessmentandnetwork connectivity information.Matchingthedetectedcontext
againstfull attackgraphscouldprovide moreinformationto theAttack Characteriza-
tion step.Thefinal waythatweareinvestigatingis theuseof visualizationtechniquesto
beableto “see” thedata,from which ananalystcaninfer theattackscenario.Another
areaof future researchis to createbetterandmoresophisticatedcomponentsfor the
individual stepsin theanalysisframework. Our approachworkedwell with thesimple
components,andimproving themwill improvetheoverall result.In additionweplanto
testour framework usingdatacapturedfrom a livenetwork.
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