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Abstract. With growing dependenceponinterconnectechetworks, defending
thesenetworksagainstintrusionsis becomingncreasinglyimportant.In thecase
of attackghatarecomposeaf multiple stepsdetecting thentireattackscenario
is of vital importanceln this paperwe proposeananalysiframenork thatis able
to detecthesescenariosvith little predefinednformation.Thecoreof thesystem
is the decompositiorof the analysisinto two steps:first detectinga few events
in the attackwith high confidenceand second expandingfrom theseeventsto
determinethe remainderof the eventsin the scenario.Our experimentsshav
that we can accuratelyidentify the majority of the stepscontainedwithin the
attack scenariowith relatively few false positives. Our framevork can handle
sophisticatedttacksthatarehighly distributed,try to avoid standardre-defined
attackpatternsusecover traffic or “noisy” attacksto distractanalystsanddraw
attentionaway from the true attack,andattemptto avoid detectionby signature-
basedschemeshroughthe useof novel exploits or mutationengines.
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1 Intr oduction

As thethreatof attacksby network intrudersincreasesit is importantto correctlyiden-

tify and detecttheseattacks.However, network attacksare frequently composedof

multiple steps,andit is desirableto detectall of thesestepstogethey asit 1) gives
moreconfidenceo the analystthatthe detectedattackis real, 2) enableghe analystto
morefully determinethe effectsof the attack,and 3) enableghe analystto be better
ableto determinethe appropriateactionthatneedsto betaken. TraditionallIDSsfacea

majorproblemin dealingwith thesemulti-stepattacksjn thatthey aredesignedo de-

tectsingleeventscontainedwithin theattack,andareunableto determinaelationships
betweertheseevents.

Many alert correlationtechniqueshave beenproposedo addresshis issueby de-
termining higher level attack scenariod4, 6,24, 27, 34]. However, if the datathat is
being protectedby the network is highly valuable,an attacler can spendmoretime,
monegy, and effort to make his attacksmore sophisticatedn orderto bypassthe se-
curity measuresind avoid detection.Attackers, then, may usetechniquego prevent
their attacksfrom beingreconstructedsuchasmakingtheir attackshighly distributed
avoidingstandad pre-definedattad patterns usingcover traffic or “noisy” attadksto
distractanalystsanddraw attentionaway from the true attack;andattemptingto avoid



detectionby sighature-baseschemeshroughthe useof novel attadks or mutationen-
gines[38]. In thesemore sophisticatedattacks,mary of thesecorrelationtechniques
facecertaindifficulties. In the caseof matchingagainstattackmodels[4] or analysis
of prerequisites/consequendés24, 27 34], attaclerscan(andoften do) performun-
expectedor novel attacksto confusethe analysisln addition,theinformationfor these
schemesnustbespecifiedaheadf time, andthustheanalystmustbe carefulto specify
completeinformationandnot missary possiblesituation.
Furthermorethesecorrelationapproachesaswell astraditional IDS techniques,
suffer from afundamentaproblem,in thatthey try to achieve botha low falsepositive
rateanda low falsenegative ratesimultaneouslyThesegoals,however, areinherently
conflicting. If the mechanisnusedis setto betoo restrictive thentherewill be mary
falsenegatives,yet if the mechanisnis setto be lessrestrictve, mary falsepositves
will beintroducedAlso, if signature-baseslystemssuchasSnort[32], areusedwith
mary rules,too muchtime will be spentprocessingeachpaclet, resultingin a high
rateof droppingpaclets[30]. If thesedroppedpacletscontainattacksthenthey will
be missed While someof the approachesave techniquego dealwith missedattack
stepd4, 24,27], they cannot handl¢he absencef mary of thestepsin the attack.

Contrib ution In this paperwe proposeananalysisframevork thataddressethistrade-
off betweenfalsepositivesandnegativesby decomposinghe analysisinto two steps.
In thefirst step the analysisis performedin a highly restrictve fashion,which selects
eventsthat have avery low false positive rate. In the secondstep theseeventsare
expandednto a completeattackscenaridoy usinga lessrestrictive analysis with the
conditionthatthe eventsaddedarerelatedsomeha to the eventsdetectedn thefirst
step.We describehow this framework is suitablefor this problemasit addressethe
tradeof betweenfalsepositivesandfalseneggatives. In addition, our framework is 1)
flexible, asit allows the analystto exercisecontrol over the resultsof the analysis,2)
designedo bemodularandextensible andthusmalkesit easyto improve theindividual
component®f theanalysisandincorporatenew sourcef data.We alsoimplemented
andevaluatedour framework on a datasethat containedseveral attackscenariosand
we wereableto successfullydetectthe majority of the stepswithin thosescenarios.

Organization The remainderof this paperis organizedas follows. In Section2 we
describeourframework. In Section3 we describeourimplementatiorof thisframework
andshaw its experimentakesultsin Sectiond. Next we discusswhetherthe framework
achievesthe goalssetforth in the designanddiscusghelimitations of our approachn

Section5. We thendescribesomeareasof relatedresearctin Section6é anddrav some
conclusionandoutlinedirectionsfor our futurework in Section?.

2 Framework Design

The goalsfor our analysisframenork areasfollows: First, the systemshouldaddress
the inherenttradeof betweenfalse positives and false negatives. Second the system
shouldbe ableto detectthe majority of the stepscontainedwithin anattackandmake
connectiondetweerthesestepsto form the attackscenarioFor this we assumehatat
leastonestepin theattackis visible (if noneof the attackstepsarevisible to ary lower
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Fig. 1. Thedifferentphase®f theanalysisframewnork

level IDS, andthusthe attackis perfectlystealtly, thenwe will be unableto detectthe
attack).Third, our analysisframeavork shouldprovide high coverageof attacks(mean-
ing thatmostor all of the attacksaredetected)Finally, the systemshouldbe modular
by designthusmakingit simpleto incrementallyimprove our approach.

Themainchallengefacedin designingthis kind of systemis balancingfalseposi-
tivesandfalsenegatives.To addresshis problem,our analysiframework is composed
of two mainsteps.Thefirst step,Anchor Point Identification is focusedon detectinga
setof events(anchormoints)in avery restrictive fashion suchthatthe setcontainsvery
few falsepositives.However, this will inevitably resultin alarge numberof missedat-
tackstepsTo dealwith this,thesecondstep,Contect Extraction, relaxestherestrictions
conditionally;for a (potential)attackstepto be examinedin this step,it mustmeetthe
lower requirementas setby the detectionmechanismandit mustalsobe connected
in someway to an eventcapturedn the first step.The overall framavork is shovn in
Figurel. Notethatin Figurel therearethreestepswherethethird step Attadk Charac-
terization is concernedvith giving semantianeaningto the stepsin the overall attack
scenarioasdetectedy thefirst two steps.This stepis out of scopefor this paperand
thusit is not addressedh the descriptionof our frameawork. In addition,the analysis
schemencorporatesiomainspecificknowledgeto further refine the results,which it
doesby keepinga humananalystin the loop. The analystcan control the output of
Anchor Pointldentificationand Contet Extractionby specifyingthe sensitvity of the
toolswhichthey utilize or applyingdomainknowledgein therulesthatareused.

In addition,the analystcancontrol his view, in that he canspecifythe eventsthat
heis interestedn seeingFor example,if theanalystis securinga specificmachinethat
containsimportantdata,he cansetthat machineto be the anchorpoint andsearchfor
relevantcontext thatis relatedto thatmachine;or if the analystknows abouta certain
activity thatoccurredon the network, or hasa list of knowvn badhostsin a blacklist,he
canspecifythehostsinvolvedin thatactity.

2.1 Anchor Point Identification

Thefirst phaseof the multi-stepanalysisinvolvesthe identificationof startingpoints
(anchor pointg for analysis.This is doneby taking a setof low-level IDS alertsfrom



oneor more (preferablyindependentsourcesand selectingfrom this seta numberof
anchorpoints, suchthat we have high confidencethat the setcontainsvery few false
positives. This canbe donein mary ways.Oneway is to usea singleIDS configured
to operatein a very restrictve manney resultingin a high confidenceyet incomplete
setof attackevents.Anotherway of doing this is throughcorrelationtechniquesit is
well known thatif analertcanbe correlatedwith mary otheralerts,we canbe more
confidentthatthis alertcorrespondso a true positive [24]. Thus,in this manneyalerts
from multiple sourcescan be combinedtogether where only the alertswhich have
high confidenceare selectedHowever, thereis a differencebetweenthe goal of this
stepandthe goal of traditionalalert correlationtechniquesThe differenceis that we
arenot trying to balancefalsepositivesversusfalsenegatives. Instead,Anchor Point
Identification attemptsto aggressiely reducefalse positives while maintaininghigh
coverageof attackscenarioqwherean attackscenariois considered'covered” if at
leastone attackevent in the scenariois selectedn this step). The low false positive
requirementis neededio ensurethat the subsequentontet extraction startsfrom a
highly trustedbasethus can focus on reducingfalse negatives. Becausehigh attack
coveragecan accommodatédigh false negatives, this challengeis a relaxationof the
more stringentrequirementon traditional techniqueghat requirelow false positves
andlow falseneggativessimultaneously

2.2 Context Extraction

Theanchormointsgeneratedh the previoussteparecomprisef eventsin whichthere
is high confidencehatthey arepartof anattack.The Contet Extractionstepgenerates
a suspiciouscontet aroundtheseanchorpoints, both temporallyand spatially This
stepdetectsventsrelatedto theanchormpointswhich arealsoanomalour suspicious,
but notenoughsoto bedetectedy thepreviousstep.Thegoalof this phasas to addto
thecontet only thoseactivities thatarepartof theattack thusfilling in theattacksteps
missedby the previous step,while keepingthe low falsepositive rateachiezed by the
Anchor Pointldentification.This is doneby relaxingthe restrictionsconditionally i.e.
“loweringthebar”, but only for thoseeventsthatareconnectedsomehav to ananchor
point.

The majorrequiremenfor this stepis sometype of rankingfor eachnetwork con-
nection.Oneway this is accomplisheds by ananomalydetectionsystemn this type
of system,all connectionsare ranked accordingto hov anomaloughey are ascom-
paredto all othernetwork connectionsandthis is typically doneusing datamining
techniquesThis canalsobedoneby building historicalbehaior profilesfor eachhost,
determiningwvhichmachinesaresenersandclientsfor particularservicesWhenusing
historicalbehaior profiles,connectionsvould be addedo the contet if they deviated
from the historicalbehaior profilesfor the hoststhat they involved, for exampleif a
web sener startedinitiating connectionswhich it had never donebefore.This must
be donecarefully, however, for examplein the caseof peerto-peerconnectionswhich
canbe difficult to profile. If this type of traffic is not carefully profiled thenthe con-
text canexpandrapidly, effectively invalidatingthe result.Oneway to dealwith thisis
to usepeerto-peerdetectiontechniqueg19] andignorethe peerto-peertraffic when
profiling.



Thisstep alsanakesuseof domainknowledgein theform of rules.Certainbehaior
patternsareknown to be signsof maliciousactiity. For example,attaclersoftenscan
anetwork on a particularportto look for vulnerablemachinesThesescanamostoften
resultin failed connectionattempts,asmostmachineswill not have aserviceon that
port. Thus, thesemachineswill not respond(or will rejectthe connectionattempt),
andthereforearenotvulnerableto beingattaclkedonthis port. This canbecapturedn a
rulewhich stateghatall scanghatdonotresultin afull connectior{no successfuteply
from the scannedhost)shouldbeignored,andall scanswhich do receve asuccessful
responsehouldbeincluded.

3 Implementation Details

We implementedur framework to evaluateits effectivenessOur framevork couldbe
instantiatedn mary ways,howeverwe choseto implementit usingsimplecomponents,
in orderto seehow the frameavork performedeven with simplecomponentsAs seen
in Section4, even with the simple componentspur analysisframeavork successfully
detectedhe attackscontainedwithin the dataon which we tested.Thesecomponents,
however, leave muchroomfor improvementand,sincetheframework is designedo be
modulay never andmoresophisticatedechniquesanbeeasilydesignedndinserted.
In our implementationwe also utilized certain “primitives”, suchas low level IDS
systemsThe choiceof thesesystemswere driven by simplicity and practicality and
couldeasilybereplacedy ary othersystenthatachiezesthe samegoals.

3.1 Data Sources

Ourframawvork requirescertaindatasourceso be presenin orderto performtheanal-
ysis. We evaluatedour framewvork on a specificdataset (which is describedn Sec-
tion 4), andthusmary of the choicesfor primitivesweredriven by this datasetFirst,
thenetwork traffic wasin tcpdumpformat, which we thenconvertedinto a netflow for-
mat[33]. Thusall the analysiswe performedwasdoneon aggreatednetwork header
information.Also, alongwith thetraffic, Snortalertswereincluded.Thus,our imple-
mentatiorusedthesealertsasonelow-level IDS. In addition,we alsousedour MINDS
anomalydetectol{11,12] andMINDS scandetectol{10]. Notethatthesechoiceswere
madebasedn practicalreasonandcould bereplacedy othersystemsFor example,
Snortcould be replacedby ary other signature-basedystem,suchasISS Real Se-
cure[16]. Also, ary scandetectorcouldbe usedin placeof the MINDS scandetector
suchasTRW [18], andthefollowing host/serviceorofiler could bereplacedoy a more
systematic host/servigarofiler suchasthe port patternanomalydetectorusedin the
EMERALD system[29, 35].

For the contet extraction, we implementeda simple historical behaior profiler
(e.g.host/serviceprofiler), which examinesthe network traffic and determinesvhich
machinesrun which servicesand which machinesare clientsfor particularservices.
How it wasusedfor context extractionis describedn Section3.3. It is basedon the
factthat machinegypically exhibit the samebehaior repeatedlyThus,a web sener
might acceptmary connectionson port 80 and 443, and rarely have ary connection



requestson other ports or make outgoingconnectionon ary ports. The profiler con-
structsa probability distribution of serviceswhich have beenaccesse@n eachhost.
Theprobabilityis calculatedor eachhostby dividing the numberof connectionsnade
to/from a particularport by the total numberof connectiondo/from that host. If this
probability is greaterthan a configurablethreshold thenit is declaredto be a sener
(or client, dependingon the directionof the connectionspn thatport. In additionthe
profiler only profilesvalid connectionshathave bidirectionalflows (i.e.incomingflow
and correspondingutgoingflow). This preventsthe profiler from being skewed, for
exampleby receving scanpacletson a port on which it doesnot offer ary services.
In ourimplementationpnly internalhostswhich have adegreeof connecwity greater
thansomethreshold(e.g.Ts for thesener, T, for client) areprofiled. Oncetheprofiles
have beengeneratedeachconnectionis examinedandmatchedagainstthe profile for
thehostinvolved.If it matchegheprofile (e.g.theconnectiorin incomingonport80to
amachinethathasbeenprofiledasaseneron port80), thentheconnectioris assigned
ascoreof 0, meaningnormal.If the connectiordoesnot matchary profile for thehost,
thenit is assignedh scoreof 1, meaninganomalous.

3.2 Anchor Point Identification

The Anchor Pointldentificationsteptakesthe outputof multiple alertsensora&ndpro-
ducesthe setof eventsinvolvedin attackswith higherconfidencethanrelying on ary
singlelow-level IDS tool. In orderfor the alert combinationto be effective, the data
shouldbeasorthogonahspossiblethusmaximizingtheoverallinformation.Iln ourim-
plementationye achievedthis throughthe useof Snortalertsandthe MINDS anomaly
detectof11]. Thesawo IDSsusevastlydifferentmechanismgo flagtraffic, andthusfit
therequirementhatthe sourceseorthogonalWe combinedthesetwo datasourcesn
asimplemanneyselectingSnortalertsto be anchorpointsif eitherthe sourceor desti-
nationmachinewasalsoinvolvedin a highly rankedanomaly Notethattheanomalous
activity neednot be the sameconnectionthatwasflaggedby Snort. The intuition be-
hind this mechanisnto combinethe datais asfollows. If a machineis truly attacled
andcompromisedit is likely thatthe attacler would usethe machinein a way thatit
normally doesnot behae, causinganomalousgraffic to/from this host. The threshold
for determiningif aflow is consideredo be highly anomalouss configurable Details
on hav sensitve this thresholdwasandhow effective this techniquewascanbefound
in Section4.

3.3 Context Extraction

The next stepin the analysisprocesss the Contect Extraction step.The main goal of

thisstepis to addeventsfrom thesetof all network traffic thatarerelatedcto theattack(s)
representelly theanchormointsdetectedn thepreviousstep. Themainchallengdaced
by this stepof the analysisis to properlyrefinethe context soasto addthe maximum
numberof attackstepsto the contet, while addingthe minimum numberof unrelated
events.As notedin Section2.2,we madeuseof two maintechniquestulesdravn from

domainexpertiseand host/serviceprofiling. The rulesusedare asfollows: First, we
ignoredall traffic thatwasflaggedasa scanin which the scannechostdid notreply



(i.e.did notsuccessfullyopena TCP connection)Conversely we selectedll scanning
traffic that did resultin a full bidirectional connection.Finally, eachconnectionfor
whichthe previousrulesdid notapplywasselectedr ignoredbasecnits host/service
profiling score.If the scorewasabore aconfigurablethreshold,thenthe connection
would beselectecdaindaddedo thecontext, otherwisat would beignored.Notethatfor
aconnectiorto be consideredor additionto the context it mustberelatedsomehav to
theanchorpoints.For ourimplementatiorwe definethis relationsuchthata connection
is relatedto the anchorpointsif oneof the IPsin the connectionis alreadycontained
within the contet, wheretheinitial context is the setof anchorpoints.

Oncewe have amethodto definewhich network eventsareto be selectedor the
contet, thealgorithmfor contet extractionis quitesimple.Thealgorithmgoesthrough
a seriesof iterations.At the beginning of eachiteration,thereis a list of all the IPs
containedwithin the context. During theiteration,eachflow is processedf oneof the
IPsinvolvedin theflow in containedwithin the context already andif the flow passes
the specifiedrules (andthe flow is not alreadyin the contet) thenthe flow is added
to the contt (andary IPs not alreadycontainedwithin the context will be added).
Theiterationscontinueuntil no moreflows areaddedto the context (i.e. the transitive
closurehasbeenreached)The Contet Extractioncould also be limited to add only
a setnumberof flows or distinct hoststo the contet, however this could resultin the
lossof someof the attack.In addition,thethresholdfor the host/servicegrofiling score
canbe dynamicallyadjustedo require,for example,that connectionsaddedin later
iterations(andthus morelooselyconnectedo the original anchorpoints) have higher
profile anomalyscores.

4 Experimental Evaluation

We evaluatedour proposedramevork usingdatasetgeneratedby Skaioncorporation
[1]. Thesedatasets@resimulatedto be statisticallysimilar to thetraffic foundin Intel-
ligenceCommunity This datasehasseveralscenariosvith attacksinjectedthatfollow
differentpatternsin the following sectionswe first describethe natureof the Skaion
datasetthendiscussamethodswe usedto evaluateour framework, andfinally we show
ourresults As canbeseenin thefollowing results eventhoughour approactcurrently
usesonly simpleimplementationgor eachcomponentour overallanalysiscaptureshe
majorattackstepssuccessfully

4.1 SkaionDataset

As partof the ARDA P2INGSresearctproject,the SkaionCorporationhasreleased
several setsof simulatednetwork traffic data.This dataincludesvariousscenarioof
multi-stepsophisticatedttackson resourcesvithin a protectechetwork. Thescenarios
for whichthey have generatediataincludesinglestageattackga simplescanor exploit
or dataexfiltration scenario)pankshotattack(whereaninternalhostis compromised
and usedto attackanotherinternal host), and misdirectionattacks(wherea “noisy”
attackis stagedon onepartof the network while the true attacktakesplacein a more
stealtty mannerin anotherpart of the network). In additionto the main attack,there



are otherbackgroundattacks(honeof which are successfuland scansTo date,they
have release® datasets$o date,includingmary instance®f thesescenariosHowever,
for the sale of spacewe will describeour resultson onescenaridn detailandpresent
a summaryof our resultson otherscenariosThe network topologyin thesescenarios
is comprisedof the following four domains:(i) the tamget protecteddomain,BPRD
(Bureauof ParanormaResearctandDefenseromprisingof varioussenerswhich are
thetypicaltargetsfor attacksyii) asecondarynternaldomainwhichis notasprotected
asthe protecteddomainand comprisesf senersaswell asclients. The hostsinside
this domainhave additionalprivilegesto accesshe protecteddomain,BPRD; (iii) aset
of externalhostswhich consistsof attaclersaswell asnormalusersand(iv) atrusted
domainwhich consistsof remoteusersaccesghe protectednetwork with additional
privilegesover adialupor aVPN connectionAll traffic enteringandleaving theentire
internalnetwork is capturedy tcpdump Snortalertsarecollectedfor traffic exchanged
betweerthe externalnetwork andentireinternalnetwork.

Single StageAttacks Thesescenariogrecompromiseaf a simpleattackmadeup of

four steps.First, scanningis usedto determinethe IP addresses the target network

that are actually associatedvith live hosts.Typically in thesescenariosthis is done
by anattacler performingreverseDNS lookupsto seewhich IPs have domainnames
associateavith them.Thenext stepconsistof anattacler (or multiple attaclers)prob-

ing theselive hoststo determinecertainproperties suchaswhich OS and versionis

runningon the host. Thenone of thesehostsis attacled (possiblyby a hostthatwas
not involved in ary previous steps)and compromisedFinally, a backdooris opened,
to which the attacler connectsandperformsvariousmaliciousactiities, suchasdata
exfiltration or the downloadingandinstallationof attacktools.

Bank-Shot Attacks Theseattacksare aimedat avoiding detectionby using an “in-

sider” hostto launchthe actualattack.In this scenariojnitial scanningis done,and
thenanattackis launchedagainsta hostin the BPRDnetwork. This attackfails, andthe
attaclerthenscansandcompromises hostin the secondannternaldomain.Fromthis
sener, theattacler scansandlaunchesttackson hostsin theprotectedBPRD network.
A hostis thencompromisedfrom which datais exfiltrated.

Misdir ection Attacks Theattacler attemptgto drav the attentionof the analystaway
from therealattack.He doesthis by launchinga noisy attack(onewhich setsoff mary
IDS alerts)onaparticularsetof hostsin the protectechetwork. Thenusingapreviously
compromisechostin the trusteddomain,he attacksand compromiseganotherhostin
the BPRD network, from which he exfiltratesdata.

4.2 Evaluation Methodology

Beforediscussinghe resultsof our experimentswe first describehowv we performed
the experimentsandthe methodswe usedto evaluateour framework. For a given sce-
nario,wefirst ranall low-level IDS toolsto generatehealerts,anomalyscoresgtc. For



profiling, we usedtenandfi ve connectiongor Z'andT, respectiely. Thismeandhata
hostwasprofiledasaseneronly if it hadmorethan10inboundconnectionsSimilarly,
ahostwasprofiledasaclientonly if it hadmorethan5 outboundconnectionsln addi-
tion we only profiled portswith morethantwo connectionsWe thenran AnchorPoint
Identificationusingmultiple rulesfor detectingthe anchorpointsin orderto compare
the performanceandsensitvity of eachsetof rules.First, we usedSnortalone,where
eachSnortalertwasselectechisananchompoint. Next, we usedtheMINDS anomalyde-
tectoralone wheretheconnectionshatrankedin thetopk% of anomaliesvereselected
asanchorpoints.Finally, we combinedSnortand MINDS in the methoddescribedn
Section3.2. TheanchorpointsselectedverethoseSnortalertsin which atleastoneof
thelPswasinvolvedin a highly ranked anomaly(ranked within the top k% of MINDS
AnomalyDetectoroutput).Theevaluationcriteriafor theanchorpointsis twofold: first,
whetherit coversthe attack(i.e. did it have ary true positives),andsecondwhetherit
haslow falsepositives(thelower the better).The AnchorPointidentificationstepgen-
eratesa setof events(anchorpoints)which represents connectiorbetweerntwo hosts.
An anchorpointis relatedto the attackscenaridaf the connectiorit representss a part
of someattackstep.In our resultssection,the resultsof this stepare representedy
the numberof attackrelatedhostsdetectedtrue positives)and numberof non-attack
relatedhostsdetectedfalsepositives).A hostis countedasattackrelatedif it is present
in anattackrelatedanchorpoint (in this casewe call it covered,asintroducedn section
2). If ahostis presenbnly in non-attackrelatedanchorpoints,it is countedasa false
positive.

Following the Anchor Point Identification step, Context Extractionwas run with
eachsetof anchorpointsfound by differentrulesutilized by Anchor Pointldentifica-
tion. No otherparametersverevariedfor this step,sincethe parametersnainly consist
of limiting the expansionandfor our experimentghis stepwasrun until no morecon-
text wasaddedThegoalfor this stepis to detectall attackrelatedstepgwith emphasis
onthemoreimportantstepsg.g.initial scannings lessimportantthenexploits or back-
door accessesyhile reducingthe numberof non-attackrelatedsteps.Note thatthere
aretwo typesof non-attackelatedhoststhatcould be addedto the context. First, they
couldbe partof backgroundattackswhich arestill interestingfor the analyst.Second,
therearereal falsepositives, which arenot a part of the actual attackscenarioor the
backgroundttacks.

All thetablesfor theresultsfollow thefollowing notation:

AS:Attack Steps This representshe high level attackstepslik e probing (information
gathering),actualexploit, backdooraccessor dataexfiltration.
AH: Attack-related Hosts This includesall hostsrelatedto the attackscenarianclud-

ing externalscannersexternalattaclers,internalhostsscannedy theattaclers for
informationandthe eventualvictims which getcompromised.

BA:Background Attack Related Hosts Thisinvolvesall hostsrelatedio thebackground
attackdn thetraffic asattaclersor victims.

FP : False Positives This countsall hoststhatarenot relatedto the actual attaclsce-
narioor to thebackgroundattacksbut arewrongly detectedy our framework.



4.3 Detailed Analysis: Skaion Scenario- 3s6

We presenbur detailedanalysison oneof the bankshotattackscenariosThe scenario
we evaluated(called3s6)had122,331connectionsn thetraffic, involving 4516unique
IPs,onwhichtherewere6974Snortalerts.

External Hosts

S Sy

- . ; o Iy
) 52 ; A . I o

Primary Target Hosts

Secondary Internal Hosts " (BPRD)

Fig. 2. Differentstepsandhostsinvolvedin the attackscenarid3s6

Theattackgraphfor thescenari®s6is shovnin figure 2. Thevariousstepsnvolved
(in chronologicalorder)are:

— A; 1 O; (74.205.114.1583can92 hosts(936 flows)insidethe BPRD network.

— Ay 1 Oy (42.152.69.166pttacksinternal sener, I; (100.10.20.4¥our times (17
flowsg andfails eachtime.

— A3 :03(168.225.9.78portscang18flows)secondarynternalhost,S; (100.20.20.15
alias 100.20.1.3).

— Ay : O4(91.13.103.83pttacksS; (78 flows)using Apate OpenSSISSLV2Ex-
ploit [3] andsucceeds.

— As: S; portscans senersin theBPRDnetwork (895flows)includingtheeventual
victim, 75 (100.10.20.8).

— Ag : S1 launchesttackson I usingllS IDA-IDQ exploit [2] andsucceeddlt also
browsesthroughthefiles of & (4 flows)

The attaclerstry to confusethe analystby first scanningand unsuccessfullyattempt-
ing to attacktheinternalnetwork (StepsA; and A,). Most of the attackrelatedSnort
alertsareonthistraffic. Anotherattaclerthenattacksthe secondarynetwork andcom-
promisesaninternalhost(S,). This hostis thenusedto scanthe BPRD network and



Table 1. Resultsfor anchomointidentificationon bank-shoscenarid3s6

| Config |AH] FP]
Snort 96169
0255
Top k%-anomalie®.5/ 8 | 67
1.0 50114
0.2193| 0
Snortt - 15.5795(39
Top k%-anomaliegl.0| 98| 83

Table 2. Resultsfor context extractionon bank-shoscenarid3s6

\ Config |#Iterations AS |AH|BA|FP|
‘ Snort | 2 ‘5(A1,A2,A4,A5,A6)| 24| 3 |75‘
0.2 2 5(A1,A2,A4,A5,A6)| 24| 3 |43

Top k%-anomalies [0.5 2 5(A1,A2,A4,A5,A6)| 24| 3 |58
1.0 2 5(A1,A2,A4,A5,A6)| 24| 3 |93

0.2 2 5(A1,A2,A4,A5,A6)| 24| 3 |45

Snort+ Top k%-anomalie).5 2 5(A1,42,A4,A5,A6)| 24| 3 |47
1.0 2 5(A1,A2,A4,A5,A6)| 24| 3 |47

launchesan attackon I5. Sincethis traffic is internal,it is not detectedby Snort. The
resultsof context extractionin Table2 shav thatthe framevork succeedén capturing
alargeportionof theattackscenariq’5 out of 6 attacksteps) The contet alsocaptures
somebackgroundattackgpresentn thetraffic. Thefalsealarmsarisebecausef follow-

ing reasons 1) MislabeledFlows- Thesearisebecaus@f errorsin the datacorverting

componentlueto which initiating flows might be labeledasrepliesandvice versa.2)

FalsealarmsfromOur Profiler - Host/servicgrofiler hasanassociateflalsealarmrate
dueto which somenon-attackelatedflows areaddedo the context.

All configurationsfor anchorpointsresultin detectinga portion of the scanning
activity by O; asanchorpointsin Table 1. From theseanchorpoints, the scanning
activity A, is addedto the contet. Sincel; is scannedy Oy, its traffic is analyzed.
Thisresultsin addingthefailedattackattempts A, to thecontext. I is alsoscannedy
O, . Sincel, is attacledby S, thisattackstepAg, is addedo thecontext. Onanalyzing
thetraffic to andfrom S, thescanningactiity As is addedo thecontext. Similarly the
attackstep,A44 on Ss is alsoaddedto the context. The attackstep As, is not captured
sinceit involvesprobingof S; on portsonwhichit is asener. However, we captureall
thoseattackstepsfrom which we canconstructhe coreattackscenario.

We obsene from Tablel thatif we useacorrelationof AnomalyDetectorandSnort
we getlessnumberof falsepositives asanchorpoints. As we relax the constraintsn
AnchorPointldentificationstep,we detectmoreattackrelatedhosts but the numberof
falsepositvesalsoincreasesHowever, from the context extractionresultsin Table 2
we obsene thatwe still detectthe major portion of the attackscenaricevenif we start
with alessnumberof anchomoints.Moreover, the presencef falsepositivesin anchor
pointsresultsin a high falsepositive ratefor context extraction.



4.4 Resultsfor Other Scenarios

Theresultsof our analysison otherscenariosresummarizedn Table3. Theconfigu-
rationusedfor AnchorPointldentificationwasthecombinationof SnortAlerts andtop
0.5%o0f MINDS Anomaly DetectorOutput.Fromthetablewe obsenre thatourimple-
mentationis ableto captureall importantstepsof eachattackscenarioexceptfor the
scenario Five by Five (In this casethevolumeof traffic relatedto thevictim hostwas
not enoughto be profiled, therebythat hostwasnot addedto the context). The attack
stepswhich weremissedin all casednvolved failed attackattemptsor probesbefore
attacks Ourimplementatiorcapturedall theimportantattackevents,suchastheactual
exploit, dataexfiltration for all but one scenariofrom which the core attackscenario
canbe generatedFrom the resultswe canobsene that by using strict thresholdsfor
AnchorPointldentification,we areableto detectsomeattackrelatedevents(asanchor
points)while keepingthenumberof falsepositivesvery low. Usingtheseanchompoints,
we successfullydetectthe coreattackscenaridn all but onescenaricalongwith some
backgroundattackactiity. Sincethe numberof non attackrelatedanchorpointsare
low, thefalsepositivesin the context extractionsteparealsovery few.

Table 3. Summaryof resultsfor differentSkaionscenarios

Scenario GroundTruth AnchorPointgContext Extraction
#Cond#Host##Alerts|AS|AH|AH| FP \AS\AH|BA| FP

Naive 1739 | 581 27 | 4|10} 2 0 4,30 O

SimpleTen|| 12040| 2616 | 114 | 4 |246] 4 0 416|(0] 1

Fiveby Five|| 7853 | 2101 | 177 |3 |13 5 45 0|0|0O| 5

Tenby Ten|| 9459 | 1435| 54 |4 ]16| 5 11 4150 1

SingleStage s9 4833 | 472 53 | 3|21 2 3 3/2|0] O
s10 4792 | 582 58 |43 2 6 3/2/0| O

sl4 8915| 1210| 95 (3|2 | 2 9 312 (12] 4

sl6 5711| 368 | 1372 (4| 3 || 2 4 31212 3

s24 4334 | 699 452 |6 (10| 2 4 41411 3

3s10 47490 3084 | 3150 |3 | 6 || 5 21 3/6(1| 5

Bankshot sl 45161| 12292 10896| 6 | 7 || 4 32 6|7 11| 3
s37 23970 1517 | 7671 |6 | 5 || 4 18 64|10 O

Misdirection s29 10926| 627 451 | 7|6 || 5 1 7160 4

A brief descriptionof our resultson eachscenarids givenbelow:

Naive Attacker All attackrelatedstepsaredetectedThe 7 attack-relatedhoststhatare
not detectedarethe hostsinside BPRD which arescannedy the attacler aspart
of the probe,but do notreply back.Thusthey do notsupplyary informationto the
externalattaclers.

Simple Ten All attackrelatedstepsaredetectedThe 240 attack-relatechostsnot de-
tectedareagain thescannedostswhich do not reply back.

Five by Five We fail to detectary attackstepsor ary attackrelatedhosts.In this sce-
nario,thevictim hostinsidethe network wasnotinvolvedin ary traffic with exter-
nalworld apartfrom theattackdaunchedy outsideattacler. Therewasno profile



generatedor this hostandhencethe attackscould not be distinguishedrom nor-
mal traffic. Theattackwould have beendetectedf therewasenoughtraffic which
would meetthethresholdgelatedto profiling of internalseners.

Ten by Ten All attackrelatedstepsare detected11 attack-relatechostsnot detected
include6 scannedhostswhich do notreply backand5 externalscannersvho never
getareply backfrom the hostswhich they scan.Thus effectively, theseexternal
scannersiever get ary information aboutthe internal network and hencedo not
contrituteto the actual attaclscenario.

s9 All attackrelatedstepsandattackrelatedhostsaredetectedvithout ary falseposi-
tives.

s10 Oneattackstepis missedn thisscenarioThemissedstepis afailedattacklaunched
by oneexternalattacler on aninternalhostwhich is not the eventualvictim. Thus
this stepis notanimportantpartof thewhole attackscenario.

sl4 All attackrelatedstepsandattackrelatedhostsaredetectedWe alsodetectsome
of thebackgroundattacksn thetraffic. Thefalsepositvesdetectedn this scenario
arisedue to mislabelledconnectiongreplieslabelled as initiating connections).
This occursduringthe corversionof tcpdumpdatato netflov format.

s16 Oneattackstepis missedn thisscenarioThereasorfor thisis sameasin scenario
s10 We also detecttwo backgroundattacksas a part of the context. The false
positivesarisebecaus®f two outsidehostsinvolvedin traffic onrandomhigh ports
with internalsenerswhich doesnot conformto thenormalprofile of thoseinternal
seners.

s24 In this scenariathreeexternalattaclersdid a distributed scanningof the internal
network. Oneof the scannergjot a reply backfrom the eventualvictim while the
othertwo did not getary repliesfrom the hostswhich they scannedThesetwo
scanningstepswhich did not contribute ary informationwere missed.The false
positivesoccurredbecausef the samereasorasin scenarics16

3s10 All attackrelatedstepsandattackrelatedhostsaredetectedWe alsodetectsome
of thebackgroundattacksin thetraffic. Thefalsepositivesdetectedn this scenario
arisedueto mislabelledconnectiongreplieslabelledasinitiating connectionspr
dueto outsidehostsaccessingnternalsenerson randomhigh ports.

sl All attackrelatedstepsandattackrelatedhostsare detectedWe alsodetectsome
of thebackgroundattacksn thetraffic. Thefalsepositivesdetectedn this scenario
arisebecausef externalhostsaccessingnternalsenerson randomhigh ports.

s37 In this scenariopneof the attaclersport scangwo internalsenersbut getsreply
only from onewhich is eventuallyattacled. The othersener doesnot supplyary
information backto the attacler. Only this sener is not detectedwhile all other
involved hostsandattackstepsaredetected.

s29 All attackstepsexceptfor oneinitial probe,which did notgetary replies,were
detectedThefalsealarmsoccurfor the samereasorasin scenaricsl

5 Discussion

In Section2 we describedhe maindesigngoalsfor our system.Thefirst goalwasthat
theanalysisramevork shouldaddressheinherentiradeof betweerfalsepositvesand



falsenegatives.We addresghis issuein the designof our framavork by decomposing
the probleminto two stepsin thefirst, we focuson thereductionof falsepositives,by
selectingnetwork eventsin suchaway thatgivesushigh confidencehattheeventsare
partof anattack.This wasachieved in our simpleimplementationthroughthe useof
Snortalertscombinedwith the MINDS anomalydetectorSecondwefill in themissed
attackstepsby extractingthe contect from the setof anchorpoints.By requiringthat
the anchorpointsbe of high quality (low falsepositives)we canrelax the restrictions
onwhatwe addto the contet if they areconnectedo the anchorpoints.This wasalso
achieredby our simpleContet Extractionmodule,in thatrelatively few falsepositves
wereaddedo the context whenthe anchormointscontainedew falsepositives.

The secondgoal wasto detectthe majority of attackstepsin the attackscenario.
Evaluatingthis is not completelystraightforvard, sincenot all attackstepswould be
consideredequal,and thus a measuresuchas a straightpercentageof attack-related
connectionsvould not be sufficient. This is dueto the factthatnot all attackstepsare
of the sameimportance For example,in the scenariodescribedn Section4.3, if we
haddetectedall of the scansandnothingelse,we would have detectedhe vastmajor
ity of network connectionghatwererelevantto the attack(95%), but this information
would beuselesso theanalyst A bettermeasurevould beaggrejatingthe connections
togethetinto steps(usingtechniquesuchasthoseproposedn [9, 36]), andmeasuring
the numberof attackstepsthat were detectedln this experiment,howvever, we man-
agedto detectall major attacksteps(including attacks,internal steppingstones,and
dataexfiltration) andmary connectionsn the scanning.Thuswe achieved the goal of
detectinghe majority of the attacksteps.

The third goal setforth in Section2 was high coverageof attacks.In the Skaion
scenarioshowever, only oneattackwaspresenin eachscenarioThus,while not fully
tested this goalwasinitially achievedin the factthatwe wereableto detectthe main
attackin eachscenariogxceptfor theonewith insufficient profiling information.

The final goal wasto malke the systemmodularby design.This designgoal was
achievedasseenin Section2. First, thetwo component#n our framework areindepen-
dentof eachother Thusthe implementatiorof one canbe changedwithout affecting
the other Context Extractiondoesnot dependon hav the anchorpointsarefound, as
longasthey areof high quality. Also, AnchorPointldentificationis notconcernedvith
how the anchorpointsareused,andthusary algorithmcanbe usedto implementthe
Contet Extraction.Also, the systemis not tied to ary low-level IDS system.Noneof
the designof our framewvork hingeson the typesof alertsavailable. For example,in
ourimplementatiorSnortalertswereused However, ary othersignature-baseslystem
couldreplacet. Theonly restrictionis thattheinformationneededy theparticularim-
plementatiorof the laterstagesieedgo bepresenin someform. In addition,we could
incorporateothertypesof informationthat could be usedto detectintrusions,suchas
systemlogs[14,15] andhostbasedDS alerts[8, 17,20].

5.1 Limitations and Impr ovements

This leadsus to considerthe limitations of our frameawvork. The biggestlimitation is
thatit hasgreaterstoragerequirementshanmostIDSs. Snort,for example,examines
traffic in realtime, andcreateslertsbasedon whatit finds. All thatneedgo be stored



arethe alerts.However, our systemneedsstorageof both the low-level IDS alertsas
well astheactualnetwork traffic (in someform). Themoredetailedthe dataandlonger
time frame for which the datais stored,the betterour systemwill perform.Also, de-
tectingsophisticatedttacksmay requirethe captureof traffic betweeninternalhosts.
Capturingthetraffic betweenevery hostwithin the network would be difficult, andin
mary casesnfeasible. This storageequirementanbe greatlymitigatedby storingthe
datain the net-flov format, whereonly headeiinformationis aggrejatedandkept. In
the University of Minnesotacampusnetwork, 1 year of net-flov information canbe
storedin 0.5 TB, whereasl weekof tcpdumpdatarequires2-3 TB of storageOn the
otherhand,if completeforensicanalysiss to be performed;jt would bevery desirable
for thetcpdumpdatato be presentandthusour framevork would poseno extra stor
agerequirementA operationakystemdesignedo storerelevantraw network datafor
forensicanalysigs describedn [21].

Onelastimportantpoint to discusds the effect of a framing attack,thatis, how an
attacler canattackthe analysisdramework itself. If anattacler knows therulesusedby
AnchorPointldentification,thenhe would be ableto generatespuriousanchorpoints.
However, the amountof anchorpointshe cangeneratelependgreatlyupontherules
usedby Anchor PointIdentification.If Snortalertsalonewere used,thenthe attacler
could easily generatean arbitrary amountof anchorpoints involving every internal
maching13, 22]. Thiswouldbasicallyreduceour framework to alow-level IDS system
with alow thresholdflaggingmuchof thetraffic aspartof anattack.f therulesusedfor
Anchor Point Identificationwere Snortcombinedwith the MINDS anomalydetectoy
whichwasshawn to beeffective in our experimentsthentheeffectthattheattacler can
imposeon the anchorpointsis morelimited. Again theattacler cansendpacletsthat
causeSnortalertsto all thehostsin thenetwork, but to beflaggedasanchorpoints,each
of theseflows mustalsobein thetop tier of anomaliesBy the definition of anomaly
all of thesepaclets would have to be uniquewith respectto the attributesusedby
the anomalydetectorto rank the network connectionsThis is a difficult thing to do,
sincethe attacler would have to know a priori whatwill be considerecanomalougor
thetime periodthatwill beexamined Also theattacler would have to be carefulnotto
sendtoo mary packetswith certainsimilarities,sincewhile they maybeabnormalvhen
comparedo therestof thetraffic, they mayform their own clusterandbe considered
normal with respectto themseles. Also, if too much abnormaltraffic is sent,there
couldbeenoughabnormatraffic thattheabnormatraffic becomeshe“norm”, making
it very hardto predictwhatwill beflaggedasabnormalFor example,if theattaclersent
large pacletsto cause¢heanomaliesaftertoo mary suchpaclets,large pacletswill be
consideredhormal.In addition,for theSnortandMINDS combinationthereis anupper
limit on the numberof anomalieshatwill be usedfor selectinganchorpoints(dueto
the cutoff threshold).Thus,the Anchor Point Identificationstepcan, throughcareful
designand implementation provide somemeasureof resistanceagainst this type of
attack.Another useful aspectof Anchor Point Identificationis thatit is dynamically
configurablgdependingntheavailabledatasources)soif it generatetoo mary false
positives,it canberun again with a differentsetof anchorpoint selectioncriteria. This
opensup two lines of future work on this componentFirst, we planto investigateand
designbetterapproacheso combinethe datasourcesn orderto selectanchorpoints.



Secondwe planto testthe designsagainstthesetypesof attacksto betterunderstand
the effectsthatthey canhave ontheresultsof our system.

Context Extractionis lessresistanto this framing attack,especiallywhenusinga
port profiling techniqueasit is difficult to causea machineto actoutsideof its profile,
without actuallycompromisingt (to do this effectively, the attacler would needsome
insiderknowledgeof the port usageof the internalmachinessuchas portson which
theinternalmachinesactuallyofferedservicebut hadlow enoughvolumesoasto not
be profiled). However, Context Extractionwould be affectedby the falseanchorpoints
generatedy attackson the AnchorPointldentificationstep.

6 RelatedWork

Themostrelatedareaof researcho thiswork is IDS alertaggreyationandcorrelation.
Alert aggreation hasto do with taking alertsfrom multiple sensorandmeiging them
into one higherlevel alert. Generallythis is doneon single eventsthat trigger alerts
acrossmultiple sensorsFor example,if a subnetvork is setup suchthattraffic going
betweerit andtheoutsideinternetwould pasghroughtwo Snortsensorsthenanattack
thattriggersa Snortalertwould triggertwo suchalerts.If ananalystis looking atthese
alerts, it is moreefficient if the analystonly looks at the alert once. This getsmore
difficult whenthe sensorsare not the sametype of sensorandreportdifferentsetsof
information,andoftena probabilisticapproachmustbetaken[36].

Correlationhastwo mainaspectgo it. Oneis thefusionof differentalertsthatrefer
to differenteventsin an attackbut are highly related.For example,if thereis a DOS
attack,andeachprobesetsoff analert,therewill be mary alertsfrom a certainsource
IP to a certaindestinationP. Thusall of thesealertscould be megedinto onehigher
level “DOS” alert. This type of fusion canbe achieved by clusteringalertsbasedon
specificfieldsin thealertcontainingmatchinginformation[28].

Thesecondareaof correlationis in therealmof relatingalertstogetherthatfit into
anattackscenarioThisis themostcloselyrelatedwork in correlationto our approach.
Much of the work donein this areahasbeendonein matchingprerequisiteandcon-
sequencesf alerts[5, 9,23-26].In this approachthe analystdefinesthe setof actions
that musttake placebeforea given alert canoccur (its prerequisites)and thenonce
analerthashappenedvhatactionscansubsequentlyake place(its consequencesiy
placingthisinformationwith eachalert,a systemcanmatchthemtogether(alongwith
extra informationsuchas|P addressesr time-stamps}o form sequencesf attacks,
or attackscenariosOnelimitation of this approachs thatit requiresextensve expert
domainknowledgeto determineexactly whatis requiredfor an actionto take place
andwhatits consequenceasanbe.n additionto prerequisitesndconsequenceshere
have alsobeenprobabilisticmatchingapproacheproposed?], andmatchingdetected
eventsagpinstattackmodels[4].

Therehave beenmary otherapproacheproposedo correlatingalerts,andmary of
thesehave beenincorporatedn the comprehensie systemin [37].



7 Conclusionand Futur e Work

We have shawvn how the multi-stepanalysisapproachcan be beneficialin analyzing
network traffic andIDS alertsto discoser multi-step,sophisticatedttacks.Oneof the
mostimportantdirectionsfor future work is to utilize the output of the context ex-
tractionmodulein a way that allawvs for easyanalysis.This is the task of the Attack
Characterizatiostep,which wasignoredin the descriptionof the framewvork. Even if
the outputof the contet extractionis 100%accurateit is still a (potentiallylarge)col-
lection of raw network traffic data.Presentinghis informationto the analystin a easy
to useformat, perhapausingvisualizationtechniquesyould be beneficialto the anal-
ysis,andcould helpto reducethe effect of falsepositivesfrom the Context Extraction.
Thus,we intendto investigate mechanismgo infer semantianeaningfrom thesecon-
nectionsto determinethe full scopeof theattack.Oneway to accomplishthisis to use
alertaggreyationtechniqueg9, 36]. A secondmechanisnmhatcouldbeusefulis attack
graphs[31], which are possiblepathsof attackand are generatecbasedon vulnera-
bility assessmermndnetwork connectity information.Matchingthe detecteccontext
agpinstfull attackgraphscould provide moreinformationto the Attack Characteriza-
tion step.Thefinal waythatwe areinvestigatingis theuseof visualizationtechniqueso
be ableto “see” the data,from which ananalystcaninfer the attackscenario Another
areaof future researchs to createbetterand more sophisticateccomponentgor the
individual stepsin the analysisframevork. Our approachworked well with the simple
componentsandimproving themwill improve theoverall result.In additionwe planto
testour frameavork usingdatacapturedrom alive network.
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